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by the Qbit Conference in Prague or the Tallinn 

 Consensus on Trusted Connectivity presented at 

last year’s Tallinn Digital Summit.

We have recently come up with a proposal to   

establish a cybersecurity platform to enhance 

the three existing pillars of Three Seas coopera-

tion – energy, transport, and digital. This concept 

assumes enabling interactions between three 

categories of participants: leadership of the rel-

evant cybersecurity agencies and public authori-

ties, providers of cybersecurity technologies from 

the 3SI region, and technology recipients, includ-

ing operators of critical infrastructure vulnerable 

to cyberthreats.

The main tasks of this platform would be to en-

sure the security and resilience of infrastructure 

through dialogue and cooperation between public 

and private actors. It would be about identifying, 

on the one hand, our strengths in the field of cy-

bersecurity solutions, and on the other, our needs, 

and then making an informed decision about 

how we can help each other through regional co-

operation. A multistakeholder platform on cyber-

security and telecommunication networks, with 

public and private participants, would foster ex-

changes between companies, governments, and 

academia, honing the capabilities of each. It could 

also stimulate innovation, growth, and specialisa-

tion in local companies. We want to create solu-

tions for ourselves but also to sell them globally 

as a joint 3SI product.

It is not our intention to duplicate existing formats 

or to create unnecessary administrative burdens. 

There is strong cybersecurity cooperation with-

in the EU, both on the government and business 

level. But these relations tend to be dominated by 

 Western European entities. By working together re-

gionally, 3SI companies could enhance their position 

vis-a-vis bigger partners from other EU countries.

INTRODUCTION

The current digital transformation is about to  

change the way we interact with the physical world. 

The Three Seas countries have already proposed 

16 ambitious digital projects that aim at ensur-

ing better cross-border cooperation in this field. 

 However, looking closely at the priority projects 

submitted so far, we are aware of the need to inten-

sify and tighten our cooperation in this area. Whilst 

a large proportion of transport and energy projects 

are already at an advanced stage of implementation, 

most digital projects still remain just concepts. 

One of the most interesting digital projects of the 

Three Seas Initiative is “5G Cross-Border Trans-

port Corridors for Connected and Automated 

Mobility (CAM) in the Baltic States (Via-Baltica / 

 Rail-Baltica)”. Poland participates in this project to-

gether with Lithuania, Latvia, and Estonia. A similar 

role will be played by the 3SI Digital Highway proj-

ect proposed by Poland, the aim of which is to cre-

ate a cyberattack-resistant digital infrastructure 

that will enable more efficient and safer data trans-

fer from the north to the south of the region.

While remaining open to cooperation with partners 

from other countries, we should first try to utilise 

digital solutions developed by companies from our 

region. These technologies are in no way inferior 

to products offered by companies from the USA, 

Western Europe, or Japan. The best way to pro-

mote these safe and sound solutions on a global 

scale and successfully compete even with interna-

tional tech giants would be to facilitate closer co-

operation between entities from the IT sector from 

our countries.

I am convinced that closer cooperation between 

the countries of our region, using the Three Seas 

Initiative format, will allow us to better prepare for 

and respond to such threats. There is a common 

understanding among 3SI countries on the need 

for firm action to meet this challenge, as shown 
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cure links in the world’s digital, energy and trans-

port sectors.

I strongly believe that by working together region-

ally, our companies could increase their attractive-

ness and enhance their position with foreign part-

ners. It would be well worth exploring this concept 

at the 3SI Summit in Riga this June, but the impact 

could be felt well beyond 2022.

Paweł Jabłoński

Government Plenipotentiary  

for the Three Seas Initiative

Undersecretary of State for Economic  

and Development Cooperation,  

Africa and the Middle East

It is unquestionable that we must have a strong and 

reliable private IT sector to properly address cy-

bersecurity threats. I am more than convinced that 

each of the 3SI countries has interesting, original 

solutions and experiences in this field. But I also see 

the need to scale up. Our IT companies operate in 

a highly competitive international market and with-

out enhanced cooperation within our region, they 

will have difficulty competing with tech giants.

Therefore, especially in these turbulent times, it is 

our responsibility to exchange ideas and share ex-

periences and lessons learned. Through closer co-

operation, we could create new projects of common 

interest and – over time – become largely self-suf-

ficient in this area. I believe our region already 

possesses the necessary resources to become 

a leader in cybersecurity. We have the technolo-

gies, the high-end solutions and, most important-

ly, the talented people. Hence, we should present 

and promote the Three Seas region as a provider of 

trusted, reliable cybersec solutions that can be used 

locally or scaled up and applied globally.

Moreover, such cooperation would significantly 

enhance perceptions in Western Europe and the 

US of our value as a partner and global provider of 

trusted connectivity solutions. Speaking of Trusted 

Connectivity, I should emphasise that Poland fully 

supports this idea, which was first presented by our 

Estonian friends during last year’s Tallinn Digital 

Summit. As our Prime Minister Mateusz Moraw-

iecki said: “Trusted Connectivity is extremely im-

portant and we should really invest our time, effort, 

and money in this initiative.” However, we should 

not stop at this point. It is important to keep up the 

momentum and ensure that our priorities will be 

implemented effectively.

Enhanced cooperation in the field of cybersecurity 

among the 3SI countries would mirror similar alli-

ances worldwide, including the US-Japan Global 

Digital Connectivity Partnership, making our re-

gion more attractive to like-minded partners from 

outside Europe. Moreover, it would follow the EU’s 

Global Gateway strategy of boosting trusted, se-



9

THREE SEAS UNITED IN CYBER POWER



THREE SEAS UNITED IN CYBER POWER

10

Izabela Albrycht

INTRODUCTION – 

TOWARDS SECURITY-ORIENTED 

COOPERATION IN THE THREE 

SEAS REGION

In 2018 think tanks from Central-Eastern Europe 

called for the digital upgrade of the Three Seas 

Initiative to make it “future ready” and “future- 

-proofed”. This future time is already here, with 

unprecedented digital transformation and tech-

nological change accelerated by COVID-19. But 

in 2022 the future was joined by the unresolved 

past of the Cold War. Imperialism, war, and autoc-

racy was brought back to Europe by the  Russian 

aggression on Ukraine. With the Russian expan-

sionist strategy in the making, the CEE region has 

become a frontline in terms of cyber and hybrid 

threats, and it is and will remain of critical im-

portance for the resilience of the whole EU and 

NATO in the coming years and decades. This leads 

to the only right conclusion to be made today, that 

the new impetus should be given for security- 

-oriented cooperation in the Three Seas (3S) region.

Geopolitics great comeback makes this region 

an important one for the Russia’s imperialist 

goals. Consequently, in this new security land-

scape, strengthening the region should be two- 

-dimensional: by deepening cooperation within the 

B9 group and ensuring a much greater presence 

of NATO troops, military facilities, and infrastruc-

ture as well as active innovative posture in terms 

of developing dual-use emerging and disruptive 

technologies (EDT) and by boosting collaboration 

under the umbrella of the 3S Initiative (3SI), which 

should be in a synergy with the EU framework, and 

consists of infrastructure investments within each 

of the three pillars – digital, energy, and transporta-
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litical and geoeconomic standing of technology and 

cybersecurity and wide-reaching consideration 

that the future world will be built on its digital pil-

lar. Therefore, decision-makers and opinion leaders 

have understood that a bright future for the region 

will only be possible thanks to a more developed 

cross-border digital infrastructure, as well as coop-

eration and coordination aimed at boosting the se-

cure digital transformation across countries and all 

sectors of the economy. This means that working 

together in the region in order to achieve a more 

robust position in the digital value chain, develop 

mature data economy, foster the potential of the 

digital space, and stimulate digital resilience is ex-

actly what should constitute the strategy for the 

3S growth. Based on that understanding and fore-

sight, the Kosciuszko Institute and think tanksb 

from the region presented in 2018 an 11-point 

digital action plan for upgrading the 3S Initiative 

(3SI) with the Digital 3 Seas initiative. It included 

joint projects for cross-border infrastructure for 

better and safer data transfer along the north-

south axis in the region, among them a deployment 

of digital highways (including the so-called 3 Seas 

Digital Highway), joint cloud technology projects 

that would complement and integrate the regional 

transport and energy grid infrastructure (includ-

ing data processing centres), and policy of free 

flow of non-personal data, to foster innovative 

data industry and disruptive technologies (e.g. AI, 

IoT). What added a real value to the 3SI concept 

was the idea of adding up cybersecurity dimension 

to the scope of regional collaboration, meaning 

that cybersecurity should have to be included hor-

izontally in three pillars: energy, transport, digital. 

And in fact alongside, the quantity, range, and so-

phistication of cyberattacks have been flourishing, 

reaching spectacular heights during the COVID-19 

pandemic, and now accelerating even more during 

b  The Kosciuszko Institute, GLOBSEC from Slovakia, 
IRMO from Croatia, and New Strategy Center from Roma-
nia, more in: The Kosciuszko Institute, The Digital 3 Seas Ini-
tiative: A Call for a Cyber Upgrade of Regional Cooperation, 2018, 
[online]: https://ik.org.pl/en/publications/white-paper-the-
digital-3-seas-initiative-a-call-for-a-cyber-upgrade-of-re-
gional-cooperation/ [access: 23.04.2022]. 

tion, as well as development of innovative ecosys-

tem and effective cybersecurity teamwork.

For the digital pillar and cybersecurity dimension 

of 3S cooperation, this means that countries’ digi-

tal and cybersecurity capabilities, which are adding 

up to their cyber power, should be strengthened 

above all. So by cyber power one should under-

stand not just effective cybersecurity posture but 

also the innovative digital and technological pos-

ture. The concept of cyber power can be defined in 

many ways, but anchoring it in the classical defini-

tion of “cyber power” by Professor Joseph S. Nye, 

Jr. is not only for relevancy but also for apprecia-

tion of his contribution to the public understanding 

of where the world is moving towards. The concept, 

introduced as early as 2010, is as follows: “Cyber 

power behaviour rests upon a set of resources that 

relate to the creation, control and communication 

of electronic and computer based information – 

infrastructure, networks, software, human skills. 

This includes the Internet of networked computers, 

but also intranets, cellular technologies and space 

based communications. Defined behaviourally, 

cyber power is the ability to obtain preferred out-

comes through use of the electronically intercon-

nected information resources of the cyber domain. 

In one widely used definition, cyber power is ‘the 

ability to use cyberspace to create advantages and 

influence events in other operational environments 

and across the instruments of power.’ Cyber pow-

er can be used to produce preferred outcomes 

within cyberspace or it can use cyber instruments 

to produce preferred outcomes in other domains  

outside cyberspace.”a

A CALL FOR DIGITAL UPGRADE OF THE THREE 

SEAS INITIATIVE MADE IN 2018

The necessity to pay particular attention to the 

opportunities, challenges, and threats of the cy-

berspace has emerged in the 3S region already 

a few years ago. It was in light of the rising geopo-

a  Nye, Joseph S., Jr., Cyber Power, Belfer Center for Science 
and International Affairs, Harvard Kennedy School, 2010. 
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the support for investment and common standards 

for cybersecurity and digital identity integration 

to deliver on trust, which is crucial for the digital 

change. Alongside, to fully leverage the potential 

of flourishing data-based technology applications 

in new business models and public services, a joint 

data space has to be built and innovative use cases 

developed.e The Tallin Summit also delivered on 

the first 3S digital project co-financed by the Three 

Seas Initiative Investment Fund (3SI Investment 

Fund) – Greenergy Data Centres, which claims 

to be the largest and the most energy-efficient, as 

well as secure data centre in the Baltics.f A rele-

vant important development of the Summit was 

the launch of the 3SI Investment Fund itself, a vital 

mechanism for co-financing projects targeted at 

closing the infrastructure gap in the region. As of 

now, already 9 out of 12 3S countries are contrib-

uting to the Fund (apart from the Czech Republic, 

Austria, and Slovakia), which raised 913 million 

euro, and its main investor is the Polish Devel-

opment Bank (Bank Gospodarstwa Krajowego), 

which is also the Fund’s originator.g

Although the next 3S Summit in Sofia in 2021 was 

less concrete in its results in terms of the digital 

pillar, the Declaration affirmed the need to contin-

ue the implementation of the Smart  Connectivity 

vision “by introducing innovative and secure digital 

platforms to support regional networks”. It also un-

derlined the significant importance of infrastruc-

ture projects to achieve the 3SI common goals and 

stressed the need of the project-oriented approach 

with the focus on the development of infrastructur-

al links between countries. It focused also on the 

prominence of the 3SI Investment Fund, which 

was declared to be financially strengthened and 

stimulated by public-private partnerships.h What 

e  Smart Connectivity Vision paper, Estonia 2020. 
f  Cf. https://www.greenergydatacenters.com/, [online: 
23.04.2022].
g  The Three Seas Initiative ahead of the Riga Summit: politically in-
spired, commercially driven, https://ies.lublin.pl/en/comments/
the-three-seas-initiative-ahead-of-the-riga-summit-polit-
ically-inspired-commercially-driven/, [online: 23.04.2022]. 
h  Cf. https://3seas.eu/event/joint-declaration-of-the-sixth-
summit-of-the-three-seas-initiativec, [online: 23.04.2022].

the Russian war on Ukraine. It is eventually prov-

ing that security consideration and measures need 

to be embedded in every part of this new digital-

ly augmented reality, thus making cybersecurity 

a critical dimension of 3S collaboration.

But a few more 3S Summits since 2018 were need-

ed to announce more concrete and tangible pro-

posals on how to upgrade the Initiative with digital 

and cybersecurity projects and in 2022 we are still 

not there to see a sufficient level of this coopera-

tion. During the 3S Summit held in Bucharest in 

2018, the List of Priority Interconnection Projects 

was introduced. As of July 2021, the total number 

of interconnection projects has reached 90, mak-

ing an estimated investment value of 180.9 billion 

euro. However, only 14 percent of those projects 

are digital.c It was only the Smart Connectivity 

concept, first introduced by the government side 

during the 3S Summit in Tallinn in 2020, that can 

be considered as the most advanced and cohe-

sive vision of the digital future of the region. Its 

ambition is to drive CEE into a vibrant ecosystem 

for developing new business models based on 

data and smart links – in energy, transport, and 

digital matters alike – that would be enablers for 

certain sectors of the economy. Smart connectivity 

can be understood as a digital layer powered by 

data which is merged with the physical transport 

and energy infrastructure across the region, help-

ing to deliver on new business models and services 

covering the whole region. It can boost smart mo-

bility and energy innovativeness and make the 3S 

become a global powerhouse for smart transport 

corridors, self-driving vehicles on demand, smart 

roads and railways, smart logistics centres, intelli-

gent interoperative energy grids in which consum-

ers are also renewable energy producers.d Those 

smart, innovative solutions regarding connectivi-

ty can be then scaled up and offered on markets 

worldwide. To pursue this goal, the political will 

and cooperation framework are necessary, as is 

c  Cf. https://3seas.eu/about/progressreport, [online: 
23.04.2022].
d  Cf. https://youtube.com/watch?v=GOW8kTk48AA,   
[online: 23.04.2022].

https://www.greenergydatacenters.com/
https://ies.lublin.pl/en/comments/the-three-seas-initiative-ahead-of-the-riga-summit-politically-inspired-commercially-driven/
https://ies.lublin.pl/en/comments/the-three-seas-initiative-ahead-of-the-riga-summit-politically-inspired-commercially-driven/
https://ies.lublin.pl/en/comments/the-three-seas-initiative-ahead-of-the-riga-summit-politically-inspired-commercially-driven/
https://3seas.eu/event/joint-declaration-of-the-sixth-summit-of-the-three-seas-initiativec
https://3seas.eu/event/joint-declaration-of-the-sixth-summit-of-the-three-seas-initiativec
https://3seas.eu/about/progressreport
https://youtube.com/watch?v=GOW8kTk48AA
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Which is an important indicator for 3S countries 

in terms of building its cyber power. It is essential 

since, for several years, cyberspace has been used 

by cybercriminals, their principals, and authoritar-

ian regimes to conduct hostile, offensive actions 

to achieve their geopolitical goals. The geopoliti-

cal goal of Russia has always been to project power 

over the countries which it perceives as its sphere 

of influence. To achieve this goal, it is now involv-

ing its cyber power as well. Therefore, against the 

backdrop the war in Ukraine, cyber warfare is es-

calating, which may reach a scale never seen before 

in history, and which aims to support the Russian 

military actions to accomplish its geopolitical goals. 

To defend its digital front, Ukraine has also asked 

for help from its allies, so this cyber confrontation 

may also tip the balance of power in favour of the 

West and like-minded countries, aiming to build 

a united front against authoritarianism. Also, the 

allies need to be ready for countering the Russian 

cyber power directly, which is likely to be project-

ed under the threshold of this war, threatening ICT 

networks and systems and data integrity even on 

a larger scale than it is now. First of all, we should 

assume that Russian hackers, especially those spe-

cialising in ransomware attacks, may want to take 

financial revenge on Western companies and en-

tities for the economic sanctions. It is therefore 

possible that spectacular ransom demands will 

be made in the coming days, weeks, and months. 

On the horizon, there are also the APT (Advanced 

Persistent Threats) cyberattacks on critical infra-

structure and industrial control systems. In fact we 

have already witnessed the Viasat hack, which is 

possibly the largest publicly known cyberattack 

to be performed since Russia invaded Ukraine. 

It targeted the company’s satellite internet net-

work and affected residential modems in Ukraine 

and beyond. The most worrying scenario could 

be also attacks on the global digital infrastruc-

ture, including fibre optics or protocols such as 

BGP  (Border Gateway Protocol) or DNS (Domain 

Name System), which can result in very serious dis-

ruptions to the functioning of the global Internet. 

The capabilities for advanced application attacks 

are certainly there in Russia but also China, Iran, 

is worth noticing as an important driver of digi-

tal innovation is the encouragement for technol-

ogy parks, startup and fintech companies, digital 

data hubs to connect and cooperate. This year’s 

Seventh 3S Summit will be held in Riga in new secu-

rity circumstances, and although we need to keep 

focusing on economic cooperation around specif-

ic transportation, energy, and digital projects, the 

new impetus should be given for security-oriented 

cooperation. It includes a suitable re-evaluation of 

the list of priority interconnection projects against 

security and cybersecurity criteria and re-orienta-

tion of the 3SI Investment Fund to provide financial 

resources for some of those projects.

A SECURITY UPGRADE OF THE THREE SEAS 

INITIATIVE IS MUCH NEEDED IN 2022

The Russian war in Ukraine put the Central  Eastern 

Europe and particularly border countries of the 

Eastern Flank in the place where they need to take 

unprecedented actions to secure their borders, 

 upgrade resilience, and protect their economies. 

This has to be done in the real world urgently, with 

energy diversification, supply chain reconfigura-

tion, and military spending increase, but it has to be 

done also in cyberspace. The digital frontiers were 

already exploited and compromised due to the in-

creased level and sophistication of cyberattacks, 

which have diminished resilience, harmed econo-

my, and threatened security of the Western coun-

tries, including CEE states. The illustrative de-

scription of the cybersecurity state of play comes 

with the Estonian Information System Authority 

(RIA) report, saying that “2021 earned itself the 

title of ‘the year of major security vulnerabilities’” 

and that “2022 would be a grand sequel to 2021 in 

those terms”.i With that evaluation also came im-

portant advise from Gert Auväärt, Director of the 

Cyber Security Branch of the RIA, who stated that 

even though we “had to learn some painful lessons 

(…) all experiences are useful and must be shared”. j 

i  https://e-estonia.com/estonia-and-the-world-cyber-secu-
rity-2021-in-review/, [online: 23.04.2002].
j  Ibidem.

https://e-estonia.com/estonia-and-the-world-cyber-security-2021-in-review/
https://e-estonia.com/estonia-and-the-world-cyber-security-2021-in-review/
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partnership with Estonia, will host the European 

HQ of the DIANA programme. It is a great oppor-

tunity also for 3S tech cooperation, especially as on 

the other side of the region, in Bucharest, there is 

HQ of the European Cybersecurity Competence 

 Centre (ECCC) by the European Commission.  

In the region there are also other NATO compe-

tence centres specialised in the issue of new emerg-

ing threats: the Cooperative Cyber Defence Centre 

of Excellence in Tallinn, the Counter Intelligence 

Centre of Excellence in Krakow, or the Strategic 

Communications Centre of Excellence in Riga. Also, 

European Commission has been intending to set up 

its wide ecosystem of innovation to boost up Key 

Enabling Technologies and grow to be the leader 

of a new wave of innovation around startups de-

veloping advanced, niche, deep-tech technologies. 

In the area of EDT development, a synergy effect, 

in a model of “ civil-military fusion”, may become 

apparent between the EU and NATO. As most 3S 

states belong to both organisations, they can en-

hance their cooperation to increase a level of com-

mon security. In this favourable ecosystem, the aim 

for 3SI, its companies and universities, should be 

to gain a stronger position in the digital, technology, 

and cybersecurity value chains.

The Ukrainian example is now proving that West-

ern allies need to build up their individual cyber 

power, meaning strength, force, potency, might, 

rule, and force relevant for the digital era. What 

is more, the West must be united in cyber pow-

er by introducing the multifaceted collaborative 

cooperation between EU, NATO, business, and 

academia. This main takeaway from the war in 

Ukraine regarding the need to be united on the 

digital front should also frame the model of devel-

opment and cooperation in the 3S region, which 

requires boosting cyber – hence digital and cy-

bersecurity – cooperation. The 3S region needs 

that boost to protect its digital economies and 

to strengthen national and regional security. In the 

new geopolitical circumstances, with war on the 

3SI borders, the Initiative launched in 2016 needs 

to reframe the scope of the cooperation to make 

it more  security-oriented, and even more united.  

and North Korea. Ukraine’s allies, most notable the 

United States and Great Britain, are also capable in 

that field and might want to use their capabilities 

to retaliate and defend.

The understanding of the gravity of security threats 

should be based on what NATO Secretary General 

Jens Stoltenberg said in February: “The Kremlin’s 

objectives are not limited to Ukraine. Russia has 

demanded legally binding agreements to renounce 

further NATO enlargement. And to remove troops 

and infrastructure from Allies that joined after 

1997.”k This ultimately refers to the 3S countries 

such as Poland, Hungary, and the Czech  Republic, 

which joined NATO in 1999, Bulgaria, Estonia, 

Latvia, Lithuania, Romania, Slovakia, and  Slovenia, 

which joined NATO in 2004, as well as Croatia, 

which joined on 1 April 2009 – and serves as pre-

ponderant argument to treat and handle security 

and cybersecurity cooperation in the 3S region 

as the geopolitical precondition for the prosperi-

ty and security of this part of the world in the up-

coming years and decades. Another important way 

to be ready for countering the Russian cyber power 

directly is to develop and implement EDT, which 

are also crucial for advancements in cyber capabil-

ities and defences. Since these technologies accel-

erate cyber threats, the 3SI countries should con-

centrate on cooperation focused also on solving 

particular cybersecurity problem sets enhanced by 

EDT. There is also the need to implement cyberse-

curity by design in the EDT development process 

to not let new technology solutions be more vul-

nerable. Therefore, the new models of innovation 

and application of EDT should serve as useful and 

important frameworks to deal with cyberthreats 

and to improve cyber defence, deterrence, and 

security, for example with AI and QC cyber solu-

tions. That is why, Defence Innovation Accelerator 

for the North Atlantic (DIANA) and NATO Innova-

tion Fund can and should be considered as frame-

works to solve cybersecurity problem sets and 

challenges, especially as the United Kingdom, in 

k  https://www.nato.int/cps/en/natohq/opinions_192455.htm, 
[online: 24.04.2022].

https://www.nato.int/cps/en/natohq/opinions_192455.htm
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and operationalised due to the Russian aggression 

and the COVID-19 pandemic, but also carefully 

and efficiently put into practice. Symptoms of geo-

political tensions have been visible in cyberspace 

for years. It has become a domain often used by 

 Russia for activities below the threshold of war. 

Unfortunately, the threshold of war has been vio-

lently crossed, which changed the geopolitical situa-

tion of the region that is now directly and indirectly 

threatened by Russian power: soft, hard, and cyber. 

Finally, what the region’s decision-makers also need 

to keep in mind is that Russia is not the only threat 

to its security. There are other authoritarian forces 

and threats related to the era of strategic competi-

tion and so-called “strategic simultaneity” stressed 

by NATO. We will see more evidence of that too and 

need to prepare for their arrival.

THE 3 SEAS REGION – WHERE SECURITY 

MELDS WITH INVESTMENT OPPORTUNITIES

Over the last few years, the 3 Seas region has wit-

nessed both the vivid digital transformation and 

the investment boom by tech companies. That has 

positively impacted the economic development 

outlook with the promising prospects for future 

growth. The Russian invasion in Ukraine and fears 

that the conflict may escalate have become a chal-

lenge which requires an agile adaptation to the 

new geopolitical reality in the CEE region. Remod-

elling its strategy to make it security-oriented is 

both a challenge and an opportunity.

To guarantee the region’s security in the medium 

and long term, the CEE countries should focus its 

development and cooperation on emerging and dis-

ruptive technologies and cybersecurity. They need 

that lift to secure their digital frontiers, protect 

their digital economies, and strengthen national 

and regional security. Thus, it is to assure that all 

the digital infrastructure, assets, and investments in 

the region, both present and incoming, will remain 

safe and secure. At the same time, the 3 Seas coun-

tries, having tech-savvy talent, young community 

of innovators, and robust ICT industry, as well as 

The 3S should be treated as a European security 

buffer and thus security should augment the mis-

sion of the 3S Initiative. Military strength and de-

fence posture of the Eastern Flank, which consists 

of several 3S countries – Poland, Estonia, Latvia, 

Lithuania, Slovakia, Hungary, and Romania – re-

quires strong foundations of resilient infrastruc-

ture and technological innovations, plus cyber-

security-by-design in both of them. This can and 

should be delivered by the 3S Initiative as soon 

as possible. From the perspective of this report, it 

should be stressed that security and cybersecurity 

are now more and more about digital infrastructure, 

so can be strengthened by bolstering the third pillar 

of the 3S Initiative. More ideas on how to develop 

regional cyber power can be found in the Chapter 4.

The world is entering the future with a new, dig-

itally augmented reality combined with security 

threats originated from the past. This dynamic is 

impacting the paradigm shifts in economy, security 

and geopolitics. But what is always valid and prov-

en over the years is the truth that united we stand, 

divided we fall. Unity in cyber power is critically 

important in this new normal. The geopolitical 

fundamentals for the region are collaboration and 

unity with European Union and NATO allies, par-

ticularly the United States, and also to be consid-

ered with Great Britain. The CEE region’s impor-

tance and significant role for securing the future 

growth of the EU should not be overlooked but 

definitely supported with relevant, tangible proj-

ects which can be introduced and financed within 

the new multiannual financial framework and the 

Recovery and Resilience Facility. The overview of 

strategies submitted by CEE EU members can be 

found in Chapter 7.

The EU itself should provide appropriate support 

and a clear understanding that the resilience of 

CEE, its infrastructure, economy, and society means 

the resilience and security of the entire EU. For all 

these reasons, the construction of a strong digital 

pillar and of the cybersecurity dimension underlin-

ing also the two other Three Seas pillars – energy 

and transportation – should be not only prioritised 
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growing defence budgets and military-modernisa-

tion ambitions, can surf through the trend of rising 

security and defence-oriented investments in EDT 

and cybersecurity. Both the timing and the location 

for CEE countries to become technology hubs for 

security and defense are here to stay. National and 

business leaders can now decide to establish robust 

innovation ecosystems in their countries along with 

technological and industry strategies and defence 

investments funds to attract defence-focused VCs 

and engage in initiatives, launched by EU and NATO, 

aimed at fostering deep tech and dual-use technolo-

gies development as well as to work with innovative 

startups and local companies.

The chapter includes part of a speech delivered at the 
“Boosting Cybersecurity Cooperation in the Three Seas 
Initiative” seminar organised by Poland’s Embassy in 
 Vilnius on 7 April 2022.
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Ewelina Kasprzyk

THE COVID-19 PANDEMIC 
AND THE THREE SEAS 
DIGITALISATION

THE PANDEMIC’S IMPACT ON DIGITALISATION

The COVID-19 pandemic without a doubt has 

forced changes of unprecedented magnitude on all 

of us. You could say the world ground to a stand-

still for a moment – school, shops, workplaces were 

temporarily closed, many states imposed a ban on 

free movement of persons or even curfew to con-

tain the spread of the virus. New digital technol-

ogies have contributed greatly to the continued 

functioning in the new reality. Many challenges 

have been solved by tools that made it possible 

to work and teach remotely, deal with adminis-

trative matters online etc. The epidemic crisis has 

also contributed to development of remote health 

care services (e.g. teleconsultations and online 

appointments) and to the growing popularity and 

market importance of e-commerce. The recent 

years have proven that digital technologies are not 

only useful but also, in certain cases, indispensable. 

And while the digital transition is a process that has 

been accompanying us for some time now, thanks 

to decisions made since 2020 we have been and 

are able to sustain the global system that is day by 

day becoming our new normal.

Digital technologies have not had such an important 

part in our daily lives until now, and this trend will 

only increase in the coming years. A key element 

for a successful transition to the digital world is 

going to be trust in ICT networks, systems and ap-

plications. With the relatively rapid introduction of 

new solutions such as contact tracing applications,a 

a  Contact tracing applications help monitor social interac-
tions so as to find potential contacts with the infected – high 
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and June 2020, 69% of company boards confirm 

that the pandemic and the ensuing economic and 

social crisis have accelerated work on digital ini-

tiatives for businesses, related not only to remote 

working, but also customer service, delivery of 

new products and services.4 Systems and tools in-

troduced ad hoc during the pandemic can certainly 

be applied in other spheres of our lives, preparing 

societies not only for a new post-pandemic reality, 

but also for a digital future.

Digitalisation at its most general can be defined as 

the dissemination and promotion of digital tools 

and technologies. This process takes place on sev-

eral levels, such as introducing modern broadband 

infrastructure, increasing access to public services 

by electronic means, running campaigns to en-

courage citizens to use the Internet or to teach 

them how to behave in the digital world.b For the 

purpose of the report we focus on the definitions 

and components of the process functioning in the 

Three Seas countries.c

MAIN TRENDS IN THE REGION

Although each country has adopted its own strate-

gies regarding the implementation and promotion 

of digital tools, a few key trends recurring in many 

places around the world can be identified. One 

of these is the very approach to new tools and in-

vestments. According to the Atomico report, in the 

initial phase of the pandemic, investment in the 

European high-tech industry fell by around 36% 

compared to the previous year.5 However, the 

shock of the pandemic outbreak did not last long: 

the value of capital invested in the development 

and deployment of technological solutions emerg-

ing in Europe (e.g. fintech, cryptography, blockchain, 

or cybersecurity) had already increased in the 

second half of 2020, and forecasts even  predicted 

b  Definition formulated following the report Transforma-
tive Power of Digital authored by experts from the Centre of 
 European Perspective and from The Kosciuszko Institute plus 
the materials of the Digital Poland programme.
c  Henceforth the Three Seas, Three Seas Initiative or 3SI, 
to avoid repetition.

there has been growing concern about privacy and 

data sharing, to which the European Commission 

has responded by publishing guidelines on data pro-

tection and the use of pandemic-fighting applica-

tions.1 In turn, the accelerated migration to cyber-

space has been accompanied by a surge in threats 

and cyberattacks such as phishing and ransomware. 

According to an INTERPOL report, 2/3 of European 

countries have seen a noticeable increase in mali-

cious domains impersonating reliable sources on 

the virus. Cloning government websites to steal 

data has also proven to be a popular practice.2  

Entities and organisations that already had ad-

vanced cybersecurity systems in place prior to the 

pandemic were able to maintain the integrity of 

their operations without major issues – the lag-

gards suffered significant losses. Individuals, com-

panies, the public sector, and critical infrastructure 

and services have all fallen victim to such attacks. 

Cybercrime has also encroached on the health-

care sector, in extreme cases resulting in fatalities.3 

In such circumstances, it is particularly important 

to take every effort and precaution that enable the 

continuous functioning of the entire society, gov-

ernment and economy.

Accelerated digitalisation should not be limited, 

focusing only on adaptation measures or pandem-

ic crisis management – it needs to also become an 

engine for medium- and long-term growth. This 

digital transformation process, which started in 

early 2020, should be translated into strategies 

and projects that would allow the region to fully ex-

ploit its potential. We should invest, follow trends, 

and support the measures aimed to increase inno-

vation, productivity, and competitiveness in econ-

omies as they recover from the pandemic crisis. 

 According to a Gartner survey conducted in May 

hopes were pinned on them for virus transmission control, 
but also concerns were voiced due to the way they worked: 
devices that were in the vicinity were connected to create an 
interaction system for which, if one person received a positive 
coronavirus test result, the rest would receive anonymous 
notifications about having been in contact with someone in-
fected. The project, despite finding use in many countries, did 
not stick because of concerns about data privacy.
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also the need to switch to remote working, which 

has forced employees and companies to invest in 

faster connections.

It is worth noting, however, that download speeds 

correlate with the degree of urbanisation. Look-

ing at the average speed for municipalities, only 

five countries in the Three Seas – Austria, Estonia,   

Lithuania, Romania, and Slovenia – exceed the 30  

Mbps minimum set by the European Commission 

as part of the Digital Agenda for Europe. Most 

municipalities in Bulgaria and Latvia are ideally on 

the 30 Mbps threshold, while Croatia, the Czech 

Republic, Hungary, Poland, and Slovakia are lag-

ging behind.10 What plays an important role is the 

private sector providers’ strong preference for 

operating in cities and metropolitan areas, thus 

leaving rural areas to local and public sector op-

erators.11 We can therefore speak of a stable, al-

though macro-regionally differentiated increase 

in average download speeds. The graphics be-

low show these speeds in selected countries of 

the region (in green), compared to the EU average 

(in blue), calculated from municipality data.

Connectivity in the region is also being devel-

oped via 5G technology rollout. Here, too, we can 

count on support from the European Union and 

its instruments, such as the European Electronic   

Communications Code, which had to come into  

force in every Member State by the end of last 

year. 5G is considered one of the key elements in 

overcoming the crisis caused by the pandemic,12 as 

it primarily provides the chance to connect a large 

number of devices to the same network, which will 

significantly improve remote working, education, 

and healthcare, as well as ensure the develop-

ment of Industry 4.0 and optimise the functioning 

of businesses. The EU is therefore betting not only 

on the development and deployment of this tech-

nology, but also on fully exploiting its potential as 

part of its National Recovery Plans.

The initial shock in the wake of the pandemic made 

the work on 5G deployment slow down a bit, but 

not for long: according to the 5G Observatory 

surpassing the result from the previous year, thus 

significantly increasing the value of companies in 

the private and public markets.6 In this rebound, 

a special role was played by those digital technol-

ogies that enabled operational continuity and the 

fight against the virus, including tools for remote 

work and education or contact tracking applica-

tions. Projects put on hold during the first months 

of the pandemic have also been revived, espe-

cially those supporting connectivity and supply 

chains. The pandemic has therefore not caused 

the collapse of Europe’s digital technology indus-

try; on the contrary, it has opened up companies, 

institutions, and governments to innovation and 

investment. European technological development 

will certainly also be shaped by funds such as the 

Connecting Europe Facility (CEF), Digital Europe 

Programme or the Recovery Fund.d

Other trends point to the development and im-

plementation of digital technologies and tools on 

a wider scale, in a more efficient manner or for 

a greater number of applications, leading to hy-

perconnectivitye and the fusion of the physical and 

cyber worlds. These include 5G networks, e-com-

merce development, digital public services, cloud 

solutions, artificial intelligence and blockchain. 

Notably, with regard to the Three Seas countries, 

each state in the region made a kind of digital leap 

during the pandemic – with more or less success.

1� Connectivity development across the Three 
Seas should be accelerated by EU funding

On average 87% of households have access to the 

Internet,7 and 83% of citizens use the internet on 

a daily basis.8 The average download speed has in-

creased in all countries of the region, with Romania, 

Hungary, and Slovenia showing the highest rise and 

the Czech Republic, Croatia, and Latvia the low-

est.9 This is most likely due to not only the tech-

nological development and the web’s ubiquity, but 

d  The assumptions and investments included in the recov-
ery fund will be described in detail in the subsequent chapter.
e  https://www.atriainnovation.com/en/hyperconnectivity-
how-it-affects-us-in-the-day-to-day/.

https://www.atriainnovation.com/en/hyperconnectivity-how-it-affects-us-in-the-day-to-day/
https://www.atriainnovation.com/en/hyperconnectivity-how-it-affects-us-in-the-day-to-day/
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Source: Speedtest data by Oookla, from: https://datavis.europeandatajournalism.eu/obct/connectivity/

▼ MUNICIPALITIES’ AVERAGE DOWNLOAD SPEED DISTRBUTION IN EUROPE AND CROATIA 
“30 Mbps for all 2020” is the minimum threshold set by the EU

▼ MUNICIPALITIES’ AVERAGE DOWNLOAD SPEED DISTRBUTION IN EUROPE AND LATVIA 
“30 Mbps for all 2020” is the minimum threshold set by the EU
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Source: Speedtest data by Oookla, from: https://datavis.europeandatajournalism.eu/obct/connectivity/
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• Kaunas – Warsaw (Via Baltica): a connection to 

Vilnius and the Tallinn – Riga – Kaunas route are 

also planned.

Although the above-mentioned corridors are still 

in the testing phase, the map of 5G routes in the 

region may soon develop even further. An oppor-

tunity for this is the CEF, a financial instrument 

which includes plans to build corridors connecting 

all  European Union countries.16

Another example of a promising project, one with 

a chance to increase connectivity in the region, 

is the 3 Seas Digital Highway, conceptualised by 

The Kosciuszko Institute and included in the list 

of Three Seas Initiative priority projects. The un-

dertaking involves the construction of digital infra-

structure – optical fibre and 5G – along the already 

planned transport routes and power lines, which 

will ensure secure and efficient data transmission 

in the region. This in turn can have a huge impact 

on entrepreneurs and Industry 4.0 that keep devel-

oping in our region. However, the project requires 

significant support – both strategic and financial, 

as well as a declaration of participation from all the 

Three Seas Initiative members. Only then will it be 

possible to fully exploit the potential inherent in 

the Digital Highway.

Both the EU and the countries in the region are 

thinking ahead, looking for new solutions. Apart 

from the beyond-5G strategies (by default focus-

ing on the next generation of mobile networks), 

Europe is increasingly experimenting with Open 

RAN, an open model in telecommunications that 

enables the use of equipment from different ven-

dors and greater interoperability, thus reducing 

deployment costs and providing a more flexible 

approach to building and upgrading infrastruc-

ture. In 2021. Deutsche Telekom introduced17 

the so-called O-RAN Town in the German city of  

Neubrandenburg, while Telefónica in cooperation 

with NEC started to work on four pilot programmes 

in such countries as Spain.18 In the Three Seas, proj-

ects using Open RAN are also being developed, as 

the Polish company IS-Wireless exemplifies, having 

quarterly reports, by March 2021 all countries 

had managed to hold public consultations, a key 

stage in the process. Then, a report from October 

of the same year confirmed that most countries 

in the region can enjoy access to commercial 5G – 

except Lithuania.13 In addition, the region is in the 

process of assigning so-called pioneer bands, i.e. at 

700 MHz, 3.6 GHz and 26 GHz. The pioneer bands 

enable many 5G applications, such as providing 

connectivity in rural areas or increasing capacity 

throughout cities and agglomerations, and they 

also solve the problems of demand for bandwidth 

by providing an additional layer during increased 

network traffic. Among the Three Seas countries 

present in the 5G Observatory report, only  Estonia, 

Lithuania, Poland, and Romania did not allocate 

their pioneer bands. In Poland, the auction of 3.4–

3.8 GHz frequencies was postponed until 2022 – 

delays are caused by, inter alia, the pandemic, reg-

ulatory problems concerning e.g. the participation 

of Chinese entities in the market, finally the lack 

of adequate funds.14 The European Commission 

is trying to address possible problems and delays 

among Member States by successive funding for 

5G development and deployment. One of the most 

recent investments of the kind is the call for proj-

ect proposals on improving connectivity in the EU, 

announced in January this year with a budget of 

258 million euro from the CEF digital programme.15

The development of 5G will allow Europe to signifi-

cantly improve connectivity between its countries 

and regions. One example is the so-called connect-

ed and automated driving (CAD), which involves 

creating smart, efficient, and above all safe routes 

and vehicles. Of the twelve 5G cross-border cor-

ridors in Europe, as many as five pass through the 

major cities of the Three Seas:

• Thessaloniki – Sofia – Belgrade,
• Tyrol – South Tyrol – Trentino (the so-called 

Brenner Corridor),
• Prague – Munich,
• Tallinn – Riga – Kaunas (Via Baltica):  

5G connectivity will be tested on land and water,  

the planned budget is 11.7 million euro,
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to reach customers and meet their changing needs. 

A survey by McKinsey & Company indicates that 

the pandemic has accelerated the adoption of dig-

ital technologies in businesses, moreover, nearly 

every respondent admits that changes have oc-

curred much faster than they would have expected 

before the pandemic. Respondents also anticipate 

that these temporary solutions will stay with them 

for longer.27 This phenomenon has a global dimen-

sion. The McKinsey Global Survey estimates that 

as much as 58% of customer interactions now take 

place digitally – based on statistics from previous 

years, such a result was only expected in 2025.28 

Well, necessity is the mother of (digital) invention.

The e-commerce sector deserves special attention. 

Online commerce is growing in popularity – and 

while Western European countries have the most 

developed markets, the Three Seas are not far be-

hind. Ecommerce DB has published an analysis29 

for most countries in the region (except Latvia and 

Estonia),f which shows that the average growth 

of the sector globally is 26% compared to 2019. 

Countries such as Romania, Hungary, Croatia and 

Bulgaria, where the number of online consumers 

increased by more than 30%, contributed signifi-

cantly to this result. Among the surveyed coun-

tries from the region, Poland is the best perform-

er, where the e-commerce sector can count on 

revenues worth almost 15 billion dollars per year. 

 Customers from the region most often spend mon-

ey online on fashion, electronics, and media, as well 

as on items related to their interests and on toys.

According to data from Statista.com, the Estonian 

e-commerce market in 2020 generated 372 million 

dollars of revenue with a 4% increase compared 

to the previous year.30 The characteristics of the 

country, whose relatively small population is will-

ing to use digital services on almost every possible 

occasion, such as buying public transport tickets or 

tickets for events, are responsible for this result.31 

Latvia, in turn, recorded 304 million dollars in 

f  Detailed breakdowns for these countries are available 
for a fee.

announced in July that it had signed an agreement 

with Hubraum (Deutsche Telekom AG incubator) 

to build a 5G network in Kraków.19 The company 

does not intend to stop there and in the next three 

years is targeting the acquisition of 5% of the global 

Open RAN market, entering into cooperation with 

European, Asian, and American entities.20 This is 

a great example of the extraordinary potential that 

exists in the region and in local companies.

The European Commission is also trying to drive 

digital transformation with its Connectivity for 

a European Gigabit Society agenda, which intends 

that by 2025:

• all schools, transport hubs, public service loca-

tions, and businesses with online presence should 

have gigabit network access;
• all households in Europe should have access 

to broadband speeds of at least 100 Mbit/s, with 

the possibility of upgrading to 1 Gbit/s;
• urban areas and main transport routes should 

have uninterrupted access to 5G.21

Europe, and by extension the Three Seas region, is 

still ambling rather than running towards a giga-

bit society compared to other continents. This 

situation may change in the coming months due 

to national strategies and programmes support-

ing connectivity development, such as Connected 

Bulgaria,22 the National Plan for the Development 

of Very High Capacity Networks from the Czech 

Republic,23 the Hungarian digitisation strategy24 

or the updated National Broadband Plan of Poland 

adopted in November 2020.25 The EU will provide 

additional backing, as its plan is to invest the equiv-

alent of 2.06 billion euro in digital communications 

through the CEF instrument.26

2. Development of the digital market in CEE is 
directly related to the region’s economic growth

The events of the last two years have forced mil-

lions of companies to migrate a large part of their 

activities to cyberspace. In order to continue oper-

ating in the market, they have had to find new ways 
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willing to use cloud solutions: the Slovak IS-COVID 

application for ordering and monitoring COVID-19 

tests, developed by Asseco CE and managed by 

the Slovak Office of Public Health, also operates 

through the Oracle Cloud.34 Overall, the European  

market for cloud solutions is still dominated by 

overseas players, in particular Google, Amazon, and 

Microsoft. European companies such as Deutsche  

Telekom, OVHCloud, Orange, Asseco Cloud, or 

smaller national telecoms and regional computing 

providers are hardly keeping pace.35

Instead, start-ups and small and medium-sized 

enterprises (SMEs) from the region could look for-

ward to growth in times of pandemic. As part of the 

Digital Compass agenda, the European Commis-

sion intends to double the number of so-called uni-

cornsg in the EU (with 2030 as the time horizon).36 

In March 2021, 24 EU countries signed a declara-

tion in support of startups, and although neither 

g  Unicorns is the term for the most innovative high-tech 
startups whose market valuations exceed a billion dollars 
each.

e-commerce revenue, with an annual growth rate 

of 6.8%.32 Latvians, like the rest of the region’s pop-

ulation, are most likely to spend money online on 

electronics and fashion.33

Cloud services are also growing in popularity. April 

2021 saw the inauguration of a new  Alphabet in-

vestment in Poland: the Warsaw region of the 

 Google Cloud. It is the first cloud region in this part 

of the continent, the seventh in Europe, which aims 

to support digital transformation in Poland and 

other CEE countries by providing access to effi-

cient and secure cloud solutions. The right infra-

structure and tools will enable entrepreneurs in 

the region to implement innovative projects, 

streamline operations, and adapt their services 

to the needs of the ever-changing market. Cloud 

computing is also applicable in the healthcare sec-

tor, an example of which is the  Stobrawskie  Medical 

Centre, which has launched its own data centre on 

the Oracle Cloud infrastructure. The system de-

signed by  Asseco is the first project of this kind in 

Poland. State administrations are also increasingly 

Rank Country Revenue in 2020 (USD) Revenue in 2021 (USD)

20 (-1) Poland 12.8 bn 15 bn

23 (-1) Austria 7.6 bn 9 bn

43 (-7) Czechia 4 bn 5 bn

49 (+1) Romania 2.5 bn 3 bn

53 (+1) Hungary 1.5 bn 2 bn

59 (-3) Slovakia 1.2 bn 1 bn

66 (-4) Lithuania 919 m 1 bn

67 (+4) Bulgaria 768 m 988 m

68 (-2) Croatia 779 m 960 m

77 (-4) Slovenia 551 m 641 m

Source: own work based on ecommerceDB data

▼ E-COMMERCE REVENUE IN SELECTED THREE SEAS STATES
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(unclassified) in 2020, with companies that operate 

in the artificial intelligence, big data, e-commerce, 

or blockchain sectors attracting the most interest. 

The clear leader is Poland, which not only gathered 

the most rounds (313), but also the most expen-

sive investments. The leading startups are Estonian 

Bolt (a 150 million euro investment), Polish-Finnish 

Iceye (73 million euro), as well as Polish companies 

Brainly (66 million euro) and Booksy (60 million eu-

ro).39 Such results are influenced by many factors, 

such as the size of the Polish market and the pres-

ence of a large number of active investors or fa-

vourable legal regulations in Estonia. At the top of 

the Vestbee rankings is also the Hungarian market, 

which, by creating favourable conditions for start-

ups and investors, has significantly spread its wings 

in the past years.

Central European countries have experienced in-

credible economic development in recent years. 

During the pandemic, the potential of technology, 

of innovation, and of a fresh approach to running 

businesses was recognised. These changes, al-

though forced by the need to adapt to new realities, 

will certainly continue to drive the region’s eco-

nomic development. It is largely thanks to the digi-

tal transformation that regional markets have been 

able to count on not only economic growth, but 

also its acceleration compared to previous years. 

According to McKinsey & Company, in the first half 

of 2020 alone, CEE digital markets grew by 14.2%, 

almost doubling the results of previous months.40 

There are many indications that this trend will con-

tinue and that digital technologies will increasingly 

contribute to the GDPs in the years to come.

3� GovTech rules (literally)

The digital transformation is also affecting the insti-

tutions of the state and there are a number of fac-

tors at play. Firstly, there is a demand to modernise 

the administration through digital tools enabling 

e.g. the handling of official matters, filling in appli-

cations, or contacting officials online. The influx of 

young, technology-oriented public administration 

employees also has a positive impact on the making 

Croatia, Hungary, nor Bulgaria were among the 

signatories, the remaining countries of the Three 

Seas region commit to take action to:

• establish an EU-wide benchmark defining the 

characteristics of startups in Member States, 

which will allow the development of common 

policies to support new businesses;
• highlighting the role of sustainable growth and an 

entrepreneurial environment in building the ca-

pacity and competitiveness of startups, enabling 

the transition from the stand-up stage to start-up, 

scale-up and finally exit;
• sharing best practices from Europe and other 

countries and implementing at national level 

practices to support startups and scale-ups at 

each development stage;
• creating a Startup Nations’ Hub in 2021, designed 

to promote and enable the exchange of best prac-

tices among signatories, as well as the creation of 

a common data sharing platform for all Member 

States.37

In addition, the EU has introduced a set of princi-

ples (EU Startup Nations Standard of Excellence) 

to support startups in developing their capabilities 

and strengthening their position in the European 

market. Among the best practices are: availabili-

ty of funding (e.g. from the National Reconstruc-

tion Plans and the European Investment Bank), 

supporting and attracting talent, easy access 

to relevant documents and required procedures, 

protection of democratic values and social diver-

sity, finally the digital-first approach, i.e. carrying 

out processes such as tax return filing and docu-

ment signing that use digital solutions, and shar-

ing knowledge and best practices of enterprise 

digitisation among startups. The authors of the 

EU Standard declaration point to the role of such 

companies in building technological sovereignty 

and strategic autonomy of the EU, highlighting the 

potential that can be tapped in the region.38

CEE startups are already doing well and have seen 

significant success during the pandemic. Accord-

ing to Vestbee, there were 734 investment rounds 
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post-pandemic reality, we are also going to use 

GovTech services, probably even more than to-

day. The epidemiological situation coerced us 

into some of the changes; many others were sim-

ply the next stage of transition from the analogue 

to the digital era.

4� The region’s companies are investing in 
 cybersecurity, but still need an incentive to 
deploy certain technologies

Artificial intelligence will play a big role in the 

world’s continued economic development, al-

though not everyone has chosen to invest in AI. 

The technology has many applications, such as 

analysing big data through machine learning or 

using chatbots in customer service. According 

to  Eurostat, on average 7% of European compa-

use of new tools, which are becoming more acces-

sible every year – the introduction of mobile ap-

plications or cloud solutions is no longer just the 

domain of large corporations. Digitalisation of pub-

lic services allows the officials to rethink spending 

and to propose projects that meet the societal ex-

pectations. Yet GovTech is not only e-government 

(electronic ID, online voting), but also smart cities 

and IoT projects, modern healthcare, cybersecurity 

or crime analysis platforms.

In Austria, the Digital Austria platform and the 

eGovernment Innovation Centre have been oper-

ating since 2005,41 and Vienna itself has been high 

in the smart cities rankings for several years thanks 

to its innovative startups.42 The Bulgarian capital is 

taking part in the Policy CLOUD project from the 

beginning of 2020, which aims to create tools for 

modelling, testing, and managing policies through 

data analysis, visualisation, and cloud solutions.43 

Another example is GovTech Poland, which coop-

erates with, among others, the Chancellery of the 

Prime Minister, the Industrial Development Agency,  

the Polish Development Fund, the Polish Agency for 

Enterprise Development, the Central IT Hub, the 

National Centre for Research and Development, 

as well as the counterparts from partner countries. 

The Centre can boast numerous projects in its 

portfolio such as Digital Administration Sandbox, 

Academy of Future Cities, e-Pioneer Accelerator or 

 e-Delivery.44 In the UN E-Government Development 

Index,45 among the Three Seas countries Estonia oc-

cupies the highest position. For years it has been 

known as a leader of the sector and one of the most 

digital societies in the world, with 99% of its public 

administration services are available online.46 Only 

Denmark and South Korea are ahead of Estonia. No-

tably, compared to the ranking published two years 

prior, each Three Seas country has recorded an in-

crease, in some cases over a dozen positions up.

GovTech plays a special role during the pandem-

ic, especially in places under lockdown. Thanks 

to the availability of public services, citizens can, 

for example, handle the most important official 

matters without having to leave their homes. I the 

2018 2020

Estonia 16 3

Austria 20 15

Lithuania 40 20

Slovenia 37 23

Poland 33 24

Czechia 54 39

Bulgaria 47 44

Slovakia 49 48

Latvia 57 49

Croatia 55 51

Hungary 45 52

Romania 67 55

Source: own work based on the UN E-Government Devel-
opment Index

▼ THREE SEAS REGION COUNTRIES IN THE UN 
RANKING – POSITIONS IN 2018 AND 2020
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ing as a technology that will lead the recovery of 

the European economy. However, further action 

is needed, not only from the European Union, but 

also from the Three Seas Initiative, to promote con-

fidence in new technologies. An example of such 

actions is the AI Act, which is supposed to have as 

one of its pillars the trust in artificial intelligence 

and the establishment of appropriate rules for 

ethical AI development and rollout. Additional 

support is certainly provided by investments in 

AI- or big data-based solutions – for this purpose 

the Commission plans to invest more than one bil-

lion euro a year in companies and research centres 

from the region. The Three Seas States should cer-

tainly support such initiatives and share their expe-

rience in working on and with AI, not least through 

national strategies and projects. Consolidation of 

good practices and ethical principles applied in 

the region, e.g. following the AI deployment strat-

egies in the public sector, will enable a coherent 

approach to the technology that should support 

the local development of the industry. Without 

ensuring that the tools deployed are secure, effi-

nies use AI. Among the 3SI countries, Lithuania per-

forms best, where 9% of companies use this solu-

tion. At the other end of the ranking are Hungary, 

Slovenia and Latvia, where artificial intelligence is 

definitely not that popular. The European Union, 

as part of the AI package, is working to establish 

standards for monitoring the development and im-

plementation of the technology, which will increase 

not only the number of investments, but also con-

fidence in AI tools. The graphic below shows the 

percentage of AI-using businesses per EU country.

Another technology that seems still in its infan-

cy in the region is advanced big data analytics. 

 According to Eurostat data, in 2020, the Three 

Seas countries are in the second half of the rank-

ing for all EU member states. The highest places 

are occupied by Croatia (12), Lithuania, and the 

Czech  Republic (tied for 18), at the end of the ta-

ble are Slovakia, Slovenia and Romania (respec-

tively ranked 29, 29, and 32), where only 4–5% of 

companies use big data.47 Big data is mentioned 

alongside artificial intelligence and cloud comput-

Source: https://ec.europa.eu/eurostat/en/web/products-eurostat-news/-/ddn-20210413-1
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companies in strengthening cooperation with oth-

er entities, including the international ones. It is in 

local companies and qualified personnel that the 

potential of the Three Seas region lies.

Appropriate investments also have an impact on 

improving the cybersecurity level and tapping 

the potential, such as those that are part of the 

 European Reconstruction Fund. Another EU in-

strument that will play a huge role in this process 

is the European Cybersecurity Competence 

 Centre (ECCC) with its planned headquarters 

in the  Romanian capital Bucharest, which is not 

only a great honour but also an opportunity for 

 Romania and the rest of the region. It is worth 

noting that with every investment in new technol-

ogies, critical infrastructure or GovTech, the Three 

Seas countries become not only more innovative 

and modernised, but also dependent on wheth-

er the cybersecurity systems in place are strong 

enough to protect every element of the develop-

ing ecosystems.

5� Further improvement of digital competence 
across the region is a must

Digital transformation means not only design and 

rollout of new technologies. A key piece of this 

puzzle is building the capacity of society to use 

the tools at its disposal correctly. Unfortunate-

ly, it is often people who are the weakest link, as 

the European Commission data partly confirms. 

Up to 42% of Europeans do not have basic digital 

skills,h, 49 which not only makes it difficult to car-

ry out a successful digital transformation, but is 

also a real threat to Europe’s security. According 

to the European Parliament, digital training should 

be one of the most important elements of national 

h  An annex to a European Council recommendation (2018/C 
189/01) defines digital competence as “the confident, critical 
and responsible use of, and engagement with, digital tech-
nologies for learning, at work, and for participation in soci-
ety. It includes information and data literacy, communication 
and collaboration, media literacy, digital content creation (in-
cluding programming), safety (including digital well-being and 
competences related to cybersecurity), intellectual proper-
ty related questions, problem solving and critical thinking”.

cient, and effective, the EU may have significant 

problems in catching up with more advanced digi-

tal leaders such as the US or China. One initiative 

capable of improving the situation of the Europe-

an technology industry is the Defence  Innovation 

Accelerator for the North Atlantic  (DIANA), whose 

aim is to strengthen the technological edge of the 

North Atlantic Alliance by supporting the devel-

opment and implementation of solutions created 

right in the NATO countries, which include almost 

all of the Three Seas Initiative countries (except 

Austria). The key technologies being developed 

in the region include artificial intelligence, robot-

ics, and quantum, space, hypersonic and cyber 

technologies.

However, cybersecurity is vital to fully exploit the 

region’s technological potential. Especially when 

more and more entities in the public and private 

sectors as well as citizens are falling victim to cy-

berattacks, privacy breaches, malware, phishing, 

ransomware, and supply chain attacks. In the 

ITU Global Cybersecurity Index, among the coun-

tries in the region, Estonia performs best (ranked 

3rd in the 2020 edition). Doubtless, the country’s 

experience is important here, having been one of 

the first to suffer a widespread cyberattack on 

state infrastructure. However, the Estonian gov-

ernment rose to the challenge and invested in 

modern solutions, training, advanced systems, and – 

above all – raising public awareness. This is one of 

the reasons Estonians are doing so well in rolling 

out new technologies and using them skilfully. 

Lithuania is leading the pack, too (6th place), while 

Bulgaria is ranks the lowest among the Three Seas 

countries (77th place).48 The region is home to some 

of the most important players in the cybersecurity 

industry, both globally known, such as BitDefender 

or Avast, and local companies which have the op-

portunity to establish themselves in European and 

global markets with the support of government in-

stitutions and cybersecurity clusters. An example is 

the #CyberMadeInPoland cluster, which is current-

ly bringing together 50 Polish companies. The pri-

mary task of the Cluster is to promote the Polish 

cybersecurity industry abroad and to support local 
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COOPERATION IS NEEDED  

TO FULFIL AMBITIONS

The region is undoubtedly going through a digi-

tal transition. However, it is not dynamic enough 

to make the Three Seas market more competitive 

with Western Europe. The countries are still strug-

gling with many problems, despite the huge, bare-

ly tapped potential in companies and the people 

who create them:

• digitalisation has a beneficial effect on the re-

gion’s economic development, particularly after 

the COVID-19 pandemic crisis;

• the region is investing in connectivity, although 

the changes are not very dynamic;

• the digital market of the Three Seas, despite 

new projects, development of e-commerce and 

cloud solutions, is still lagging behind the Western 

European countries;

• GovTech projects are gaining popularity and, 

thanks to the pandemic, also importance, as they 

keep countries, cities, and regions functioning 

during lockdowns and restrictions;

• technologies such as AI and big data are still not 

trusted by companies, the 3SI region is reluctant 

to embrace their applications;

• the level of cybersecurity in the region varies, but 

Three Seas has some of the leading companies in 

the industry and a new EU Cybersecurity Centre;

• there remain huge gaps in digital capabilities that 

need to be minimised for everyone to benefit fully 

from digital transformation.

The region needs a coherent strategy to support 

the actions of countries, businesses, and individu-

als. The key to success will be increased investment 

and joint action in regional projects. The Three 

Seas has not only high ambition but also equally 

great potential, and while recent years have seen 

recovery plans in order to close (or at least reduce) 

the skills gap among Europeans.

The Digital Economy and Society Index issued by 

the European Commission assessed the growth 

of digital competence in the Union as slow, which 

unfortunately can also be seen in the Three Seas 

region. The best performers are Austria and the 

Czech Republic, where more than 70% of the 

population has at least basic digital skills. Worse 

are  Bulgaria, Poland, and Romania, where only 

 42–44% of citizens know how to use digital 

tools.50 Action is needed to improve this situa-

tion. More and more jobs require knowledge of 

basic digital tools, including software. The labour 

market is looking for ICT specialists, especially in 

 Romania and the Czech Republic, where compa-

nies notoriously have problems filling positions.51 

There is also the issue of the disproportionate gen-

der ratio in the ICT sector – there are three times 

fewer women than men. In Hungary and the Czech 

Republic, 9 out of 10 professionals are men.

Problems and inequalities in skills or employment  

can be addressed by campaigns and training pro-

grammes. An example is DigiKoalice from the 

Czech Republic, which not only supports the de-

velopment of digital skills by working with com-

panies or organisations, but also promotes the ICT 

sector as an attractive place to work.52 In Poland, 

the Chancellery of the Prime Minister, respon-

sible for going digital, is working on the Digital 

Competences Development Programme to have 

a roadmap till 2030. The main goal of the pro-

gramme is to “build an inclusive, open, and mod-

ern society”. As part of the programme, workshops 

and meetings with stakeholders are organised, as 

well as events popularising new technologies, e.g. 

 Computer Games Design Championships.53 Every 

step of the way, it is worth emphasising how im-

portant it remains to jointly build and develop 

societies’ competences to function in cyberspace. 

Each country should implement a strategy for 

their promotion and for citizens’ education, with 

a view to their future and to giving them a better 

start on the labour market.
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lations that encourage the region’s business and 

the introduction of digital services or the creation 

of technology clusters that drive economic com-

petitiveness. International cooperation, within the 

Three Seas Initiative for instance, should result in 

projects that will ultimately enable more than just 

economic development, as they will also improve 

the region’s security and boost its role on the in-

ternational arena.

steady growth in almost every aspect of digital 

transformation, the region is still dragging its feet 

behind the European leaders. We need a holistic 

approach involving individuals and decision-mak-

ers from all walks of life – public and private sec-

tors, NGOs, academia, civil society. Governments 

should ensure the creation of an ecosystem that 

organically supports innovation and the develop-

ment of future digital markets, e.g. through regu-
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 THE THREE SEAS FACING 
CYBERWAR: HOW CAN 
 THE REGION BECOME 
A CYBERPOWER?

Russian aggression on Ukraine is causing a dra-

matic shift in the security architecture not only 

for the countries that neighbour Ukraine, but 

also for a broader European or even the transat-

lantic region. It is a significant variable to be kept 

in mind when analysing the Three Seas (3S) digital 

transition. The chapter on the future of digitalisa-

tion in the region presents possible scenarios of 

how Three Seas Initiative (3SI) unfolds – also im-

pacted by the ongoing war. Even as the spectre of 

war and military action in Ukraine can have the 

baseline – and partly the negative – scenario as its 

result (mostly due to investment conditions and re-

purposing funds to meet other goals), the obvious 

outcome of a conflict spillover to other countries 

would be the advent of the hybrid warfare escala-

tion scenario. The challenge for 3SI is thus doing 

the utmost to stay firmly on the development path, 

pursuing the positive scenario.

NATO and EU states have noticed the upsurge in 

Russia’s cyber activity even before the war broke 

out. Their attention was caught especially by the 

growing number of attacks on infrastructure (in-

cluding critical infrastructure) and the expanding 

disinformation campaign online. On 14 January 

2022 as a result of a massive attack Ukrainian 

governmental websites of the Ministry of Foreign 

Affairs, the Security and Defence Council, among 

others suffered defacement and their content 

was replaced with messages in Ukrainian, Russian, 

and Polish reading: “Ukrainian! All information 
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about you has become public, be afraid and wait 

for the worst!”. A month later, there was a DDoS 

attack that, in addition to government websites, 

hit two of Ukraine’s largest banks blocking the 

use of their services. These events were a kind of 

prelude to Russia’s armed invasion of Ukraine on 

24  February 2022. Since then, the Russians have 

chosen a number of targets to attack, including 

critical infrastructure facilities, thus making it eas-

ier for them to achieve their other strategic objec-

tives: destabilising Ukraine and paralysing the state 

and society. To date, the most serious publicised cy-

berattack has disrupted KA-SAT satellite communi-

cations of the US company Viasat. On 24 February – 

following an infection of the satellite network’s 

infrastructure by the AcidRain malware – not only 

were all the network’s modems disabled in Ukraine, 

but failures occurred in other European countries 

too, disrupting the operation of such devices as 

over 5,800 wind turbines in Germany.1 Russian 

hackers also attacked SpaceX Starlink terminals 

repeatedly, but the company managed to repel the 

incursions.2 Another obvious target was the ener-

gy infrastructure, as it is a key element in the daily 

functioning of society. On 12 April, Ukrainian CERT 

and ESET reported on a foiled attack on energy 

sector companies, attributed to the  Sandworm 

group, for which deploying several types of mal-

ware had been planned (including Industroyer 2 

to disrupt infrastructure and CaddyWiper to wipe 

out the traces).3 It is worth noting that most of the 

cyberattacks conducted by Russia to date do not 

qualify as APTs (Advanced Persistent Threats), the 

most advanced and destructive type in the arse-

nal of means at the Russian disposal. Another im-

portant element of aggressive Kremlin activity in 

cyberspace is the involvement of state-sponsored 

hackers who put their advanced abilities to use in 

a loud and flagrant manner. Many such actions 

were carried out even before 24 February, con-

sidering reports of election commission networks 

hacks, attacks on critical infrastructure in Kyiv 

and the Ivano-Frankivsk region, or the release of 

the highly malicious NotPetya software.  Another 

way for the Russians to support their strategic 

objectives is through disinformation campaigns. 

The narratives disseminated online and in the me-

dia are intended not only to legitimise Russian ac-

tions, but also, above all, to arouse fear and anxiety 

among recipients.4

The Ukrainians have not only taken a number of cy-

berdefensive actions but also decided to respond 

with a cyberoffensive – in addition to the actions 

carried out by the Ukrainian services, one of the 

solutions implemented turned out to be a kind 

of cyber-guerrilla. Civilians began to organise 

themselves through online forums and jointly set 

targets and means of attacks (mainly DDoS, mal-

ware infections, hacking, data leaks and data wip-

ing). The cyberpartisans’ activity was supported 

by the Ukrainian government, which, on the ini-

tiative of Deputy Prime Minister and Minister of 

 Digitalisation Mykhailo Fedorov, establishing the 

so-called “IT Army” consisting mainly of Ukrainian 

IT companies.

Assessments vary as to how effective hacktivists 

or cyber-partisans are, as do assessments of their 

role in conflicts. However, the very emergence of 

such a movement is a new phenomenon, and arm-

ing civilian cyberpotential may become the norm 

in future armed conflicts.

So far, Russia has treated cyber operations more 

as an adjunct to conventional warfare, using cy-

berattacks mainly to bolster operations in the 

physical domains. Although previous perceptions 

of modern conflicts with a much greater involve-

ment of cyber weapons may therefore have been 

challenged in these circumstances, this should not 

directly lead to the conclusion that there is there-

fore no risk of Russia starting a more severe cyber 

conflict, as this is more real today than ever. The 

countries of the 3S region are already experienc-

ing an increased level of cyber threat, especially 

DDoS and malware attacks, as warned by, among 

others, the Estonian Information System Authority 

 (Riigi Infosüsteemi Amet).5

It is worth noting, however, that Russia is not the 

only threat in cyberspace. An authoritarian axis of 
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states is emerging on the horizon, trying to create 

a new international order by various means – in-

cluding modern technology. We must be aware 

that digital potential can be used against our own 

citizens, but also to thwart democracy and under-

mine the freedom of other nations. The ability of 

states to provoke and conduct conflict in cyber-

space should therefore not be underestimated. 

The challenge for the international community is 

that Russia and other states are increasingly turn-

ing to digital technologies for offensive purposes. 

The vision of “techno-authoritarianism” should be 

another reason for the West and like-minded coun-

tries to build unity in cyberspace. 

UKRAINE AT THE READY

Despite fighting a power that Russia is widely con-

sidered to be, Ukraine is not losing the battle in 

cyberspace in the least. This is influenced not only 

by Kyiv’s actions using cyber tools to strength-

en its defensive capabilities during the war itself, 

but also by adequate preparation. In July 2014. 

 Russians launched a cyberattack on Ukraine’s 

electoral systems; a year later, another attack, 

this time on electricity grids, left Kyiv residents 

without electricity for several hours. Since then, 

Ukraine has been looking for trusted partners 

with whom it could cooperate to build cyberse-

curity of infrastructure, implement appropriate 

mechanisms and systems, and strengthen the 

state’s cyber-resilience and defence capabilities. 

One such partner is Estonia. Between 2016 and 

2021, as part of the EGOV4UKRAINE project, 

the  Estonian  e-Government Agency supported 

the digital transformation of public administra-

tion in Ukraine, which directly resulted in, among 

other things, the establishment of the Ministry 

of Digitalisation, the creation of a data exchange 

platform, and the implementation of digital solu-

tions for citizens. As a result, as many as 98% of 

Ukrainians register the births of their children on-

line.6 A month before the outbreak of war, a group 

of cyber experts from  Estonia (including those 

representing the NATO CCD COE) met with their 

Ukrainian counterparts in Kyiv to discuss the or-

ganisation and Ukraine’s current preparation lev-

el to repel and respond to cyberthreats, as well 

as to exchange their invaluable experience and 

establish close cooperation.7 Estonia, as host of 

the NATO CCD COE, has for years been actively 

supporting Ukraine’s candidacy for membership 

of the centre, which only happened in April 2022. 

This is certainly both a symbolic and politically im-

portant8 step, as Ukraine can count on the perma-

nent support of the Centre, which is also a platform 

for experience exchange, so NATO countries can 

also learn a lot from the Ukrainians.

The European Union itself has in recent years 

also implemented a variety of projects to sup-

port Ukraine in the domain of cyberspace. In the 

 EU4DigitalUA project led by Estonia, EU countries 

helped Ukraine harmonise with the EU digital 

market and provided training on how to respond 

to cyberincidents.9 An EU-Ukraine dialogue on 

cybersecurity was also launched in June 2021,10 

and before the outbreak of war itself, the EU, at 

Ukraine’s request, offered the support of a Cyber 

Rapid Response Team to help combat cyberattacks. 

The team, consisting of a dozen top cybersecurity 

specialists, including from the 3S countries (Croa-

tia, Estonia, Lithuania, Poland and Romania), is part 

of the European PESCO defence programme11 and 

actively supporting Kyiv in responding to cyberat-

tacks from the Russian Federation.

The United States emerged as another source of 

support for Ukraine. The Americans have been in 

constant operational contact with the Ukrainians 

since 2015. Many experts say that but for the US, 

Kyiv would not have been able to repel so many cy-

berattacks on infrastructure, state institutions, and 

society or to minimise their impact.  Cooperation 

sharply intensified in October and November 

2021 – as it turned out, just months before the 

 Russian invasion began. A delegation consisting 

of soldiers from the US Army Cyber Command, as 

well as representatives from private sector com-

panies, came to Kyiv to secure Ukraine’s critical 

infrastructure against cyberattacks, in particular 

malware infections.12 As an example of how effec-
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tive this cooperation can be, a representative of the 

Ukrainian administration quoted by the Financial 
Times points to the detection and removal of mal-

ware installed in the system of the railway network, 

which after the outbreak of war became a means 

of escape from the war – had it not been for the 

Americans, there could have been accidents with 

“disastrous consequences”.13 Another example is the 

massive DDoS attack in late February, which target-

ed, among others, the websites of the Ukrainian po-

lice. The Americans reacted quickly: they asked the 

Californian company Fortinet to lend them a “virtu-

al machine” to repel such attacks, the Department 

of Commerce granted funds within a few hours and 

then a team of engineers installed Fortinet’s soft-

ware on the servers of the attacked police force.14 

Besides the operational support, the Americans are 

also providing Ukraine with massive financial sup-

port One of the more recent examples is the signing 

of the Ukraine Supplemental Appropriations Act, 

which provides for 13.6 billion dollars in funding, 

some of which will be used to enhance cyber-ca-

pabilities.15 It is worth noting that many of these 

projects were initiated by Ukraine.

The 3S region can and should learn many lessons 

from Ukraine’s actions, both before and during 

the war. Seeking close cooperation bilaterally and 

in international fora, forging partnerships with 

the private sector, and finally working together 

to strengthen cyber resilience in the face of poten-

tial Russian aggression against other states, as well 

as the threat of effective cyberattacks spreading 

beyond Ukrainian territory – these are the most 

important lessons for policymakers in the 3S region. 

BROKEN SUPPLY CHAINS

In addition to the spectre of out-and-out cyberwar-

fare, the Russian invasion of Ukraine brings with 

it another equally significant threat – further dis-

rupting supply chains that were already put to the 

test as the COVID-19 pandemic began, and the war 

in Ukraine and the sanctions being put in place are 

only exacerbating the global crisis. Indeed, Ukraine 

and Russia are among the global leaders when it 

comes to vital raw materials and products, and 

according to Interos, as many as 300,000 compa-

nies from the US and Europe use suppliers from 

 Russia and Ukraine.16 In technological terms, the 

war in Ukraine is likely to prolong the pandemic 

crisis in the supply of semiconductors: according 

to statistics, Ukraine is responsible for 90% of the 

US supplies of neon (a component of lasers used 

to make chips), while Russia supplies the  Americans 

with approximately 35% of the palladium used 

to make semiconductors.17 This may mean further 

delays and price increases in the electronics, house-

hold appliances, and car markets, for which time-

ly manufacture depends exactly on raw material 

supplies from abroad. In Europe, the biggest prob-

lems are affecting the car industry – German giants 

BMW and Volkswagen have closed production lines 

due to a lack of supply of materials from Ukrainian 

subcontractors,18 and Michelin has announced the 

closure of several factories in Europe as a result of 

logistical problems caused by the war.19 In addition, 

the conflict in cyberspace can in itself impact sup-

ply chains disruption, as exemplified by the attacks 

that have left factories, banks and shipping compa-

nies without the ability to function. The Russians 

have a huge potential here to cause damage to oth-

er states, with countries supporting Ukraine such 

as the US and EU member states particularly vul-

nerable. The US Cybersecurity and Infrastructure 

 Security Agency (CISA) warns domestic organisa-

tions and companies of the danger,20 with similar 

warnings coming out of the White House,21 which 

only confirms the seriousness of the problem and 

the current level of threat. 

All these factors can have a negative impact on 

the dynamics of development in the region. Af-

ter the experience of the pandemic, the war in 

Ukraine becomes another evidence of the weak-

ness of global supply chains and perhaps a factor 

that will lead to the regionalisation of chains. Local 

chains connecting, for example, several countries 

in a  region may increase the self-sufficiency of the 

region. In the context of semiconductors, the EU is 

working on the so-called EU Chips Act, the main 

aim of which is to reduce Europe’s dependence 
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on non-continental suppliers by building domes-

tic capacity and resilience in this area – to some 

extent also to shorten the supply chain, bypassing 

Asian partners at some stages. The regionalisation 

of supply chains can also be influenced by a gradual 

shift in companies’ approach to inventory manage-

ment models from just-in-time to just-in-case.

CYBER MISSION: HOW THE 3S REGION  

CAN BECOME A CYBER POWER

As we follow the course of Russian aggression and 

the Ukrainian response to threats and attacks in 

cyberspace, but also the actions of other countries 

in building cyber power,a as well as the opportuni-

ties afforded by EU and NATO membership, it is 

worth considering how the 3S countries can pre-

pare for a potential cyberconflict and strengthen 

their position on the international stage, as well 

as use the current situation to build up their ca-

pabilities within the broader framework of digital, 

technological, and cyber capabilities.

1. SYNERGIES WITH SIMILAR INITIATIVES

1.1 Global Gateway

One of the keys to success is to find coherence with 

other initiatives whose goals are similar to those 

of 3SI. Besides Build Back Better World, another 

key project is Global Gateway, a European strat-

egy to support connectivity between EU Member 

States and partners. Between 2021 and 2027, the 

initiative plans investments of up to 300 billion 

euro, including in digital infrastructure, transport, 

and energy. This overlaps with 3SI objectives and 

can support projects such as 5G Cross-Border 

Transport Corridors for Connected and Automat-

ed Mobility (CAM) or 3 Seas Digital Highway and 

the Smart Connectivity and Trusted  Connectivity 

initiative. Romana Vlahutin, Ambassador for 

 Connectivity at the European External Action 

a  Here, the United Kingdom can serve as an example, with 
the activities it plans to engage in to implement its National 
Cyber Strategy 2022.

Service (EEAS) identified22 four ways to build syn-

ergies between similar projects:

• Seeking coherence: connectivity and security 

have no physical borders, so countries should 

seek like-minded partners with the same values 

in projects supporting these areas. 

• Support and exchange of experience: cooperation 

with partners should be developed by providing 

technical assistance and sharing knowledge. 

A good example here is the EU Digital Ukraine 

Initiative, an investment of around 25 million 

euro to increase the digital resilience of its east-

ern neighbour.

• Situational awareness, knowledge and trust: 

these are key elements of any cooperation. In the 

current context, the 3S countries can particularly 

provide the former – as countries in Ukraine’s im-

mediate neighbourhood.

• Strengthening the industrial base: norms and 

standards cannot function separately, without 

synergies. They should serve as a quality marker 

supporting an integrated strategy and coherent 

investments in improving connectivity.

1.2 DIANA

A natural forum for building and accumulating 

technological competencies and developing ca-

pabilities for innovative solutions within the sev-

en so-called emerging and disruptive technol-

ogies (EDT) is  Defence Innovation  Accelerator 

for the North Atlantic (DIANA) launched by 

NATO. It was established as the result of a deci-

sion taken by NATO leaders as early as 2019 in 

 London and the development of the Emerging and 

 Disruptive Technology Implementation  Roadmap. 

Consequently, in February 2021. NATO adopt-

ed the Coherent Implementation Strategy on 

Emerging and Disruptive Technologies, with the 

premise that the Alliance must create and im-

plement innovations at a pace that enforces the 

dynamic technological developments of rivals 
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and adversaries, and in a coordinated and proac-

tive manner. This was followed by the decision 

at the 2021 Brussels Summit in June to create 

a NATO equivalent of DARPA with a charming 

acronym: DIANA. The civil-military accelerator 

is intended to be a key vehicle of cooperation for 

the development and implementation of specific 

technological solutions of the Alliance, coordinat-

ing cooperation between the private, government 

and academic sectors from all member countries.

The decision to create an innovation ecosystem 

within NATO stemmed from the understanding 

that the new iteration of the international techno-

logical competition will play out in the coming years 

and decades around a few key technologies. In turn, 

the development and implementation of these tech-

nologies by the military sector will affect NATO’s 

deterrence and mission capabilities: collective 

defence, crisis response and cooperative security. 

The ongoing Russian-Ukrainian conflict adds weight 

to the topic of building innovative capabilities. 

The group of disruptive technologies defined by 

NATO, i.e. those whose impact will be significantly 

felt within the next 5-10 years, includes: advanced 

data analytics, artificial intelligence, autonomous, 

space and hypersonic technologies, while the group 

of emerging technologies, whose impact will be dis-

ruptive in 10 to 20 years,23 includes quantum  tech-

nology, biotechnology and human enhancement.24 

Separate strategies and implementation plans for 

each EDT are currently being developed and ac-

cepted. At the meeting of national defence minis-

ters of the member states in October 2021, the first 

to be adopted was the strategy on artificial intelli-

gence, with a strategy on data being developed next.

The competition for technological primacy will  

require a collective effort, which is why all NATO  

members are involved in the development of 

 DIANA, thus including most 3SI countries (except 

Austria). The allies will have to strengthen their 

national capacities to design and implement inno-

vation policies, as well as improve the institution-

al system. This will be all the more difficult as in 

previous years countries failed to adequately per-

form their creative role in innovation, giving busi-

ness a free hand and carte blanche. It is in response 

to the declining involvement of the public sector 

in tech innovation development, relative to the in-

volvement of the private sector, that NATO wants 

to become a platform for developing cooperation 

within EDT with applications relevant to security 

and defence. Since the vast majority of technolo-

gies are by their nature dual-use, one can expect 

a wider “NATO effect” in the area of stimulating 

technological innovation in member countries in 

general. It can also be expected that the process of 

learning to innovate and building an innovation cul-

ture will spill over into member states.  DIANA will 

also help to improve national ecosystems by means 

of best practices and generating network effects 

and deepening the cooperation of all relevant 

stakeholders within the Triple Helix model.  Another 

dimension of the “NATO effect” is also likely to be 

the increased momentum for systemic change in 

member states, as was the case, among others, 

with the Alliance’s cyber defence capability build-

ing process, initiated with NATO adopting the so-

called Cyber Defence Pledge.25 In the decade of 

roaring innovation,b when EDT will constitute the 

strength, not only of global powers, but also of the 

North Atlantic Alliance, and will affect the security 

and stability of the countries on NATO’s eastern 

flank, the region should already today intensify its 

efforts to provide strategic support for dynamic 

and innovative technological development in the 

model of civil-military cooperation. The CEE region 

needs to not only actively engage in the framework 

of NATO’s innovation ecosystem, but also to sup-

port appropriate industrial policy, the development 

of national capabilities and to realise the concept 

of “technological security”. This is an aim that can 

be pursued both within NATO and the EU, and ful-

filled through regional cooperation in the B9 Group 

and the 3S Initiative. As mentioned in the introduc-

tion to this report, technological innovations in the 

civilian and military fields are increasingly con-

verging, influencing and conditioning each other.   

b  As The Economist called the third decade of the twenty-first 
century.
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At the same time, it is worth noting that “countries 

that are less technologically advanced and most 

dependent on the military support of the Alliance 

(…) have the most to gain from the NATO policy of 

stimulating innovation”.26 These certainly include 

the countries of the 3S area. It should also be not-

ed the favourable trend called by The Economist 

a new geography of invention – it is noticeable that 

Silicon Valley is no longer an isolated basin of dis-

ruptive technologies, and in recent years new cen-

tres of innovation development have emerged (such 

as London, Amsterdam, Paris, Stockholm, Berlin, Tel 

Aviv, Singapore, Bengaluru, or Seoul), and with the 

deepening of the market for digital solutions, as ac-

celerated by COVID-19, there is the potential for 

the growth of more technology hubs. Of course, 

an important variable for the success of further 

dynamic growth, will be the deepening economic 

crisis, which may affect the new technology market. 

A map of the distribution of candidates to become 

DIANA-affiliated accelerators and test centres can 

serve as a map of the 3S region’s ambition to cre-

ate technology hubs for security and defence, as 

one element of cyber power. Of the pre-selected 

DIANA test centres, seven are located in Poland 

(Łukasiewicz Research Network – Institute of In-

novative Techniques EMAG, Military University of 

Technology, Poznan Supercomputing and Network-

ing Centre, Military Institute of Armoured and Au-

tomotive Technology, Military Institute of Engineer-

ing Technology, Centre for Geospatial Analysis and 

Satellite Calculations, Industrial Institute for Auto-

mation and Measurements), six in Slovakia (Beset, 

spol. S.r.o, Glycanostics, s.r.o., Neuroconsan, a.s., 

Panza Robotics, s.r.o, Needronix, s.r.o.), three in Bul-

garia (Bulgarian Defence Institute, Sofia University), 

and in Estonia (Estonia Cyber Range –  Foundation 

CR14, Tartu University and Tallinn University of 

Technology (UNI), Estonian Military  Academy), 

two in Romania (INCAS – National Institute for 

Aerospace Research, International Centre of  

Excellence in Artificial Intelligence – University  

POLITEHNICA of Bucharest), Hungary (Zala-

ZONE Automotive Proving Ground, ZalaZONE Re-

search & Technology Center: University Research 

Groups) and one 5G test centre in Lithuania – Cen-

ter for  Defence Technologies and Innovation and 

 Latvijas Mobilais Telefons Ltd. The test centres 

located in the 3S cover all EDT, but also cyberse-

curity.  Meanwhile, two DIANA accelerators will be 

located in Prague and Tallinn. The region can play 

a significant role in the process also due to the lo-

cation of DIANA’s European headquarters, which 

was designed to be jointly hosted by – London and 

Tallinn. This is an accolade for Estonia, which has 

been a leading digital country for years and whose 

experience not only other states in the region, but 

also the rest of the Alliance, want to benefit from.

Prague, Tallinn and Warsaw in particular should 

be mentioned as mostly promising technolo-

gy hubs in the 3S region, which already have sig-

nificant potential and which, in addition, thanks 

to the NATO brand and institutional support, can 

become new points on the global innovation map. 

The  Economist points to at least four conditions for 

success, including human capital, openness, venture 

capital interest in the region, and government sup-

port, including demand for new technologies from 

the military-industrial complex, that is de facto do-

mestic solutions being commissioned. Given the 

need to strengthen and technologically upgrade the 

armed forces in the region of NATO’s eastern flank, 

this factor seems particularly important for coun-

tries aspiring to become technology hubs to take 

into account. With the decision to increase military 

expenditure in Poland, assurances have already 

been given that the weapons that the Polish armed 

forces will purchase as part of strengthening their 

military potential will first be purchased from the 

Polish arms industry, and that this industry 27 will 

receive support from the Polish government in or-

der to develop. It should be no different in the case 

of building defence capabilities and the resilience 

of IT and OT networks and systems. So, analogous 

support should be given in the region’s countries 

to the cybersecurity sector, which must become 

one of the pillars of security in an progressively 

digital world, with an increasingly digital battlefield.

In the near term, it will therefore be necessary 

to map deep tech, cybersecurity and EDT com-
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Source: NATO materials, https://www.nato.int/nato_static_fl2014/assets/pdf/2022/4/pdf/220407-DIANA-maps.pdf

▼ INITIAL DIANA FOOTPRINT

Key

Regional Offices (2)

Test Centres (47)

Accelerators (9)

* Precise locations to be confirmed

Test Centres in North America *

Accelerators in North America *

Potential North American Regional  

Office in Canada *
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panies and startups in the 3S region and engage 

them in the process of building innovation, includ-

ing dual-use, for security and defence. It will also be 

important to take measures targeted at deepening 

the market, in other words stimulating the devel-

opment of new startups and technology compa-

nies. A systemic approach to the development of 

innovation must take on a holistic dimension and 

be based on effective coordination that abolishes 

the silo approach in government administration, as 

well as on the development and implementation of 

comprehensive and relevant strategies. It should 

start with national technological strategies; in this 

context, systemic assumptions must be made re-

garding actions building the technological potential 

of the region. It will also be important to initiate 

the process of national specialisation within the 

EDT, for example resulting from the location of 

a given thematic accelerator, as well as the posi-

tion of particular countries on the market, not only 

within NATO structures, but also globally. For ex-

ample, cyber capabilities, quantum computing, or 

autonomous technologies may develop in Poland, 

artificial intelligence and hypersonic technology in 

Romania, and telecommunications and advanced 

data analytics in Latvia.

1.3 DIANA and the actions of the European Union

NATO’s efforts to build an innovation ecosystem 

for EDT should overlap with the EU’s political and 

economic objective of building digital sovereign-

ty also through the development of innovation by 

European companies. The NATO innovation eco-

system should synergistically support the devel-

opment of the EU innovation ecosystem and vice 

versa. First of all, the EU and NATO are predes-

tined to work together on military-civilian fusion 

to bridge the gap between the commercial (civil-

ian) sphere and the defence and security sphere 

and to develop dual-use technologies.  Secondly, 

the EU and NATO can coordinate efforts to ac-

celerate the development and implementation of 

innovation. As announced by Commissioner 

 Mariya  Gabriel, the EU intends to become a leader 

in the so-called fourth wave of innovation, which is 

centred around deep tech startups. Such startups, 

due to the technological and scientific complexity 

of the solutions being developed and the relatively 

long process of product development and market 

validation, are of less interest to private investors. 

NATO is also particularly interested in startups 

specialising in deep tech development, but also in 

developers of solutions based on dual-use EDT that 

are critical to the security of the Alliance in that 

they affect military operations, defence capabili-

ties, and organisational effectiveness, including de-

cision-making. The European Innovation  Council 

(EIC) was established to identify, develop, and 

deploy high-risk innovations, focusing precisely 

on disruptive deep tech. In this context, the pur-

poses and investments of the European  Sovereign 

Tech Fund with 100 billion euro allocated, but 

also the Pathfinder programme, should be aligned 

with those of the NATO Innovation Fund and the 

 DIANA activities, in such a way as to support start-

ups (which may be the same entities) throughout 

the entire product development chain. There 

should also be a framework for building synergies 

with the European Defence Fund and the European 

Defence Agency. NATO’s innovation ambitions can 

be aligned and correlated with at least some goals 

set by the EU’s political leaders within the Strategic 

Compass, which is an attempt to provide a strategic 

and long-term response to the challenges posed by 

the intensifying rivalry between powers.

The development of cybersecurity capabilities 

in the 3S area can also be strengthened through 

the European Cyber Competence Centre (ECCC), 

which is being established in Bucharest. The ECCC 

is intended to become a hub for national cyberse-

curity agencies so that they can not only build their 

own capacity but also exchange experience. In ad-

dition, the Centre will set cybersecurity standards 

for the EU and its partners, and promote solutions 

developed in Europe. This is a great opportunity 

especially for Romania as the host country, and for 

the entire 3S region, to promote solutions made 

in the Three Seas. The 3S countries, which are at 

the same time part of the European Union, should 

actively engage in the ECCC and use the Centre 
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as a platform for knowledge sharing, competence 

building, and local cyberhub promotion.

2. TANGIBLE DIGITAL  

INVESTMENTS  AND MANAGING  

THE COOPERATION

The list of 3SI priority projects is very long. How-

ever, many of the projects within the digital pillar 

have not made visible progress since they were 

submitted and added to the list: some of them 

do not even have a written budget or a detailed 

implementation plan. Meanwhile, having a de-

veloped digital infrastructure that has resilience 

to modern threats will be crucial for the region’s 

economies, and new elements of infrastructure will 

need to be built with their cybersecurity in mind. 

The 3SI Investment Fund should also be used to this 

end, in new geopolitical circumstances forcing ac-

celerated action to strengthen the region’s security. 

A key area is, of course, connectivity, where the 3 

Seas Digital Highway comes to the fore – a project 

conceptualised by the Kosciuszko Institute and 

included in the list of priority projects adopted 

at the 2018 Bucharest Three Seas Summit.28 The 

implementation of the 3 Seas Digital Highway can 

also help develop secure 5G wireless technology 

and the entire ecosystem based on it. More se-

cure and free data transfer from north to south 

can be planned through the development of dig-

ital highways along already planned transport 

routes, such as Via Carpatia. Importantly, at the 

EU level, 5G projects will be financed among oth-

ers by the Connecting Europe Facility (CEF), which 

can be used by the countries of the 3S region. It is 

enough for at least 2–3 neighbouring states to ap-

ply for funds from this fund to implement projects 

supporting the construction of 5G networks on 

their territories.

Due to growing geopolitical tensions, high on the 

list of 3S projects should be the so-called transat-

lantic cable 3Seas1Ocean, connecting the 3S re-

gion directly with the USA, significantly increasing 

security, including the security of direct commu-

nication, which is crucial for military operations. 

According to the president of Exatel, a Polish ICT 

company, this investment could cost about 1.8 bil-

lion zlotys (400 million dollars) and could be imple-

mented in a relatively short time by Polish public 

and private entities in cooperation with regional 

and US partners. The importance of this project 

can be compared to the investment in the LNG 

terminal in Świnoujście, which already provides 

Poland, but in time may also provide the 3S region 

with greater energy security. At the moment, this 

project is not on the list of priority projects of the 

3SI, nor was it included in the list of projects sub-

mitted by Poland for EU co-financing. Meanwhile, 

it can be expected that this investment could gain 

EU support, as one of its priorities in building the 

continent’s digital sovereignty is to review the se-

curity of the fibre-optic network feeding  Europe 

and to carry out a pan-European investment plan 

to develop the submarine cable network and 

upgrade the continent’s digital infrastructure.  

It is only in a well “digitally linked” 3S region that 

data centres and projects such as Smart Connectiv-

ity can be built on a larger scale. This is particularly 

important because the new digital world is pow-

ered by the enormous amount of data generated, 

processed and transmitted, on which the modern 

digital economy will increasingly depend.29 This is 

the reason why we need to build more data centres 

in the region (see more on this in chapter 8).

The 3S Initiative is primarily a political forum for 

projects assessment, priority identification and ac-

tivity harmonisation across the countries in the re-

gion. However, many of these functions are carried 

out once a year on the occasion of the 3S Summits. 

It is therefore worth considering, for example, the 

establishment of a secretariat that could monitor 

and manage the various activities of the Initiative 

on an ongoing basis. Each country in the region 

has something to offer – special achievements in 

a particular sector, specialised staff or companies 

providing innovative solutions based on a partic-

ular technology. The 3SI task should be to collect 

this potential and use it to implement specific proj-

ects strengthening the position of the region and 

the local economy on a European and global scale.
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3. MULTILATERAL BOLSTERING  

OF INNOVATION AND CYBERSECURITY

The current geopolitical situation results in more 

attacks on IT systems and networks, therefore the 

need to build resilience and security in cyberspace 

should be particularly considered. Inter-state coop-

eration in these areas is a fundamentally important 

factor for their success. In this respect, cooperation 

in terms of information and threat intelligence 

sharing should be further deepened and broadened, 

as the current state of cooperation is insufficient. 

We need to share information more quickly and 

more comprehensively, and this should particularly 

apply to key sectors of the economy. In the case of 

3SI, this is all the more justified as the initiative cov-

ers three key pillars: energy, transport and digital, 

within which international infrastructure projects 

are to be implemented. The infrastructure facilities 

in these pillars are predominantly categorised as 

critical infrastructure, and therefore the effects 

of cyberattacks can carry a threat to the security 

of states and economies. Information sharing can 

prevent attacks from spilling over to more actors. 

Another important step should be the development 

of permanent operational cooperation, including 

analytical support and enhanced cooperation be-

tween CERTs, proactive cyberthreat hunting, and 

cooperation for attribution. Energy and transport 

should also be priority sectors in this phase of co-

operation. In the coming weeks and months, it is 

necessary to take integrating actions not only in-

side the region, but also outside – by strengthen-

ing relations with cyber powers such as the US or 

the UK. In terms of building cyber capabilities and 

strengthening digital resilience, in the long term, 

we should ensure that cybersecurity is included in 

the design phase of technology solutions, through-

out the supply and value chain, and “embedded” in 

all infrastructure projects jointly developed in the 

region. Here, it is particularly important to imple-

ment security standards in the process of building 

5G networks and to cooperate in IT component cer-

tification. Through such cooperation, 3S can create 

robust cybersecurity systems in all countries and in 

all critical economic sectors.

Cybersecurity-wise, 3SI could consider the pro-

posal for the creation of a 3S Cybersecurity Centre 

conceptualised by the Atlantic Council. The  Centre 

would address the coordination and coupling of ac-

tivities of the countries in the region in the areas 

of information sharing, operational security (espe-

cially critical infrastructure protection and invest-

ment), international cooperation, skills and compe-

tence building and standardisation. Membership 

of the centre could be drawn from the public, pri-

vate, and civil society sectors.30 Individual IT and 

cyber projects could also be supported through the 

3SI Innovation Fund proposed by the members of 

the initiative. In this way, “cybersecurity can be-

come a global brand for the Three Seas Initiative”.31

To enhance the cybersecurity and resilience of 

institutions and companies in the region, the 

3S countries may also follow in the footsteps of 

 Estonia, which is working on a bug bounty model 

for white-hat hackers that will allow state agencies 

to partner with good hackers and reward them for 

discovering potential security vulnerabilities in 

IT systems. Similar strategies are already in place 

in several countries, including the US, UK, France 

and Finland. Estonians believe that the state alone 

cannot identify all bottlenecks, so cooperation with 

the ICT community is indispensable.32

There is a huge innovation potential in the 3S, which 

is crucial for building technological and cybersecu-

rity capabilities, increasingly recognised and appre-

ciated by institutions and organisations outside the 

region. However, harnessing this capacity will not 

be possible without synchronising and interlinking 

the activities of the various players providing the 

various pieces of the innovation puzzle:

• the public sector creates the legal framework, 

provides the means and appropriate mechanisms 

to execute projects;
• the private sector provides the appropriate solu-

tions, tools, software, etc.;
• the recipients benefit from the solutions intro-

duced by the public and private sectors;
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• the scientific sector trains the talent, initiates ba-

sic research and participates in the R&D process.

Recent weeks have clearly demonstrated the im-

portance of public-private partnerships. The pri-

vate sector in particular has risen to the chal-

lenge, providing support not only to Ukraine but 

also to other at-risk countries. US company Maxar 

has been sharing satellite images showing, among 

other things, Russian troop positions since the 

start of the war, Microsoft has been providing the 

Ukrainian government with information on poten-

tial cyber threats and recommendations for cy-

berdefensive measures, and Meta and  Alphabet 

have taken on a more engaged fight than ever 

before against disinformation fuelled for years 

by the Kremlin. Companies in the 3S region have 

also played a key role, as exemplified by  Slovakian 

IT company ESET, which, in collaboration with 

Ukrainian CERT, detected the Industroyer malware 

attack mentioned earlier. These are just a few ex-

amples of the role that the private sector can play 

in building security for the state and society, not 

only in times of war and international destabili-

sation. Region 3S should also benefit from this by 

supporting the establishment of public-private 

partnerships for the same purposes. Given the 

high level of exposure to cyberattacks, entities 

building critical infrastructure, such as banks or 

power plants, are particularly important in the 

latter group. In an era of ongoing digital transfor-

mation, every sector will soon be digitised, moving 

many processes into cyberspace. This is why it is 

key to involve actors from many sectors and indus-

tries, providing specific solutions. The 3S Initiative 

itself can coordinate these processes, this time pro-

viding a platform to exchange needs and propose 

solutions, which can then be turned into viable 

products released on the commercial market.

Public-private cooperation is going to be the more 

effective the stronger and larger the ICT sector in 

the 3S. Thus, the cyber power of the region will 

also increase. The ICT and cybersecurity sector 

still needs support to develop dynamically. The 3S 

countries have unique potential and can specialise 

in different areas of mature and advanced digital 

solutions, including network and ICT systems se-

curity. Given the challenge of global competition, 

often from much larger and incumbent compa-

nies, solution providers in the 3S region should 

create a platform for collaboration – building the 

3SI brand together as a strong global cybersecurity 

player, with a market on the up and up for IT and OT 

security products and solutions. A cybersecurity 

cluster called #CyberMadeInPoland was estab-

lished in Poland and is already grouping together 

almost 50 companies; similar networks could be 

established in every 3SI country. Moreover, these 

clusters should also start collaborating.

4. LOOKING FOR TRUSTED PARTNERS

Building infrastructure (both digital and physical) 

requires proper planning, which often takes many 

years – unless we have partners at hand who have 

the right experience, know-how, and infrastruc-

ture. One such partner is the United States, which 

has supported 3SI practically from the very begin-

ning. For example, the Americans have contributed 

to the establishment of a cyberspace defence com-

mand in Romania, or 8.1 million dollars to train and 

equip a cyber centre in Bulgaria. In addition, the US 

Department of Energy is working with the Baltic 

States to strengthen the security of energy net-

works in the region. Currently, a 125-million-dollar 

loan deal from the Development Finance Corpora-

tion (DFC) funds is being hammered out, its intent 

to support the implementation of selected projects 

accepted under the 3S Initiative. The Americans 

have been involved for years in building a secure 

digital infrastructure in Ukraine, also providing 

intelligence, strategic and economic support in 

the face of war. The US therefore seems a natural 

partner for a 3S region aspiring to digital power-

house status and an ally supporting Ukraine’s dig-

ital rebuild. Other, perhaps less obvious partners 

may be Asian countries such as Japan, which have 

high quality infrastructure and connectivity, but 

also the UK, which wants to strengthen its posi-

tion as a global cyber power through international 

cooperation.
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5. SUPPORTING UKRAINE’S  

DIGITAL RECONSTRUCTION

Countries in the 3S region are actively support-

ing Ukraine in several dimensions: strategic, dip-

lomatic, economic, military, last but not least pro-

viding humanitarian assistance to refugees and 

those still in the war-torn country. Although we 

do not yet know the outcome of the war, it is al-

ready assumed that cooperation with Ukraine 

will intensify as part of the country’s post-war 

reconstruction. In this context, in addition to re-

building the physical infrastructure (roads, hous-

ing, hospitals, airports, etc.), it is also worth adding 

a digital component. The Three Seas Initiative can 

become a platform to coordinate Ukraine’s digital 

reconstruction, also combining resources from 

the EU and the transatlantic community. Indeed, 

Ukraine could leverage further support from in-

stitutions such as the ECCC or NATO CCD COE. 

On a smaller scale, projects are being developed 

and implemented in the 3SI member states to, for 

example, enhance the digital competencies and IT/

cyber training of Ukrainian refugees. The skills ac-

quired during these programmes can later be used 

not only in the market of the supporting country, 

but also in Ukraine itself. Finally, Ukraine’s digital 

reconstruction can be supported by projects imple-

mented with the resources of the 3SI Investment 

Fund – provided that we look at the 3S region as 

a whole, including Ukraine, which can also benefit 

from the solutions implemented in the 3SI coun-

tries and even become a member of the initiative 

in the future. The 3SI should already now reach 

out to Ukraine and invite it to long-term coopera-

tion, and an opportunity for such talks may be the 

upcoming 3SI summit in Riga, to which President 

Volodymyr Zelenski has accepted an invitation.

UNITY – THE KEY TO SECURITY

We can certainly speak of an escalating conflict 

in cyberspace, in the face of which democratic 

states must unite strategically and operationally 

to repel any attacks on their security and values. 

The Russians and other authoritarian states are 

constantly expanding their cyber-arsenal and im-

proving techniques and tactics, thereby increas-

ing the effectiveness and efficiency of attacks. 

As countries neighbouring Ukraine and Russia, 

and forming NATO’s eastern flank, the 3S region 

is particularly vulnerable to aggression from the 

Russian  Federation. The 3S countries should there-

fore take all measures to prepare the region and 

its partners for such a scenario, including national 

cyber capabilities and capacities build-up and then 

cooperation with like-minded partners to enhance 

them. Without this, no country can alone become 

a cyberpower ready to face aggressors.

In times of crisis, the international community, as 

democracies, as the European Union, as NATO, 

should redouble its efforts to increase resilience, 

thus shaping a global digital order based on shared 

values – the 3S Initiative should also play an ac-

tive role here, whether in the framework of re-

gional projects or EU and NATO instruments and 

institutions such as ECCC or DIANA. Today, soli-

darity, cooperation and a unified strategic vision 

in cyberspace are essential elements for national 

and international security. The 3SI should also be-

come a platform for sharing experience, coordi-

nating projects, and establishing international and 

cross-sectoral cooperation. Cybersecurity should 

be one of the key cooperation areas, accumulating 

investments in relevant projects aimed not only 

to increase the level of security and further eco-

nomic development of the region, but also of its 

partners. Of particular note are initiatives to sup-

port the security of critical infrastructure, which 

remains the most important target for state and 

non-state actors. A cyberattack on one country’s 

infrastructure can easily spread beyond its bor-

ders, something our region is particularly aware 

of. However, cybersecurity cannot be built ad hoc. 

Some countries have successfully deployed solu-

tions to secure critical digital assets, as exempli-

fied by Estonia’ Luxembourg-based “data embas-

sy”, which acts as a backup, ensuring the continuity 

of Estonia’s digital functioning in the event of “any 

threats or worst-case scenarios” coming true 

(more on this in the chapter 8). Digital technolo-
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War is painful hardship for each and every one of 

us, offering one lesson – unity is key to security, in 

cyberspace and elsewhere.

gies can and should be used to enhance national 

and international security, but this is a shared re-

sponsibility requiring continuous action, in partic-

ular enhanced cooperation between the public and 

private sectors.
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Andrzej Kozłowski

CYBERSECURITY  
IN THE THREE SEAS

The Three Seas digital ecosystem cannot develop 

properly without an adequate level of resilience 

and protection from cyberattacks. This chapter 

aims to identify the major cybersecurity problems 

and challenges facing the states of the region and 

to present recommendations which can be de-

ployed to enhance the level of resilience and pro-

tection against ICT threats

THE PANDEMIC OF DIGITAL DANGERS

The pandemic of the novel coronavirus was a pow-

erful spur for digitalisation in the EU and in the 

3S region alike, as it presented new chances and 

threats for the public and private sectors.1 In par-

allel, the dark side of the digital transition came 

to light – a growing number of cyberattacks. Even 

before the pandemic broke out, 3SI states were 

were targeted by hostile actions in cyberspace. 

Examples worth mentioning here are the attack 

on Estonia in 2007,a campaigns mounted against 

Lithuania or Latvia,b and the cyberspies’ activity 

a  The cyberattacks took place in April 2007, when the author-
ities of the Estonian capital decided to move the monument 
commemorating Red Army soldiers from Tallinn’s centre to its 
outskirts. The decision angered the local Russian minority and 
led to escalating tensions in relations with Moscow. In addi-
tion, at the same time Estonia was hit by DDoS attacks di-
rected at the websites of government administration, local 
press, and banks. Andrzej Kozłowski, Comparative Analysis 
of Cyberattacks on Estonia, Georgia and Kyrgyzstan, European 
Scientific Journal 2014, Vol. 3.
b  In 2017, hackers with Russian government ties attacked 
energy grids in the Baltics, disrupting their functioning. For-
tunately, blackouts were avoided in time. Another opera-
tion attributed to the Russian hackers were unsuccessful 
attacks on the fuel distribution system. This is just a handful 
of examples how Moscow attempted to inflict harm, target-
ing the Baltic states in cyberspace (Stephen Jewkes, Oleg 
Vukmanovic, Suspected Russia-backed hackers target Baltic 



51

THREE SEAS UNITED IN CYBER POWER

directed at institutions in Poland.c The ever grow-

ing, year after year, activity of cybercriminals and 

conmen who keep trying to benefit financially by 

illicit means cannot be omitted.2

Yet the pandemic has multiplied the number of cy-

berattacks and caused the criminals to very often 

exploit the existing situation and the virus-related 

topics in their activities as they conducted phish-

ing campaigns. The 2020 Europol report highlights 

in no uncertain terms that COVID-19 altered the 

cybercrime landscape in Europe, while the crimi-

nals made use of the state of affairs and increased 

their activity.3

This situation has occurred not only in Europe, but 

also in the rest of the world. A number of factors 

contributed to it. Restrictions imposed by govern-

ments led to employees being sent home to work 

remotely, where they could not operate in an IT en-

vironment as secure as their offices. For example, 

they used home networks, mostly less secure, ex-

posing themselves to additional threats and mak-

ing it easier for hackers to operate. For private 

users, it is very rare to change the names or pass-

words of their wireless networks after switching 

to remote work, which further exposed employees 

to threats.4

In addition, terminal devices dedicated for work 

(smartphones, tablets, laptops, etc.) began to be 

shared with family members, including children, 

and used for private purposes, leaving them vul-

nerable to attack. Remote working has also meant 

a number of videoconferences, chats, and online 

energy  networks, https://www.reuters.com/article/us-bal-
tics-cyber-insight-idUSKBN1871W5, [online: 21.08.2021]).
c  A conclusion from the report by the American company 
Booz Allen Hamilton is that Russian military intelligence set 
its sights on Poland as well. GRU was allegedly engaged in 
monitoring the government and military sectors in Poland 
in 2014. Russian hackers attempted to break into the Minis-
try of Finance systems and mounted an attack on the War-
saw stock exchange (Bearing Witness: Uncovering the Logic 
Behind Russian Military Cyber Operations, https://www.boozal-
len.com/content/dam/boozallen_site/ccg/pdf/publications/
bearing-witness-uncovering-the-logic-behind-russian-mili-
tary-cyber-operations-2020.pdf, [online: 21.08.2021]).

meetings, which automatically became targets for 

hackers aiming to obtain confidential information 

or simply disrupt the operations of companies or 

schools running classes. Initially, IT companies 

were not prepared for such a mass migration, and 

instant messaging tools such as Zoom, which quick-

ly gained popularity, failed to provide adequate 

protection, which ended up in online meeting dis-

ruptions in the form of so-called zoombombing.5 

In general, the companies that had never practiced 

remote working before were much less prepared 

and had to make compromises regarding security, 

with negative consequences also for the cyberse-

curity of their systems and operations. Other ex-

amples were poorly configured remote desktops 

and Virtual Private Network (VPN) services, fur-

ther facilitating the activities of attackers.6

During the pandemic, one of the cybersecurity 

problems prevalent worldwide, but also – as the 

cybersecurity reports from the Estonian State 

 Information System Authority (RIA)d and the 

 Latvian CERT indicate – in the 3S region, was the 

growing number of phishing campaigns. These ac-

tions took advantage of the situation when peo-

ple actively searched for information about a new, 

unknown disease, serving them malware-infected 

websites or e-mails and thus stealing their personal 

data and money.7 In Estonia, such a case occurred 

when cybercriminals sent e-mails with a malicious 

attachment, impersonating the Estonian Ministry 

of Health. Another campaign detected and iden-

tified by the Estonian authorities involved send-

ing e-mails with allegedly unpaid invoices for the 

masks ordered. Opening such a file resulted in 

a malware infection. In the Czech Republic, a large 

number of e-mails informing about false results of 

a coronavirus test were noticed.8 They contained 

links, which when opened started downloading 

d  The office responsible for coordinating information system 
development in the Estonian state administration, ensuring 
IT systems’ interoperability. It is also responsible for drawing 
up cybersecurity strategy and policy. English name: Informa-
tion System Authority, cf. https://www.cybersecurityintel-
ligence.com/information-system-authority-ria-5309.html, 
[online: 05.10.2021].

https://www.reuters.com/article/us-baltics-cyber-insight-idUSKBN1871W5
https://www.reuters.com/article/us-baltics-cyber-insight-idUSKBN1871W5
https://www.boozallen.com/content/dam/boozallen_site/ccg/pdf/publications/bearing-witness-uncovering-the-logic-behind-russian-military-cyber-operations-2020.pdf
https://www.boozallen.com/content/dam/boozallen_site/ccg/pdf/publications/bearing-witness-uncovering-the-logic-behind-russian-military-cyber-operations-2020.pdf
https://www.boozallen.com/content/dam/boozallen_site/ccg/pdf/publications/bearing-witness-uncovering-the-logic-behind-russian-military-cyber-operations-2020.pdf
https://www.boozallen.com/content/dam/boozallen_site/ccg/pdf/publications/bearing-witness-uncovering-the-logic-behind-russian-military-cyber-operations-2020.pdf
https://www.cybersecurityintelligence.com/information-system-authority-ria-5309.html
https://www.cybersecurityintelligence.com/information-system-authority-ria-5309.html
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malicious software enabling hackers to penetrate 

victims’ systems and networks.9 In Latvia, there 

were reported cases of criminals impersonating 

the World Health Organization who sent attach-

ments with malicious content or sending infected 

invoices to medical facilities for COVID-19 pro-

tection equipment. This example shows that not 

only individual users were vulnerable to phish-

ing attacks, but the medical sector – critical in 

the fight against the pandemic – was also at risk.10 

 Meanwhile in Bulgaria, updates about the imple-

mented COVID-19 measures were used to spread 

malware via phishing.11

Much like a variety of phishing campaigns exploit-

ing the coronavirus themes, websites pretend-

ing to be maps showing the spread of COVID-19 

gained popularity. The most common, but not the 

only, idea was to imitate a map on the Johns Hop-

kins University website.12 Similar situations have 

also occurred in the Three Seas area. According 

to the Latvian CERT report, websites were creat-

ed with interactive graphics showing the spread of 

the coronavirus, whose real aim was to steal data.13

Europe’s widespread lockdown and shuttering sta-

tionary shops led to a boom in online sales. People 

bought necessities, clothing, and entertainment 

there. The sharp increase in online activity was 

noticed and exploited by cybercriminals, in the 3S 

area and elsewhere. For example, the Bulgarian In-

terior Ministry reported an increased number of 

cases of money theft through fake sales portals.14 

The situation was not much different in Poland, 

where there were also numerous cases of cyber-

criminals sending messages about sham parcel dis-

infections that contained a link which, when clicked, 

might have ended in loss of money and data.15

In addition to individual users, administrations 

also experienced issues. In Estonia, there occurred  

a leak of data records for over 9,000 people who  

had contact with COVID-19 patients – the most 

serious ICT security incident during the pandemic 

in the country.16 Still, it was not the only incident 

when the country’s administration was attacked 

during the pandemic. The administration websites 

also fell victim to hackers. One of them was respon-

sible for registrations for vaccinations against the 

new virus and was temporarily inaccessible due 

to the attack.17

The IT infrastructure of the 3S countries may also  

be used to launch attacks against other countries, 

which might lead to international diplomatic ten-

sions and negatively affect the image the countries 

in the region have. Such a situation occurred during 

the pandemic in Lithuania, where the local infra-

structure was used by the APT29 group from the 

Russian Foreign Intelligence Service to attack tar-

gets in other countries, including COVID-19 vac-

cine testing facilities.18

One of the biggest problems for IT infrastructure 

during the pandemic was the ransomware epidem-

ic. It did not bypass the countries of the 3S region. 

In Lithuania, accounting data and the drug verifi-

cation system were encrypted following such an 

attack. The National Centre for Public Health was 

in the crosshairs.19 Medical facilities also fell victim 

to hackers in the Czech Republic. In Brno, a hos-

pital with one of the largest laboratories conduct-

ing tests against COVID-19 was attacked using 

ransomware. Because of the attack, operations 

had to be postponed and patients were no longer 

admitted, being referred to another hospital in-

stead.20 A psychiatric hospital in the Czech town 

of Kosmonosy suffered a similar fate. Overall, the 

Czech Republic recorded nearly 20 security in-

cidents targeting the medical sector. The most 

common among them were ransomware attacks, 

phishing, or attempts to exploit vulnerabilities in 

the ICT systems of medical institutions.21 This type 

of threat was also encountered in Romania, where 

the  PHOBOS ransomware attacked a hospital in 

Bucharest, the country’s capital.22 Following this in-

cident, Romanian intelligence issued a warning that 

medical facilities were vulnerable and urged them 

to implement additional protective measures.23 

These examples support the thesis put forward 

by the European Union Agency for Cybersecurity 

(called ENISA) that the COVID-19 pandemic has  
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put additional pressure on the protection of health-

care organisations, and that this sector has be-

come one of the main targets for cybercriminals.24 

 However, the medical sector was not the only one 

to suffer from ransomware attacks during the pan-

demic. In Croatia, INA Group, which handles in-

dustrial processing and distribution of oil and gas, 

also fell victim to them.25

Simultaneously, the 3S states became the targets 

of major attacks and information operations that 

did not directly exploit the COVID-19 theme, but 

coincided with the ongoing pandemic. In early 

2020, the Austrian ministry of foreign affairs was 

the victim of a serious ICT incident with the main 

aim of obtaining information. The Austrian author-

ities described the incident as a targeted attack but 

refrained from attributing it to a specific country 

or group.26 One of the most serious ICT security 

incidents in history has affected Poland. The pri-

vate mailbox of the head of the Chancellery of the 

Prime Minister, Michał Dworczyk, was attacked by 

hackers with links to Russian intelligence. The sto-

len content is constantly being published on the 

internet. First, a Telegram channel was used for this 

purpose, then a dedicated website was launched. 

The Internal Security Agency found that not only 

Minister Dworczyk’s private mailbox was targeted, 

but so were users of the Polish Sejm’s e-mail sys-

tem.27 Although not directly related to the topic of 

the COVID-19 outbreak, these incidents made an 

impact on the Three Seas cybersecurity landscape.

An analysis of CERT reports across the 3S and in-

formation provided by these institutions allows us 

to identify trends in cybersecurity that occurred 

during the pandemic. In most countries, numerous 

scams were discernible in the form of fake web-

sites, e-mails, or text messages using the COVID-19 

theme to prey on people’s gullibility and fear of 

the novel virus. Some countries, such as the Czech 

Republic and Lithuania, also had to deal with dan-

gerous ransomware attacks threatening medical 

infrastructure. Austria and Poland were again hit 

by incidents that third-party countries most likely 

caused. The time of pandemic has been exploited 

by cybercriminals, cyberspies, and hackers in the 

service of foreign governments and the 3S must 

learn from this teachable moment. Not all coun-

tries in the region were unanimous in their assess-

ment of the impact the pandemic had on increasing 

cyberthreats. The Estonian service in its annual re-

port stated that the number of COVID-19-related 

security incidents did not have a large impact on 

the overall security level after all and was relative-

ly small compared to other European countries.28

The pandemic highlighted the threats that the 3S 

were already facing. In many cases, it involved 

a sharp increase in the well-known methods of 

swindlers, for which the COVID-19 thematic link 

was the icing on the cake. The epidemic also affect-

ed institutions that had previously received little 

attention from attackers, such as medical facili-

ties, which proved to be extremely vulnerable at 

a key moment in the crisis. The pandemic has raised 

awareness among both political and entrepreneur-

ial decision-makers and ordinary people about the 

importance of digitalisation and cybersecurity. This 

gives hope that initiatives in these areas, which 

stayed in the conceptual phase previously, will be 

enacted and even prioritised.

THE STATE OF CYBERSECURITY  

IN THE THREE SEAS

A sufficiently high level of cybersecurity is required 

to fully exploit the region’s technological potential. 

According to the ITU Global Cybersecurity Index 

editionse compiled for 2017, 2018, and 2020,f the 

3S countries represent very different levels of 

preparedness for cyberthreats. The Baltic States 

rank highest, with Estonia in particular boasting 

a place at the top here. Massive DDoS attacks hit 

e  An index drawn up and implemented by the International 
Telecommunication Union, with five main pillars as its base: 
legal, technical, organisational, cooperative, and capacity de-
velopment. Partial results are aggregated and the final score 
is weighted from them (Global Cybersecurity Index, https://
www.itu.int/en/ITU-D/Cybersecurity/Pages/global-cyberse-
curity-index.aspx, [online: 09.09.2021]).
f  The 2020 edition took COVID-19 already into account.

https://www.itu.int/en/ITU-D/Cybersecurity/Pages/global-cybersecurity-index.aspx
https://www.itu.int/en/ITU-D/Cybersecurity/Pages/global-cybersecurity-index.aspx
https://www.itu.int/en/ITU-D/Cybersecurity/Pages/global-cybersecurity-index.aspx
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State Place in the 2017 ranking Place in the 2018 ranking Place in the 2020 ranking

Estonia 5 5 3

Lithuania 56 4 6

Latvia 21 44 15

Austria 30 28 29

Poland 33 29 30

Croatia 41 24 33

Slovakia 81 45 34

Hungary 51 31 35

Romania 42 72 62

Slovenia 83 48 67

Czechia 35 71 68

Bulgaria 44 46 77

the country in 2007, which provoked a long-term 

process of strengthening the Estonian cyberse-

curity ecosystem.29 Lithuania is also at the top 

(ranked 4th in 2018 and 6th in 2020). The coun-

try has seen spectacular success, soaring from 

the 56th place in a year. Austria, Poland, Slovakia, 

Hungary, and  Croatia rank in the third ten of the 

latest ranking. The worst performers in 2020 

were  Romania,  Slovenia, the Czech Republic, and 

 Bulgaria. Particularly surprising is the low position 

of Bucharest, where the new European Cybersecu-

rity Competence Centre for Industry, Technology 

and  Research will be located.30 Notably, Lithuania, 

as mentioned above, along with Slovakia,  Hungary, 

and Slovenia have made the most progress in the 

latest survey. The same cannot be said about 

 Bulgaria, the Czech Republic, or Romania, though, 

as each of them dropped in the ranking for 2020. 

The table below presents the 3S countries’ posi-

tions in the ITU Global Cybersecurity Index.

CYBERSECURITY  

IN THE POST-PANDEMIC ERA

Naturally, one year is far from enough to bring 

about significant and profound changes when 

it comes to the cybersecurity posture in the 

states. However, it is important to stress that the 

COVID-19 pandemic has not dramatically changed 

the cybersecurity actions that the 3S should take. 

However, the observations made during the pan-

demic give hope that politicians and businesses will 

begin prioritising cybersecurity, given the numer-

ous threats in the digital sphere that the pandemic 

highlighted. Threats in cyberspace have affected 

IT administrators, businesspeople, politicians, and 

ordinary users, which allows us to hypothesise that 

they will become more attentive when it comes 

to network and ICT system security, which will 

lead to an increased awareness of cyberthreats 

and raise the level of information hygiene – key 

Source: own work based on Global Cybersecurity Index 2017, 2018, 2020.

▼ COMPARISON OF 3S COUNTRIES’ POSITIONS  
IN THE GLOBAL CYBERSECURITY INDEX FOR 2017, 2018, 2020.31
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issues for sure. In the long term, they will also be 

working towards a funding increase for fighting cy-

bersecurity issues.

Educational activities on cybersecurity and cybe-

rhygiene should be developed at the 3S level and 

addressed to the citizens of the countries in the 

region, but it is also necessary to plan specialised 

training for politicians, entrepreneurs, and govern-

ment employees. It also seems crucial to involve 

cybersecurity experts more in the process of creat-

ing and developing cybersec policies and standards 

in the 3S countries.32 Such activities are necessary, 

as shown by the CASPA project (Cyber Aware 

 Students for Public Administration),g whose pre-

liminary results show that there is a lack of manu-

als and instruction on basic security competencies 

for public administration employees throughout 

the European Union. The development of such ma-

terial is therefore particularly important. It should 

also include guidance for those working in foreign 

ministries and dealing with cybersecurity interna-

tionally, to prepare them for discussions on these 

issues within the UN, OSCE, and other internation-

al bodies. Recognising this knowledge gap on the 

non-technical side of cybersecurity, the 3S states 

have the opportunity to fill it at the European 

Union level, using their own experts to do so. This 

is certainly a great opportunity to become a leader 

in this area.

The mere spread of knowledge and improvement of 

cybersecurity skills is very important, but not suffi-

cient to guarantee an adequate level of protection 

and resilience in the 3S region, which, in addition 

to cyberattacks perpetrated by cybercriminals, is 

also a target for advanced cyber operations con-

ducted by state actors.

The rollout of innovative solutions and infrastruc-

ture projects – such as modern cross-border in-

frastructure to ensure faster data transmission 

via digital highways (fibre optic and 5G on the 

g  The programme put into action by a Polish-Estonian- 
-Hungarian consortium.

North-South axis), joint cloud computing projects 

to complement and integrate regional transport 

and energy networks, including data centres – 

requires a high level of cybersecurity.33 As they 

are developing investments of key strategic im-

portance, the countries of the 3SI ought to, the 

Kosciuszko Institute recommends, integrate the 

security-by-design concept in all activities and 

projects pursued to expand infrastructure in the 

region.34 The implementation of this concept al-

lows innovative security solutions to be provided, 

and they are all the more important if we consider 

that we are talking about infrastructure projects 

that can be exposed to the most advanced attacks 

with possibly the most severe consequences. This 

concept also avoids costly and time-consuming 

bug-patching in systems where deployment time, 

rather than security, was given precedence.35 

The pandemic, which has highlighted the negative 

effects of cyberattacks on critical infrastructure, 

may have a positive effect here that will cause 

more and more companies, especially those crit-

ical to the functioning of the state, to follow the 

security-by-design concept.

In addition to this idea, modern solutions in trans-

port and energy will not work without a reliable 

and secure 5G network. This is why it is so import-

ant that the 3S countries now demonstrate a uni-

fied approach to such key issues, as any chink in 

the security system armour, when breached, can 

threaten the others. The fact that the whole region 

is part of the European Union and some already ex-

isting solutions have been implemented due to the 

requirements of the EU institutions is a favourable 

factor and facilitates taking actions aimed at reach-

ing this goal. That is why it is so important to build 

common security standards for 5G network pro-

viders on the basis of the EU 5G Toolbox,h which 

defines a number of measures and actions meant 

h  On 24 July, the European Commission published 5G Toolbox Im-
plementation Report to describe progress in putting into practice 
the titular toolbox and the strengthening of 5G network security 
measures (Analiza 5G Toolbox Implementation Report, https://
cyberpolicy.nask.pl/analiza-5g-toolbox-implementation-re-
port/, [online: 05.10.2021]). 

https://cyberpolicy.nask.pl/analiza-5g-toolbox-implementation-report/
https://cyberpolicy.nask.pl/analiza-5g-toolbox-implementation-report/
https://cyberpolicy.nask.pl/analiza-5g-toolbox-implementation-report/


THREE SEAS UNITED IN CYBER POWER

56

to effectively reduce risk and ensure implementa-

tion of safe 5G networks in the EU. These include 

the creation of appropriate national strategies 

for telecoms, identification of process- and infra-

structure-related challenges, or the introduction 

of appropriate mechanisms for monitoring foreign 

investment to support the process of securing the 

supply chain. An important aspect is also the intro-

duction of measures aimed to limit the involvement 

of suppliers with a high risk profile.36

Secure implementation of 5G technology will 

also enable better preparation for deploying such 

technologies such as artificial intelligence or the 

Internet of Everything. The standards and proce-

dures developed can certainly make facilitate and 

accelerate the effective and secure deployment of 

these solutions. However, taking into account the 

dynamic of cyberspace threats, the implementa-

tion of EU solutions alone is not enough – coun-

tries must constantly work on improving their own 

capabilities. The 3S emphasises the need to boost 

connections and share information between states; 

unfortunately, there may be a weaker link – a state 

with insufficient protection may constitute a criti-

cal security gap and threaten all other participants.

An important instrument that should be used to en-

hance cybersecurity in the region and to promote 

the Three Seas as an important player when dis-

cussing protection from cyberattacks is the deci-

sion of Brussels to place the already mentioned 

European Cybersecurity Competence Centre for 

Industry, Technology and Research in Bucharest. 

The main task, which was set by the European 

Commission, is to stimulate the European techno-

logical and industrial ecosystem and to strengthen 

cooperation between various industries and aca-

demic communities.

The task of the new institution is to:

• increase capabilities and knowledge and improve 

the cybersecurity infrastructure of industry, the 

public sector and academia;

• contribute to the deployment of cutting-edge 

cybersecurity products and solutions across the 

economy;
• advance research in cybersecurity;
• target actions to improve cyber-security knowl-

edge and skills among EU citizens;
• reduce the cyber skills gaps;
• reinforce and deepen cooperation between civil 

and defence communities on dual-use cyber-se-

curity technologies and applications;
• increase synergies between the civil and defence 

dimensions of cybersecurity with regard to the 

European Defence Fund.37

One of the functions of the Centre is to finance cy-

bersecurity projects from the European level to the 

member states. The centre is also supposed to pool 

knowledge and expertise.38

The development of this institution is certainly an 

opportunity for Romania and the entire 3S region 

to make their mark on the European cybersecurity 

map. It will allow knowledge and expertise to be 

used to improve protection against cyberthreats. 

This centre could be the start of a regional cyber-

security hub, the establishment of which is rec-

ommended by the US think tank Atlantic Council. 

 According to experts from the American institution, 

it should be established with the participation of 

both state and private entities. It would acceler-

ate digital transformation and lead to the adoption 

of cloud cybersecurity standards by the region’s 

countries. The Atlantic Council claims it would 

also help achieve increased regional cooperation, 

greater integration, and increased protection 

of upcoming infrastructure projects. The centre 

would provide cybersecurity updates, guidelines, 

and takeaways to governments, private compa-

nies, researchers, and NGOs. Experts at the US 

think tank propose working in five areas: opera-

tional security, information sharing, internation-

al cooperation, standardisation, plus training and 

competence building. In this way, trust and security 

between the entities of the 3S would increase, and 

the region would be better prepared for and more 

resistant to potential threats related to the imple-
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mentation of new key technologies such as cloud 

computing, 5G or IoT.39 Such a hub could also foster 

deeper cooperation between the CERTs from the 

region. Given how important information sharing 

and access to the latest data on threats is in their 

work, such an initiative would be welcome. It would 

enhance their ability to attribute attacks and raise 

awareness of new threats.40

Such a hub would certainly have a positive influ-

ence on possible further US investment in the re-

gion and deeper corporate engagement. Which 

would be mutually beneficial, as IT giants have 

advanced knowledge of threats, but at the same 

time these entities could benefit by expanding their 

knowledge of malware and phishing campaigns in 

Central and Eastern Europe.

The biggest advantage of the 3S is that it is home 

to leading cybersecurity companies. Romania’s Bit-

Defender, Czech Avast, Slovakia’s Eset or Poland’s 

Asseco prove that the cybersecurity market does 

not have to be dominated by Western European 

or American entities. The products of Central Eu-

ropean ICT companies are firmly among the lead-

ing solutions in malware detection in the region. 

Therefore, the resources from the newly created 

Three Seas Fund should be used, among others, 

to support local companies dealing with cyberse-

curity and innovative startups in the region. The ex-

ample of companies just mentioned proves that 

businesses from this region are able to compete 

globally, which is why they should receive support 

from, for example, the Three Seas Fund.i

SUMMARY

The COVID-19 pandemic has shown that the 

scale and number of cyberthreats is growing 

faster than the readiness of states and of the pri-

vate sector. Well-known frauds turned out to be 

i  The Three Seas Fund is an economic side of the Initiative. 
Its main originator is a state development bank Bank Gospo-
darstwa Krajowego. Eventually, the Fund is going to have from 
3 to 5 bn euro at its disposal and invest in projects worth up 
to 100 bn euro altogether.

a pressing problem, phishing took on new forms, 

preying on people’s fear and ignorance about the 

new virus. Ransomware attacks grew more dan-

gerous, striking at the institutions and actors that 

weren’t their main target before, e.g. the health-

care.  Conclusions must be drawn from the epi-

demic. Abrupt digitalisation, a knock-on effect of 

the pandemic and lockdown, is here to stay, and 

the changes which occurred at work and in educa-

tion are only set to continue for a long time. That 

is why proper preparation for the accompanying 

cyberthreat surge is so vital. However, despite 

the number of cyberattacks increasing as the pan-

demic was underway, state leaders did not men-

tion cybersecurity as one of the priorities in the 

closing declaration of the July 2021 Three Seas 

 Sofia  Summit.  Considering that cyberattacks can 

easily cripple strategic infrastructural projects, this 

is no doubt an error that demands correction and 

should be rectified at the next summit, in Latvia. 

The words of Polish President Andrzej Duda during 

the  CYBERSEC REGIONS & CITIES 2021 confer-

ence offer hope in this regard, as he declared cy-

bersecurity to be ever more central and that one of  

the Initiative’s aims is to raise it. This bodes well 

for the future, but tangible action needs to follow.41
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THREE SEAS CYBER  
THREAT LANDSCAPE

INTRODUCTION 

This chapter outlines some of the key cyber threats 

relevant across the Three Seas (3S) region.  3S 

member states are actively targeted by various 

espionage groups, including Russia, Belarus and 

 China (among others). Cyber operations signal 

state interests and are used to achieve a variety 

of strategic objectives, ranging from stealing sen-

sitive information, spreading disinformation, and 

even to conduct destructive attacks with physical 

impacts.  Europe as a whole has also experienced 

an uptick in ransomware operations in recent 

years with this now a clear strategic concern and 

a matter of national security within 3S states. 

RUSSIA 

Russia represents the primary cyber threat to 3S 

member states and has consistently conducted 

cyber operations in the region. Russian cyber op-

erations reflect the Kremlin’s long-held view of 

its adversaries that includes Central and Eastern 

European states that have forged close alliances 

with other Western states and organisations. For 

instance, based on Mandiant Intelligence data, 

more than 90 percent of observed Russia-based 

operations (from all motivations including espi-

onage and crime), were against targets in North 

America or Europe. 

Government departments represent the primary 

target for Russian cyber operations within the 3S 
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region. Nearly 40 percent of all observed incidents 

emanating from Russia targeted governments in 

2021 based on Mandiant Intelligence data. This 

was despite the growing breadth and frequency 

of Russian-speaking financially motivated threat 

activity. This disproportionate government tar-

geting reflects the focus of prolific Russian cyber 

espionage campaigns.

Existing tensions have grown significantly in re-

sponse to broad regional support of Ukraine. 

The Russian invasion has coincided with a signif-

icant uptick in cyber operations against Russia’s 

near abroad in recent months. A significant por-

tion of this activity has unsurprisingly focused on 

Ukraine specifically, yet 3S states face an elevated 

threat given many of the countries’ supportive role 

in ongoing sanction regimes, diplomatic initiatives 

against Russia, and assistance in transporting sup-

plies to Ukraine.  

Cyber capabilities represent an important asym-

metric capability for the Russian government. 

The Kremlin has employed the expansive capabili-

ties of the Russian intelligence services as an asym-

metric counter for Russia’s perceived weakness in 

diplomatic and conventional military applications 

(as exhibited by repeated military failures during 

the Ukrainian invasion). The importance bestowed 

on offensive cyber operations is reflected by the fact 

that Russian cyber capabilities have almost certainly 

benefitted from additional spending in recent years.

A variety of Russian intelligence agencies conduct 

cyber operations. Russia therefore has the oper-

ational capacity to conduct a variety of cyber op-

erations against multiple targets simultaneously. 

This also means Russia can conduct a multitude of 

different types of cyber operations. These range 

from information theft, disinformation operations, 

and even destructive cyber operations.  Cyber op-

erations typically reflect the aims and strategy of 

the intelligence agency they are affiliated to. 

An actor known as Sandworm linked to Russia’s 

Main Intelligence Directorate (GRU) conducts 

highly aggressive operations. The group has his-

torically shown disregard or ignorance of potential 

secondary and tertiary affects. Sandworm there-

fore routinely pushes the bounds beyond “accept-

able” behaviour for state group through aggressive 

operations, which resulted in:

• Causing power outages within Ukraine  

in December 2015 and December 2016.
• Crippling systems across the globe through  

the NotPetya wiper attack in 2017.  
• Disrupting the accessibility of the Winter  

Olympics in February 2018.

SPOTLIGHT ON APT29 

One of the most notable and active threats to with-

in the 3S region is APT29, a Russia-based espio-

nage group Mandiant assesses is sponsored by the 

Russian Foreign Intelligence Service (SVR). APT29 

has targeted 3S and Western governments in ad-

dition to a range of additional industries including: 

• Education 
• Telecommunications
• Government-adjacent organizations
• Medical research entities
• Organizations that provide third party  

access, such as technology companies  

and IT and business service providers

Mandiant has tracked APT29 activity since at least 

2014. Despite significant public exposure following 

the SolarWinds supply chain compromise in 2020, 

the group has continued to conduct multiple, large-

scale compromises simultaneously in different 

time zones throughout 2020 and 2021 at a high 

operational tempo. In 2021 and 2022, we observed 

APT29 conduct large-scale phishing campaigns tar-

geting diplomatic entities in Europe (among other 

regions). The scale and scope of this activity sug-

gests the group is well-resourced.

The group’s victimology highlights their extensive 

interest in Central and Eastern Europe, including 

multiple 3S member states. The group stands out 
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as a highly sophisticated threat actor for various 

reasons: 

• Agility: APT29 has a proven ability to adapt 

quickly during operations. The group uses inno-

vative and novel techniques to bypass detection 

and strong authentication requirements in victim 

environments. In more recent operations, their 

deep understanding of native Microsoft 365 

features allowed them to move easily between 

on-premises and cloud resources.

• Varying intrusion vectors: Since 2020, APT29 

increasingly sought to exploit trust relationships 

between customers and third parties and abuse 

the supply chain, as evidenced by the prolific 

nature of the SolarWinds compromise. 

• Extensive knowledge of victim environments: 

APT29’s advanced knowledge of Microsoft tools 

and cloud environments allows the group to abuse 

product features to achieve and maintain access–

despite strong authentication requirements–

without using specific vulnerabilities or deploying 

custom malware. This enables them to create per-

sistent access to targets and sensitive data. 

• Bypass security controls: From 2018 to 2020, 

APT29 used an assortment of methods to satisfy 

strong authentication requirements in victim en-

vironments for lateral movement. These included 

enrolling devices for multifactor authentication 

(MFA) or bypassing it via other means. 

• Light footprint: APT29 shifted away from us-

ing a toolkit of customized tools to maintaining 

a relatively light malware footprint since 2018. 

This allows for fewer detection opportunities by 

anti-virus engines and complicates attribution 

efforts. 

▼ FIGURE 2. APT29 VICTIMOLOGY
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BELARUS

3S states face additional cyber threats from their 

near-abroad. Mandiant tracks a threat group re-

ferred to as UNC1151 that is assessed with high 

confidence to be linked to the Belarusian gov-

ernment. UNC1151 operations have focused on 

obtaining confidential information and tightly fo-

cused on countries neighbouring Belarus with di-

rect implications for the 3S region. The group has 

conducted operations against both government 

and private sector organisations with target coun-

tries including Ukraine, Lithuania, Latvia, Poland, 

and Germany. 

Mandiant also assesses with high confidence that 

UNC1151 supports the Ghostwriter information 

operations campaign. This campaign has primar-

ily promoted anti-NATO narratives that appear 

intended to undercut regional security coopera-

tion within 3S and the surrounding region (targets 

include Lithuania, Latvia and Poland). Observed 

operations have disseminated disinformation 

portraying the foreign troop presence in the re-

gion as a threat to residents and alleging that the 

costs of NATO membership are a detriment to local 

populations. 

The seeming intended effect of these narratives–

to erode support for NATO within the region – 

can serve both Russian and Belarusian interests.  

 However, the campaign has specifically targeted 

audiences in countries bordering Belarus, where-

as Russia has long promoted anti-NATO narratives 

▼ FIGURE 3. UNC1151 VICTIMOLOGY

Source: Mandiant Intelligence.
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both in the region and further afield. Observed 

Ghostwriter operations through the present time 

have almost completely excluded Estonia, which 

notably does not border Belarus but is a 3S mem-

ber, Baltic State, NATO member, and a relevant 

component of any concerns regarding NATO’s se-

curity posture on its eastern flank. 

CHINA 

With the implementation of the 14th Five-Year 

Plan, we expect China will continue to focus efforts 

on supporting the Belt and Road Initiative (BRI), as 

well as additional focus on areas including technol-

ogy, financials, energy, telecommunications, and 

healthcare. The 14th Five-Year Plan also focuses 

heavily on increasing Chinese national self-reliance 

on the growth of domestic markets to reduce the 

impact of trade disputes with this likely to influ-

ence their cyber operations.

Multiple Chinese cyber threat groups have also tar-

geted 3S states in recent years. The vast majority 

of these operations appear focused on gathering 

information for geopolitical and long-term strate-

gic reasons. 

Similar to Russia, Chinese cyber operations show-

case sophistication in various ways.  For instance, 

from 2012 to 2021, China exploited more ze-

ro-days than any other nation (i.e. vulnerabilities 

that are only known by the attacker at the time of 

exploitation and therefore unpatchable). China is 

also highly adept at conducting supply chain com-

promise and maintains a longstanding interest in 

targeting managed service providers (which poten-

tially provide access to a wide range of additional 

targets indirectly).  

Following an intensive period of restructuring with-

in Beijing’s military and intelligence apparatus, Chi-

nese cyber operations have become increasingly 

aggressive. This is exhibited in a growing number 

of unrestrained waves of compromise activity, fre-

quent reports of disruptive campaigns, and the 

resurgence of older espionage operators who had 

been previously indicted. Pro-Chinese information 

operations have also expanded significantly in their 

scope recently to include a variety of European 

languages, posing a potentially growing mid-term 

threat to 3S states. 

BELT AND ROAD INITIATIVE  

A KEY DRIVER OF CHINESE  

CYBER ESPIONAGE 

China’s Belt and Road Initiative (BRI) remains 

a core driver of China-linked threat activity. Based 

on observed cyber operations observed in recent 

years, much of this cyber activity has been focused 

within the Asia-Pacific region. However, Mandiant 

has also detected a smaller subset of these cyber 

operations related target Europe as well. This 

means the activity poses a potential threat to a va-

riety of sectors within 3S including:

• Government and elections: China-linked cam-

paigns have repeatedly targeted political en-

tities associated with government, elections, 

and diplomatic engagements in countries along 

BRI trade routes. Targeting of these types of orga-

nizations is expected, as these types of elections 

and government actions could potentially impact 

BRI projects. 

• Telecommunications:The  telecommunication   

sector appears to be a key target of BRI-related 

cyber espionage, which is consistent with the 

types of commercial and economic activities 

China is involved in as part of the BRI. European 

telecommunication organisations are also likely 

to remain a long-term target for Chinese opera-

tions given the Chinese government’s interest in 

nascent telecommunication technology, such as 

5G and “New IP”. 

• Mining: The mining industry is a repeated target 

of potentially BRI-related activity. 

• Energy:  Given the growth of China’s energy 

needs, as seen through its position as the world’s 

largest oil and natural gas importer, the energy 



THREE SEAS UNITED IN CYBER POWER

66

sector and related industries are long-term tar-

gets for espionage supporting the BRI goals of 

increasing Chinese energy security. 

ADDITIONAL THREATS  

WITHIN THE REGION 

Mandiant has also observed threat activity ema-

nating from a variety of regions target 3S including:

• APT38: A financially motivated North Korean re-

gime-backed group responsible for conducting 

destructive attacks against financial institutions, 

as well as some of the world’s largest cyber heists. 

• UNC788: A cluster of threat activity suspected 

of conducting cyber espionage operations on 

behalf of the Iranian government. The group has 

consistently targeted Western think tanks and 

Source: Mandiant Intelligence.

▼  FIGURE 4. ESPIONAGE ACTIVITY POTENTIALLY RELATED  
TO THE BELT AND ROAD INITIATIVE, 2019-2020
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academics, current and former government offi-

cials, members of the Iranian diaspora, as well as 

high-profile individuals within Iran. In 2020, we 

observed UNC788 targeting employees of phar-

maceutical companies in the United States and 

the United Kingdom in a likely effort to obtain 

medical information in support of the COVID-19 

response. 

• APT36: A long-standing cyber espionage actor 

that conducts intelligence collection in support 

of Pakistani military and diplomatic interests. 

• Molerats: A cyber espionage team concentrating 

campaign intrusion activities against diplomatic, 

financial, and political/military entities operating 

or with an interest in the Palestinian Territories.

These additional threat groups are significantly 

less active within the 3S region and may have only 

targeted 3S states as part of far broader or even 

global operations. Although Central and Eastern 

Europe are unlikely to be these groups’ primary 

targets, it nevertheless highlights the variety of 

threats active in the 3S region. 

A GROWING CYBERCRIME WAVE

Many ransomware groups have historically fo-

cused their targeting on North American entities. 

 However, Europe and the 3S region has already, and 

will likely continue to, receive increased interest 

from cyber criminals in the coming years. The 3S re-

gion contains no shortage of developed economies 

and thriving businesses. However, the cyber secu-

rity maturity of European organisations remains 

relatively mixed. This presents clear opportunities 

for cyber criminals to exploit organisations that are 

still developing their cyber security posture.

Ransomware has transitioned to what was once 

seen as only a mere nuisance or IT problem to what 

is now considered a core strategic concern and 

even a national security issue given the threat 

posed to critical infrastructure. Several develop-

ments explain this shift that are outlined below. 

POST-COMPROMISE DEPLOYMENT

Traditional ransomware operations relied on 

a spam-like targeting approach where indiscrimi-

nate campaigns would attack an eclectic mix of vic-

tims. This spread of targets meant there was only 

a slim number of high-value targets. Average ex-

tortion fees therefore sat between $500 to $1,000 

dollars. There would also be a good chance that any 

important data or systems could be restored from 

backups. Ransomware was, at this point, seen as 

more of a nuisance than anything else.

By contrast, “post-compromise” ransomware in-

cidents are far more common today. Here, cyber 

criminals adopt a far more patient and methodi-

cal approach. Cyber criminals will first gain access 

to networks before moving laterally and escalat-

ing privileges within a victim environment. Attack-

ers therefore only deploy ransomware once they 

have gained access to the most critical and sen-

sitive areas of a network. This leads to far more 

severe attacks that are more difficult to recover 

from. The shift to post-compromise operations is 

the primary reason why ransomware incidents are 

so much more devastating today. 

A BURGEONING CYBERCRIME ECOSYSTEM

Ransomware operations now frequently involve 

multiple threat actors working together. One 

threat group may gain access to a victim network, 

before selling their access on to a different group 

that would move around within a network before 

deploying a ransomware variant (which is often de-

veloped by a separate group again). 

This has enabled cybercriminal groups to increas-

ingly specialise in specific elements of a cyber oper-

ation. This has increased the overall sophistication 

of ransomware operations. 

Mandiant has observed an uptick in ransomware 

operations conducting supply chain compromise 

and exploiting zero-day vulnerabilities. This is like-

ly due to the fact that cyber criminals could focus 
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exclusively on researching supply chain vulnerabil-

ities or developing zero-day exploits while partner-

ing with other groups that specialise in later stages 

of a ransomware operations. 

MULTIFACETED EXTORTION 

Ransomware operations rarely involve just the de-

ployment of ransomware with criminals now de-

ploying a variety of coercive tactics. Today’s ran-

somware operations often involve data theft. This 

creates a situation where victims refusing to pay 

an extortion fee find that not only their systems 

are rendered unusable, but that sensitive company 

data is also leaked.

Ransomware operators are also known to notify 

media organisations, business partners, and sup-

pliers about their victims, thereby increasing the 

reputational damage felt by non-paying organ-

isations. Ransomware groups have even been 

known to directly call and harass organisation’s 

employees as well as conduct distributed denial of 

service (DDoS) attacks (i.e. where a victim’s net-

work is overwhelmed with network traffic in order 

to stifle communication and disrupt networks even 

further). 

CONCLUSION 

The cyber threat landscape within the Three Seas 

(3S) region is broad and varied. Some cyber oper-

ations will be highly tailored to specific countries. 

For instance, Russian cyber threat actors might be 

tasked with specifically targeting Polish logistics 

companies in response to the movement of sup-

plies to the Ukrainian border. Conversely, Estonia’s 

innovative e-government infrastructure could at-

tract attention from states looking to launch online 

government services domestically.

However, the significant levels of common ground 

across the 3S means that states in the region face 

many of the same cyber threats together. 3S mem-

bers are united through EU membership, tight eco-

nomic ties, and shared defensive concerns. Cyber 

operations ultimately reflect broader geopolitical 

developments and a variety of states have vested 

interests across the 3S region. Foreign states gath-

ering intelligence on regional geopolitical devel-

opments, as well as associated international gov-

ernmental organisations (such the EU or NATO), 

will often conduct wide-ranging campaigns that 

are relevant across the 3S. Likewise, cybercrime 

groups that seek to capitalise on the vibrant econ-

omies within the region have little regard for na-

tional borders. 

This shared threat landscape creates fertile ground 

for further building regional cooperation on cyber 

security. Building a collective view of the 3S threat 

landscape empowers network defenders to not 

just identify relevant threats, but to start building 

defensive strategies to proactively counter them. 
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EUROPEAN RECOVERY 
AND RESILIENCE FACILITY 

Recovery plan for Europe is a strategy, unprece-

dented in the EU’s history, designed to stimulate 

the economy and to develop in key social and eco-

nomic areas. Its aim is to mitigate the aftermath of 

the pandemic and put the economies on the sus-

tainable development track, bolster them with cri-

sis resilience, and better prepare them for seizing 

the chances and answering the challenges related 

to the green and digital transformation. The most 

important element of the Plan is Next  Generation 

EU, or the so-called Recovery Fund (RF), with 

806.9billion euro to be disbursed, which comprises:

1. The Recovery and Resilience Facility with a 723.8 

bn budget;

2. The REACT-EU initiative, which will involve 

50.6 bn euro: the REACT-EU resources are going 

to be made available to the European Regional 

 Development Fund, the European Social Fund, the 

European Fund for Aid to the Most Deprived;

3. Other EU funds and programmes, including 

 Horizon2020, InvestEU, the Just Transition Fund 

or the rural development programme.1

RRF is the centrepiece in the Recovery Fund. 

The resources allocated to its rollout stem from the 

EU’s own revenues and funds raised by the EC on 

the capital markets in the 2021–2026 timeframe, 

to be gradually paid back until 2058. EC’s plans are 

to obtain about 800 bn euro in current prices, tan-

tamount to 5% of the EU’s GDP.2

The RRF will distribute funds to Member States 

in the form of both grants and low-interest loans. 
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As a condition for participating in the RRF,  Member 

States had to submit their National Recovery and 

Resilience Plans (NRRPs) to the EC by 30 April 

2021. The EC then had two months to assess the 

plans, the reactions to them and their translations 

into legally binding acts, which are then adopted 

by the Council within four weeks – allowing 13% 

of the sum total for support to be mobilised as an 

advance.3

According to the EC requirements, each plan 

should respond to the challenges identified in the 

European Semester for individual countries. In ad-

dition, the plans should also address the four di-

mensions identified in the Annual Sustainable 

Growth Strategy 2021, which are:

1. Environmental sustainability.

2. Productivity.

3. Fairness.

4. Macroeconomic stability.

The EC is also encouraging Member States to invest 

and reform key areas that will help accelerate the 

green and digital transformation, generating jobs 

and growth. These areas are:

• energy based on clean and renewable  

technologies;
• renovation of buildings and energy efficiency;
• sustainable transport and electric vehicle 

charging stations;
• development of high-speed networks  

and broadband services;
• modernisation of public administration through 

digitalisation;
• scaling-up of cloud capacity and sustainable 

data processing;

Plan  submitted 
to the EC

Plan endorsed 
by the EC

Plan approved  
by the Council

13% of  funding 
launched

Austria 30 April 2021 21 June 2021 13 July 2021 28 September 2021

Bulgaria 15 October 2021 7 April 2022. None None

Croatia 15 May 2021 8 July 2021 28 July 2021 28 September 2021

Czechia 2 June 2021 19 July 2021 01 September 2021 28 September 2021

Estonia 18 June 2021 05 October 2021 28 October 2021 17 December 2021 

Lithuania 15 May 2021 2 July 2021 28 July 2021 17 August 2021

Latvia 30 April 2021 22 June 2021 13 July 2021 10 September 2021

Poland 3 May 2021 None None None

Romania 31 May 2021 27 September 2021 28 October 2021 2 December 2021

Slovakia 29 April 2021 21 June 2021 06 July 2021 13 July 2021

Slovenia 30 April 2021 1 July 2021 28 July 2021 17 September 2021

Hungary 12 May 2021 None None None

▼ TABLE 1.  
DATES OF SUBMISSION, ENDORSEMENT, AND APPROVAL OF PLANS  
FOR THE THREE SEAS INITIATIVE COUNTRIES AS OF 18 APRIL 2022.

Source: Own work.
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• re-skilling and up-skilling through education and 

training to develop digital skills.

At the same time, the EC will assess the submitted 

plans against the minimum allocation targets for 

green and digital transformation it has set:

• a minimum of 37% of expenditure is to be allo-

cated to climate investments and reforms;
• a minimum of 20% of expenditure is to be allo-

cated to enhancing digital transformation.4

PILLARS OF THE EUROPEAN  

RECOVERY PLAN

The acceptance and approval of the Recovery 

Plan for Europe in the European Parliament was 

preceded by a political consensus of the co-legis-

lators on its structure. It was thus based on six pil-

lars to which each national recovery plan submit-

ted must relate. The plans must also meet certain 

specific conditions, such as the aforementioned 

minimum 20% of expenditure on the “digital trans-

formation” pillar.

THE SIX PILLARS ARE

GREEN TRANSFORMATION

DIGITAL TRANSFORMATION

SMART, SUSTAINABLE, AND INCLUSIVE 

GROWTH; AND ECONOMIC COHESION

SOCIAL AND TERRITORIAL COHESION

HEALTH AND ECONOMIC, SOCIAL,  

AND INSTITUTIONAL RESILIENCE

POLICIES FOR THE NEXT GENERATION5

The most important pillar, from the perspective of 

the subject matter of the report, is digital transfor-

mation, consisting of reforms and investments in 

technology, infrastructure and processes. The aim is 

to raise the EU’s digital competitiveness on a global 

scale, strengthen the Union’s resilience, stimulate 

innovation and diversify key supply chains.6

However, the division of the pillars is not clear-cut; 

many reform areas are assigned to several of them 

simultaneously. Therefore, often when it is cate-

gorised, expenditure proposed in member states’ 

recovery plans is placed under different pillars. For 

this reason, the requirement to allocate a minimum 

of 20% to digital transformation objectives does 

not mean that the whole amount must be allocat-

ed to reforms and investments in the digital trans-

formation pillar. Many plans propose activities in 

other pillars that partly have a digital component.a 

All pillars, however, form a comprehensive set of 

areas and reforms to strengthen the European 

Union and member states after the COVID-19 cri-

sis and prepare societies and economies for the 

digital age challenges.

DEFINING DIGITALISATION

The European Recovery and Resilience Facility 

does not provide a clear definition of digitalisa-

tion or digital transition. These terms are used 

interchangeably and refer to the digital transfor-

mation pillar, which defines the main investment 

goals in this area. When trying to define digital-

isation in terms of the Recovery Fund, it is thus 

necessary to refer to the Annex of the Regulation, 

which indicates which of the planned activities can 

be classified under this category. There are seven 

intervention fields: connectivity; digital-related in-

vestment in R&D; Human Capital; e-government, 

digital public services and local digital ecosystems; 

digitalisation of businesses; investment in digital 

capacities and deployment of advanced technolo-

gies; greening the digital sector. Digital transforma-

tion in this view should therefore be understood as 

activities aimed to achieve the goals defined under 

the above intervention fields.7

a  E.g. the Slovakian justice system reform was classified as 
part of four pillars, including the digital one, due to invest-
ments in digitalisation for a range of processes. 
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DESI RANKING

The content of the European Recovery and Re-

silience Facility refers to the DESI Ranking, as 

does the European Commission when assessing 

national recovery plans. The Digital Economy 

and  Society Index (DESI) is a European index pro-

duced for the EC by the Directorate-General for 

 Communications Networks, Content and Technol-

ogy. It summarises and categorises Europe’s digi-

tal performance indicators and tracks the progress 

of EU countries in this domain. In addition to an 

overall assessment for individual countries, the 

ranking also benchmarks progress in several nar-

rower categories: connectivity (broadband, mobile 

internet, connection speed, affordability); human 

capital (digital skills, internet literacy, advanced 

competencies); digital inclusion (business digital-

isation, e-commerce) and public digital services. 

The DESI ranking is based on an in-depth analysis 

of the 27 EU member states and provides a com-

parative and analytical tool.8

THREE SEAS INITIATIVE COUNTRIES’ 

NATIONAL RECOVERY AND RESILIENCE 

PLANS APPROVED BY THE EUROPEAN 

COMMISSION

Under the Recovery Fund, AUSTRIA will receive 

almost 3.5 billion euro, of which 52.8% (1.8 bn) will 

be allocated to digital transformation in three main 

areas:

1. Improving digital connectivity – achieving at 

least 50% household coverage with a gigabit 

network supporting download and upload 

speeds of no less than 100 Mbit/s. 891 million 

will be allocated for this purpose.

Human capital Integration of digital technology Digital public services

Source: Own work based on the DESI ranking

▼ 2021 DESI RANKING
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2. Facilitating access to digital education – to pro-

vide students with computers and tablets. 172 m  

will be allocated for this purpose.

3. Boosting future-oriented, transformative, and 

innovative research – providing digital infra-

structure and supporting cross-border research 

collaboration to develop quantum computing. 

107 m will be allocated for this purpose.9

Austria is ranked tenth in the 2021 DESI ranking. 

Challenges in the digital sphere that Austria needs 

to face, as identified in the EC assessment of the 

plan, are mainly increasing the digital competences 

of the population and the supply of specialised ICT 

workers in the labour market. Another growth-hin-

dering factor is the low level of digital adoption 

among SMEs and the relatively low (below the 

EU average) coverage of the area with a high-speed 

fibre optic network.10

The Austrian NRRP is structured around four com-

ponents; 1. Sustainable recovery, 2. Digital recov-

ery, 3. Knowledge-based recovery, 4. Just recovery. 

Within each of these there are 4 sub-components 

containing a total of 27 reforms and 32 measures 

of investment. The Digital Renewal component ad-

dresses digital connectivity challenges to strength-

en economic competitiveness and social cohesion. 

In addition, it seeks to accelerate the broadband 

network rollout, addresses the need to further 

digitalise the public administration, introduces in-

centives for digital and green investments in the 

private sector, and addresses challenges related 

to the availability of digital equipment in the educa-

tion system. These challenges are presented under 

four subcomponents, indicating planned reforms 

and investments:

2.A. Broadband expansion implies reform and in-

vestment to create gigabit networks.

2.B. Digitalisation of education implies reform 

to provide fair and equitable access to basic 

digital skills for all lower secondary school stu-

dents and investment to provide digital devic-

es for students.

2.C. Digitalisation of the public administration in-

cludes a reform, which is also an investment 

from subcomponent 2.B, to provide digital 

devices to students, as well as an investment 

establishing a Public Administration Digital-

isation Fund.

2.D. Digitalisation and ecological transformation 

of businesses consists of three investment 

measures in: SME digitalisation, digital invest-

ment in enterprises, and green investment in 

enterprises.11

At the same time, due to the nature of digital tech-

nologies that permeate other areas, investments 

and plans related to digitalisation and new technol-

ogy development are also included in Component 

3 – Knowledge-based recovery and 4 – Just recov-

ery. Subcomponent 3.A, called Research, includes 

reforms and investments related to the digitalisa-

tion of universities, including the development of 

quantum technologies, precision medicine and dig-

ital research infrastructures. And under Subcom-

ponent 4.C – Arts and Culture, Austria envisages, 

among other things, the development of a national 

strategy for digitalising cultural heritage and relat-

ed investment.12 In total, of the sixteen subcompo-

nents of the Austrian plan, ten relate to, inter alia, 

digital transformation, of which two relate exclu-

sively to it – it should be noted that these are the 

only two subcomponents that relate to a single pil-

lar. Moreover, the digital transformation pillar tow-

ers above the others as it appears most frequently 

in the four components of the plan,13 which is relat-

ed to the pervasive and ubiquitous nature of digital 

technologies.

The analysis prepared for the European Commis-

sion notes that the planned investments in digital 

transformation and the above subcomponents 

are reinforced by reforms that will ensure their 

long-term and cross-sectoral impact. Funds from 

the Fund will particularly contribute to improv-

ing connectivity and broadband coverage in the 

country, as Austria is below the EU average in this 

regard. Therefore, most funding will go towards 
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developing gigabit-speed broadband networks. 

Austria’s digital transformation will also focus on 

the public and private sectors. Its goal in public 

administration is to increase the efficiency and ef-

fectiveness of its work, also providing new digital 

services to citizens and businesses. It is important 

to implement a reform introducing the principle of 

one-stop-shopping with public authorities to re-

duce the burden of bureaucracy for citizens and 

businesses. Investment in the private sector, on 

the other hand, targets wider adoption of digital 

technologies by SMEs. Austria also plans to imple-

ment an investment bonus of 14% for companies 

investing in digital technologies to increase their 

resilience and competitiveness. An important fac-

tor is investment in human capital related to access 

to digital education and digital tools for students 

and support for development and career change 

to IT-related careers. In addition, Austria’s scientif-

ic objectives related to the development of micro-

electronics and quantum technologies are in line 

with the concepts of EU technological sovereignty 

and open strategic autonomy in the global micro-

electronics supply chain.14

The amount of funding BULGARIA will receive 

is 6.27 billion euro, in which 25.8% of the funds 

(1.6 bn) will be earmarked to investments in the 

digital field. The three main areas of investment 

highlighted by the EC are:

1. Deployment of digital connectivity – increasing 

the coverage of high-speed networks through-

out the country, including rural and sparsely 

populated areas. 270 m will be allocated for 

this purpose.

2. Enhancing digital skills – promoting adult learn-

ing and launching a national online learning plat-

form. 319 m will be allocated for this purpose.

3. Digitalisation of public administration – invest-

ment in digital transformation of public ad-

ministration and development of public digital 

services, particularly in the areas of the judiciary, 

health, labour market and social protection. 

297 m will be allocated for the purpose.15

In the 2021 DESI ranking. Sofia takes the last but 

one place (ahead of another member state of the 

Three Seas Initiative – Romania). Bulgaria’s stance 

is the strongest in the digital public services cat-

egory (21st place, ahead of Poland and 4 oth-

er 3SI countries), followed by connectivity (26th 

place), human capital, and digital integration (last, 

27th place).16

The estimated total cost of the plan submitted by  

Bulgaria is 6.9 bn euro against 6.27 bn in RF funds, 

but Bulgaria has not applied for an RRF loan 

to cover the difference.17 The plan presented by 

Sofia foresees 47 reforms and 56 investments, 

which are structured in 4 pillars, each with 3 com-

ponents: Innovative Bulgaria (education, research 

and innovation, smart industry), Green Bulgaria  

(low-carbon economy, biodiversity, sustainable 

agriculture), Connected Bulgaria (digital connec-

tivity, sustainable transport, local development), 

and Fair Bulgaria (business environment, social 

inclusion, healthcare).18

When analysing the structure and digital skeins in 

the NRRP presented by Bulgaria leads to the con-

clusion that digital transformation is captured ho-

listically in the overall plan, with digital areas and 

investments intertwined between different sec-

tors. This is demonstrated by the fact that, in the 

EC assessment, only the reforms and investments 

included in the biodiversity component do not fit 

significantly or partly into the digital transforma-

tion pillar. Of the remaining eleven components, 

a significant share of the digital pillar is found in 

two: digital connectivity and business environ-

ment, and a partial share in the others. The re-

forms and investments they contain make up the 

three above-mentioned main areas. In terms of in-

creasing connectivity and access to broadband in 

Bulgaria, rural areas are of particular importance. 

Sofia’s objective for reducing the connectivity gap 

is to improve territorial cohesion by, among other 

things, providing e-government services in places 

where the presence of classical administration is 

limited or non-existent. In terms of connectivity re-

forms, it is also planned to develop and implement 
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an effective regulatory framework, effectively use 

designated frequencies to deploy 5G networks and 

create a business-friendly environment. In addi-

tion, the plan envisages the digitalisation of the 

Bulgarian post office, aiming to provide e-govern-

ment services.

Plans for the development of digital skills mainly 

feature in the education component of the Inno-

vative Bulgaria pillar. Among the investments is 

setting up and better equipping science (STEM) 

classes, including new technology classes. The aim 

is to enhance digital competences and develop sci-

ence teaching methods. Bulgaria is also investing 

in programmes dedicated to young people and 

adults, such as an educational national online 

platform to improve digital skills and re-training, 

among others.

In turn, investments and reforms in the digital 

transformation of the public sector are treated 

holistically and are spread across multiple compo-

nents of the plan. The business environment com-

ponent includes investments and reforms aimed at 

digitalising the judiciary, the construction sector, 

public administration data registers and devel-

oping digital public services for citizens and busi-

nesses. The digital communications component 

then includes the digitalisation of the post office, 

mentioned above, and the social inclusion compo-

nent the digitalisation of museums, including funds 

for libraries and audiovisual collections, and of sys-

tems related to providing employment services, 

as well as the business processes of enterprises 

and social and solidarity economy organisations. 

The last component (healthcare) envisages the digi-

talisation of medical service systems and platforms 

(diagnosis, telemedicine, improving emergency 

communication) and increasing the resilience of 

health care systems. In addition,  Sofia envisag-

es activities to develop the TETRA system to im-

prove coordination and management of crises and 

other national security issues. Within the digital-

isation of the administration, the EC also singles 

out plans for measures to improve the quality and 

performance of research institutions by investing 

in digital technologies and supporting SMEs with 

a grant programme to invest in ICT solutions and 

cybersecurity.

As investments and reforms in the digital trans-

formation pillar, the EC analysis also singles out 

investments in the digitalisation of railways, road 

safety, management and efficiency of water supply 

infrastructure and the digital transformation of the 

energy system operator.19

CROATIA will receive 6.3 billion euro from the Re-

covery Fund, of which 20.4% (nearly 1.3 bn) will be 

allocated to digital transformation in three main 

areas:

1. Digital transition of the public administration – 

digitalisation of the judiciary, interoperability 

of government information systems, deploy-

ment of Digital Identity Cards, introduction of 

smart-working and creation of a one-stop shop 

for all online services of public administration. 

287 m will be allocated for this purpose.

2. Digital connectivity for rural areas – increasing 

the coverage of the nationwide gigabit broad-

band network in rural areas and construction of 

electronic communication infrastructure. 126 m 

will be allocated for this purpose.

3. Digitalisation of higher education – investments 

in e-learning and digital teaching tools. 84 m will 

be allocated for this purpose.20

Croatia ranked nineteenth in the 2021 DESI rank-

ing, situated below the EU average in the cate-

gories of connectivity, use of online services, and 

digital public services. Challenges for Zagreb are 

primarily the need to increase broadband coverage 

and to intensify legislative efforts to launch 5G net-

works. The following statistics are also below the 

EU average: students’ access to high-speed inter-

net, the population’s level of basic digital compe-

tences, the number of ICT professionals available 

on the labour market, the level of public adminis-

tration’s digitalisation, and the availability and use 

of e-government services.21
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The national plan presented by Croatia aims to  

address the long-term challenges identified in 

the National Development Strategy to 2030, 

and responds not only to the crisis caused by the 

COVID-19 pandemic, but also to the series of 

earthquakes that hit Zagreb and the Banovina re-

gion in 2020. The plan consists of five components: 

1. Economy, 2. Public administration, judiciary and 

state assets, 3. Education, science and research, 

4. Labour market and social protection, 5. Health – 

and of one initiative, Renovation of buildings. In to-

tal, they comprise 22 subcomponents. All told, the 

plan contains 76 reforms and 146 investments.22

Among the 22 subcomponents, 11 fit partly in 

the digital transformation pillar of the Recovery 

Fund, while 5 do so significantly. These include 

subcomponents:

1.4 Developing a competitive, energy sustainable 

and efficient transport system.

• green and digital transformation pillars, and 

partly the social and territorial cohesion and 

smart, sustainable and inclusive growth pillars.

1.5 Improving the use of natural resources and 

strengthening the food supply chain.

• Digital pillar and partly the pillars: green transi-

tion and smart, sustainable, and inclusive growth.

2.2. Further improving the efficiency of public 

administration.

• Digital pillar and the health, economic, social, and 

institutional resilience pillar; partly the social and 

territorial cohesion and the smart, sustainable, 

and inclusive growth pillars.

2.3 Digital transition of society and public admini- 

stration.

• Digital pillar and partly the pillar smart, sustain-

able, and inclusive growth.

5.1 Strengthening the resilience of the health 

system.

• Two pillars: digital; health, economic, social and 

institutional resilience and partly the pillar social 

and territorial cohesion.

In turn, the subcomponents that partly fit the 

digital pillar remit are: 1.1 Resilient, green and 

digital economy; 1.2 Energy transition for a sus-

tainable economy; 1.6 Developing sustainable, in-

novative and resilient tourism; 2.1 Strengthening 

the capacity to design and implement public poli-

cies and projects; 2.4 Improving the management 

of state assets; 2.5. Modern justice fit for future 

challenges; 2.6. Preventing and combating corrup-

tion; 3.2. Boosting research and innovation capac-

ity; 4.1. Improving employment measures and the 

legal framework for the modern labour market and 

the economy of the future; 4.3. Improving welfare 

systems; 6.1. Renovation of buildings.23

Subcomponent 1.4. accounts for the single largest 

share of the funding allocation for the digital pillar 

with 692 m euro. It is closely followed in terms of 

funds allocation (575 m) by a number of activities 

distributed in different components concerning 

digitalisation of public administration and justice 

system – as regards improving work efficiency and 

enhancing the delivery of public services to citi-

zens. Subcomponent 2.3, focused directly on the 

digital transformation of the Croatian econo-

my and society, stands out; it includes measures 

to support the digitalisation of public administra-

tion and public services, as well as investments in 

digital connectivity and infrastructure, especially 

in rural areas. As the analysis prepared for the EC 

indicates, investment projects in energy trans-

formation (subcomponent 1.3, 433 m), education, 

R&D, and innovation (subcomponent 3.1 – educa-

tion system reform, 3.2, 402 m), will also contribute 

to digitalisation. In the healthcare area, most of the 

funds in subcomponent 5.1 are related to its digi-

talisation, for which Croatia plans to spend 44 mil-

lion. In addition, a number of subcomponents are 

indirectly devoted to investments in digitalisation 
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to improve competitiveness, productivity, skillset, 

and employability of citizens, for which a total of 

791 million is earmarked.24

The CZECHIA proposal for a national recovery 

plan worth 7 billion euro has been favourably re-

viewed and accepted by the European Commission. 

Within it, Prague has committed to allocate 22% of 

this amount to digital transformation, equivalent 

to 1.685 bn.25 Three main axes of these activities 

are foreseen:

1. Promotion of digital skills for the digital age 

(585 m).

2. Developing e-services (450 m).

3. Fostering the digital transition of the econ-

omy(650 m).

The Czech Republic is ranked 17th in the DESI rank-

ing, which it owes mainly to the high share of 

e-commerce in the economy, which gave it a high 

score in the area of digital integration. However, 

challenges include connectivity – despite 97% of 

the country being covered by high-speed internet, 

only 33% of households have access to broadband, 

exacerbated by the large gap in access between 

urban and rural areas. Similarly, advanced digital 

skills, whose insufficient level means limited ac-

cess to experts for the Czech public and private 

sector, should be treated as a challenge. Another 

problem is the low level of digital public services, 

which places the Czech Republic in 22nd position 

in the DESI e-government ranking. The last of the 

main areas for investment and action is business 

digitalisation, especially the SME sector.26

Prague will allocate a total of more than 1.636 bn 

euro to investments in digital transition. The plan 

has one component with six subcomponents en-

tirely dedicated to the digitalisation of the econo-

my, while 10 of the 26 subcomponents in the plan 

are wholly or partly related to digital transforma-

tion. The Czech plan includes a total of 55 invest-

ments and reforms classified by the European 

Commission as belonging to the digital area.27

Most of the funds will be spent on activities tied 

to digital skills and human capital. The main goal is 

to support innovation in education, labour market 

development and the provision of ICT equipment 

for educational purposes. Reforms in this area in-

clude changing curricula to strengthen digital ed-

ucation, creating a teacher training programme 

and providing educational content for schools. 

 Attention is also given to students’ access to ICT 

equipment and high-speed internet connection 

taking into account socio-economic differences.28

In the context of changing labour market needs, 

the Czech Republic proposes to invest in retraining 

and skills upgrading programmes, mainly focused 

on digital skills. These programmes, linked to tech-

nological support for companies, are intended 

to accelerate their growth and prepare them for 

the challenges of the future.29

The plan also allocates funds to increase the re-

silience of Czech companies, mainly through the 

digitalisation of production and, in a second step, 

non-digital elements. These funds will be available 

through grant programmes, both for SMEs and for 

large companies implementing large-scale projects. 

At the same time, investments will include projects 

implementing innovative digital technologies and 

those in the area of Industry 4.0 and 5G. Startups 

and innovative enterprises are also to be support-

ed with investments, mainly through projects with-

in Digital Innovation Hubs, Centres of Excellence 

for AI, and regulatory sandboxes. Approximately 

415 m euro has been set aside for these ambitious 

projects, and their execution can significantly bring 

the Czech Republic closer to a comprehensive dig-

ital economy based on synergies between innova-

tion, infrastructure development, and the digital 

transformation of society.30

Equally important in the Czech plan is investment 

in public administration with a special empha-

sis on e-government. The Czech Republic ranks 

only 22nd in the DESI ranking in this respect, the 

improvement is to be ensured by investments of 

around 389 m euro, both in back-end infrastruc-
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ture and in developing new and improving the qual-

ity of existing e-government services for business 

and citizens. This amount also includes funds for 

the development of the e-health area and strength-

ening the cyber security of key information sys-

tems. In addition, Prague has used more than 

56 million for digitalisation and simplification of 

the building permit process, which is often an ob-

stacle for companies, thus blocking the country’s 

economic development.31

As with previous countries, connectivity was mainly 

referred to in the context of 5G network expansion. 

This is to be achieved through the construction of 

5G corridors, the promotion of infrastructure shar-

ing, and by streamlining the allocation of frequen-

cies to operators. Activities related to improving 

connectivity and access to high-speed internet 

will be able to use the secured funding of around 

227 m euro.32

The Czech Digital Recovery Plan is a satisfactory  

step towards the digital transformation of the 

economy and society. By responding directly to na-

tional constraints and challenges, through signif-

icant investments in the 5G network, education 

and teaching methods, e-government, or the latest 

technologies, it has the potential to make a lasting 

impact on the Czech economy.

ESTONIA is slated to receive 969.3 million euro in 

grants from the Recovery Fund, of which 21.5% 

will be allocated to digital transition objectives.33 

Among them, three main investment areas can be 

distinguished:

1. Digitalising companies – support for the digital 

transformation of enterprises, aimed at both 

small, medium and micro enterprises. 83 million 

will be allocated for this purpose.34

2. Digitalising the public administration – mod-

ernisation of the existing solutions based on 

the latest technologies, aimed to increase the 

resilience and security and reduce the admin-

istrative burden on citizens and business. 97 m 

will be allocated for this purpose.35

3. Enhancing connectivity – deploying high-speed 

networks in rural areas. 24 million is planned for 

this purpose.36

Estonia is ranked 7th in the DESI ranking for 2021 

and remains one of Europe’s digital frontrunners.37 

The strongest area of Estonia’s digital environment 

is its extensive e-government, with 99% of adminis-

trative services moved online. The local strengths 

also include a high level of digital skills. Estonia’s 

biggest challenge is to improve connectivity, where 

the implementation of 5G networks and access 

to high-speed internet in rural areas is a problem, 

as well as supporting the integration of digital tech-

nologies by businesses.38

Estonian activities and investments classified by 

the European Commission as digital transforma-

tion will be financed with a total of 208 m euro. 

The RRP put forward by Tallinn consists of 6 com-

ponents: digital transition in enterprises, support 

for green transformation in enterprises, digital 

state, energy and energy efficiency, sustainable 

transport, and health and social protection. Two of 

them – digital transformation of enterprises and 

digital state – contain investments and activities in 

the area of digital transformation, which consists 

of 13 subcomponents.39

The component “digital transformation of en-

terprises” (116.2 m) is intended to provide sup-

port to enterprises and their digitalisation and 

to strengthen their competitiveness in export mar-

kets. Under one of the subcomponents, financial 

assistance will be directed to small, medium and 

micro enterprises from all sectors. Two further 

subcomponents aim to develop digital solutions 

in two sectors that are outside the mainstream 

of digital transition so far: construction and road 

transport. Within them, the component envisages, 

among other things, reforms to improve underrep-

resented digital skills through training for manag-

ers, upgrading skills and retraining for ICT spe-

cialists, revising training materials for ICT  experts, 
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and designing a new qualification framework for 

specialists.40

The digital state component (121.7 m) aims to in-

crease the efficiency of public service delivery and 

strengthen the resilience and sustainability of 

digital infrastructure and systems. Proposed re-

forms include reorganising the management of 

public authorities’ digital systems and services, 

migrating them to the cloud, reforming data man-

agement by public institutions, redesigning a vari-

ety of services for citizens, improving public ser-

vices for business and creating a virtual assistant. 

In addition, two components will respond to the 

problem of money laundering with a new IT sys-

tem. The component also includes investments in 

the development of very high capacity broadband 

networks in rural areas.41

The overall Estonian investments and reforms in 

the area of digitalisation mainly focus on two cat-

egories: digital transformation of enterprises and 

modernisation of public services. In addition, small-

er investments include activities in the areas of 

connectivity, human capital, new technologies and 

R&D, among others.

While Estonia is among the most digitally advanced 

countries in Europe, the Recovery Fund resources 

will help overcome challenges related to the short-

age of digital professionals and workers and the rel-

atively low integration of digital solutions by busi-

ness, with an emphasis on construction and road 

transport. In addition, the funds earmarked for the 

modernisation of public services are expected to al-

low the country to maintain its position as a global 

leader in this area. An equally important area for 

action is investment in the availability of high-speed 

internet (at least 100 Mbps), especially in rural ar-

eas, which is expected to reduce digital exclusion, 

supporting further digitalisation of the country.42

LITHUANIA’S Recovery Plan amounts to 2.2 billion 

euro, of which Vilnius has earmarked 32% for digi-

tal transformation (approx. 700 m), which will drive

1. Deployment of technologies adapted to the 

Lithuanian language (117 m),

2. Customer-oriented digital services (117 m),

3. Development of 5G networks (73 m).43

The Lithuanian RRP implements the area objectives 

of the 6 European Recovery Plan pillars by means 

of 7 components. Digital transformation activities 

are mainly included in Digital transformation and 

Public sector components, while minor and indirect 

digital activities can also be found in elements of 

Healthcare (e-health), Green transformation 

(e.g. ICT tools for car charging stations), Education 

and Social protection.44

Although Lithuania took a satisfactory 14th spot 

in the DESI ranking, many challenges on the way 

to digital transformation remain. These include 

the delayed deployment of 5G networks, signifi-

cant digital exclusion of rural residents, low levels 

of digital literacy among residents and a shortage 

of IT specialists. The low level of digitalisation and 

use of new technologies also affects the Lithuanian 

private sector.45

The first area included in the digital component of 

the Lithuanian recovery plan is the public sector, 

which will be impacted by a large part of all activities 

and three major reforms planned. The first of these 

aims at “fully consolidating state information re-

sources, IT infrastructure and services”, the second 

focuses on “ensuring the availability of reliable pub-

lic sector data and the possibility to share it across 

sectors”, while the third concerns “fully digitalising 

government processes and expand[ing] digital public 

services” while ensuring that “all digital public ser-

vices are accessible for people with disabilities”.46

Explicit attention was also given to the issues of im-

proving digital connectivity and digital exclusion of 

rural residents. The first of these is related to the 

3S project to ensure the availability of 5G networks 

in the area along Via Baltica and Rail Baltica and 

around other key roads, ports, airports, etc., which 

is also touched on in the subchapter on Latvia. 

Funds have also been secured for the construction 
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of 50 telecommunication towers and 2000 km of 

 fibre optic infrastructure in suburban and rural ar-

eas where commercial projects are scarce.47

Another element of the Lithuanian recovery plan is 

the development of advanced digital technologies, 

especially in the private sector. The concept focus-

es mainly on advocating science-business cooper-

ation and digitalising the cultural sector.  Vilnius 

proposal emphasises the need to create modern 

technologies adapted to and using the Lithuanian 

language, which would allow more people to access 

the digital environment and facilitate the creation 

of advanced digital technologies for science, busi-

ness, and society. The most important activities 

in this domain include: investments in creation of 

technological resources in Lithuanian language, 

investments in digitalisation and increasing acces-

sibility of cultural heritage, investments in produc-

tion of digital education content, financing stimulus 

for robotics- and AI-related business service cen-

tres, and investing in an ICT Competence Centre.48

The Lithuanian plan also includes ambitious mea-

sures to develop digital skills among all social and 

professional groups. These are included in the ac-

tivities: digital transformation of vocational edu-

cation and learning system, assistance to the un-

employed and efficient public sector. Activities in 

this area will be supported by resources from other 

EU structural funds.49

In addition to the pursuit of the described main ac-

tivities in the digital transformation component, its 

objectives are also carried out through the planned 

funds for the promotion of e-health solutions and 

distance learning, full integration of digital solu-

tions for job centres and public services, use of 

digital solutions for large-scale electricity storage 

and for digital tax and excise duty collection.50

The Lithuanian Recovery Plan, by allocating 31.5% 

of the total funds to digital transition, highlights 

the significance of digitalisation on the list of po-

litical and economic priorities for the country and 

indicates how important these activities are in 

the context of rebuilding the economy after the 

COVID-19 pandemic. The funds will ensure effec-

tive and complementary development of the digital 

society and economy and contribute to overcoming 

the resulting challenges.

LATVIA submitted her National Recovery Plan 

proposal to the European Commission on 30 April 

2020, seeking 1.8 billion euro in grants. The pro-

posal was officially evaluated positively by the 

EC and approved on 22 June 2020.51 Digital goals 

will account for 21% of the negotiated amount. 

The first tranche amounting to 237 million and 

representing 13% of the total was transferred 

to Riga on 10 September 2021.52

The digital activities planned under the Latvian Re-

covery Plan can be divided into three main areas.

1. Climate policy goals-related investments (623 m).

2. Digital transformation (232.5 m).

3. Strengthening the economy and social resilience 

(513 m).

The remaining amount will be funnelled to mi-

nor objectives.53 Funds from the digital pool will 

be spent on activities grouped around the main 

digital challenges facing Latvia. The most import-

ant of these is access to fast and reliable internet 

connection, if we look at Latvia in terms of cover-

age of broadband services and availability of 4G 

network, it is the frontrunner in Europe, but the 

problem is access to fast and stable connection 

in rural areas. Latvia has already taken appropri-

ate remedial action, particularly within the digi-

tal Three Seas region, signing a memorandum in 

2018 on the need for a Via Baltica 5G corridor with 

 Estonia and  Lithuania, which Poland also joined in 

2020.  However, access to high-speed internet in 

rural areas remains a challenge, especially given 

the lack of interest from private investors, who are 

not encouraged by the low return on investment.54

Another challenge is the low level of digital skills 

among the population, slowing down the momen-
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tum of digital transformation. There is also a short-

age of IT specialists, who in Latvia represent the 

smallest percentage of economically active citizens 

compared to other EU countries.

Similarly, a low degree of digitalisation character-

ises Latvian companies, of which, according to the 

DESI ranking, only 14% can be described as high-

ly digitalised. These companies use cloud or big 

data services or engage in e-commerce to a lesser 

extent than those in other EU countries.55

The RRP resources scheduled for digital transition 

cover all aspects of the transformation – public 

and private sectors, digital skills, and connectivi-

ty. They also present an attempt to respond to the 

challenges identified and described above. The dig-

ital component of the Latvian Recovery Plan con-

sists of 25 subcomponents under 4 components 

strengthening digital transition.56

Reform and investment activities in the area of 

public administration will focus on digital process-

es and data management using national ICT solu-

tions, e-services and the creation of tools for more 

efficient public administration work. Latvia’s em-

phasis in this area is on the creation of a national 

cloud for rapid development of the national econo-

my based on data and digital services and on build-

ing ICT architecture and IT solutions for the public 

administration.57

Another important area is the digital transforma-

tion of business, which is to be achieved through 

the creation of the European Digital Innovation 

Hub (EDIH), national and regional subsidiary bod-

ies, and the like. They will be able to raise funds 

through planned grant competitions and other fi-

nancial instruments aimed at developing business 

process digitalisation, research and innovation in 

the area of new technologies and services and In-

dustry 4.0 solutions, such as Internet of Things, ar-

tificial intelligence, big data, machine learning, etc.

Latvia plans to increase the level of digital skills 

among its citizens aged 16–74 from 43% in 2020 

to 54% in 2026. A range of activities will be con-

ducted to achieve this:

• Creation and implementation of education devel-

opment guidelines.
• Placing responsibility for digital education of 

employees on companies and creating wider op-

portunities and rights to education for employees.
• Setting up skills funds – to finance training and 

courses.
• Computer libraries in schools, reducing digital 

exclusion.

Connectivity will be improved by providing back-

haulb for 5G corridors and increasing broadband 

coverage. Measures in this area will ensure 100% 

coverage of the area along Via Baltica 5G and ad-

dress the problem of connectivity of end-users in 

rural areas, while remaining in synergy with private 

sector investments and cohesion policy funds.58 

In addition to the main digital component, activ-

ities to be included in the digital transformation 

area can be found in the components on the rule of 

law and reducing inequalities. These relate to the 

labour market participation of the unemployed 

and those at risk of unemployment by enhancing 

digital competences and the modernisation of 

technical capacities in order to preserve the rule 

of law through the use of artificial intelligence 

solutions.59

In the assessment of the European Commission, 

the digital component of the Latvian Recovery Plan 

is “aligned with the European Digital Strategy, fo-

cused on improving competitiveness and boosting 

digitalisation”;60 it also forms a complementary dig-

ital transformation strategy with planned invest-

b  In telecommunications systems, backhaul is an interface 
between core and edge network. For instance, in the mo-
bile phone system, towers connect to local phones and form 
a large but local-area network. The towers communicate with 
a central routing system, which is able to communicate with 
all the towers in the system. Local towers form an edge net-
work, the central system is the core, and the method for the 
two to communicate is the backhaul.
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ments under the cohesion policy and other initia-

tives at European and regional level.

The ROMANIAN NRRP assumes funding of 14.2 

billion euro in grants and 14.9 billion in loans, giv-

ing a total of 29.1 bn, 21% of which will be allocated 

to digital transformation in three main areas:

1. Digitalisation of public administration, par-

ticularly in the judiciary, social services, the 

environment, civil service management and 

competence development, cyber security, tax 

and customs, cloud infrastructure and eID de-

velopment. Around 1.5 billion will be earmarked 

for this purpose.

2. Digitalisation of education through improving 

digital pedagogical competences, equipping 

school institutions and universities with equip-

ment and teaching materials – 881 m.

3. Digitalisation of healthcare and development of 

an integrated system for healthcare institutions 

and telemedicine – 470 m.61

Romania finished in the last, 27th place in the 

2021 DESI ranking, but her performance in the 

ranking’s component categories is very uneven, 

as in the connectivity category Bucharest ranks 

above the EU average and is 10th in the commu-

nity. Unfortunately, in the other categories it devi-

ates significantly from this position and is placed at 

the end or just before it (implementation of digital 

technologies). One of the challenges is to improve 

access to the Internet in schools, urban and rural 

areas and to increase the supply of ICT specialists 

to the labour market, whose shortage also affects 

the public sector and digital public services.62

The presented and accepted plan has been struc-

tured according to the six pillars defined by the EC, 

further assigning to each pillar its components, of 

which there are 15 in total. The Digital Transforma-

tion pillar itself consists of a single component with 

the same name, but investments related to dig-

ital transformation are, in the EC’s assessment, 

also found, directly and indirectly, in the compo-

nents assigned to the other pillars.  Romania’s main 

goal in this area is to make public administration 

and public services for citizens and businesses 

digital. Reforms and investments are aimed at the 

introduction of cloud solutions, the implementa-

tion of e-identity, the digitalisation of prosecutor’s 

offices and the judicial system, environmental pol-

icy, health services and their integration into the 

labour market. It should be noted that investments 

in this pillar are of a holistic nature going beyond 

the replacement and acquisition of equipment for 

the administration, aiming at the development and 

implementation of advanced technologies for op-

timising and increasing the availability of interop-

erable public services following the once-only 

principle. In addition, Bucharest envisages invest-

ments poised to improve the level of connectivity, 

cybersecurity, and digital competence of the pop-

ulation and involvement in international develop-

ment projects in the field of Low Power Processors 

and Semiconductor Chips through participation in 

or association with planned Important Projects of 

Common European Interest (IPCEI).63 In the EC’s 

assessment, the planned investments and reforms 

respond well to Romania’s challenges in digital 

transformation and in reducing the development 

gap of the sectors highlighted in the DESI ranking. 

In addition to the areas directly related to digital 

transformation highlighted above, Bucharest is 

planning a number of investments in other sectors 

that take into account the pervasive and holistic 

nature of digitalisation. Such elements include im-

proving the availability and quality of public ser-

vices in the field of integrated telemedicine and 

e-health systems, the development of an elec-

tronic ID card system, the building of the above-

mentioned government cloud, the digitalisation of 

car, rail, and public transport management systems 

in cities, and investments in the research and ed-

ucation sector, such as the computer equipment 

upgrades and plentiful supply in schools and train-

ing for teachers to hone their digital competences. 

 Minor investments are also planned in the reform 

of the tax and pension system, spatial planning, 

waste management and cultural financing.64
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The SLOVAK Recovery Plan coffers will hold 

around 6.3 billion euro, of which about 21% will be 

allocated for purposes directly or indirectly related 

to digital transformation. The three main areas of 

these investments are:

1. Creating user-friendly e-government solutions 

(177.5 m).

2. Improving digital infrastructure across schools 

(187 m).

3. Digitalisation of business (102 m).65

Slovakia’s digital development has noticeably 

slowed down compared to other EU countries, and 

Bratislava’s weaknesses in this domain were high-

lighted during the COVID-19 pandemic. The 2021 

DESI ranking placed Slovakia in 22nd position 

among EU countries, and the biggest challenges 

include, as in most Three Seas countries, access 

to high-speed internet, especially in rural areas, 

where only 44% of homes are within its coverage. 

5G network development has its problems, from 

delayed auctions to relying entirely on private 

operators who show no interest in reaching areas 

with little business potential with the 5G network. 

Similarly, low levels of digital literacy among res-

idents and poor digitalisation of companies and 

one of the lowest levels of e-government among 

the EU countries.66

The Slovak recovery plan consists of 18 subcompo-

nents, 9 of which are related to digital transforma-

tion objectives – 2 in their entirety and 7 indirectly. 

In particular, the issues of e-government efficiency, 

technological innovation, digital skills among citi-

zens and IT infrastructure are addressed.67

The development of digital skills is identified in the 

plan as a key requirement for successfully meeting 

the challenges of the digital age. Planned invest-

ments in this area include revising and digitally up-

grading curricula, training and coaching teachers 

and purchasing IT equipment for schools. Access 

to digital technologies and skills is also slated for 

increase among excluded communities, particularly 

those with lower economic status, creating barri-

ers to entry into the digital society.

A large part of the planned funds was directed at 

the area of digitalisation of public administration. 

This goal is to be achieved, among other things, by 

investing in IT systems of the justice system, the 

police, fire brigades and rescue services. Making 

processes digital is also supposed to lead to eas-

ier online payment of taxes and fees and easier 

access to e-government services. The Slovak gov-

ernment has pledged to identify 16 key activities 

of citizens and businesses, for which simple and ef-

ficient digital solutions are to be presented, mak-

ing it easier and faster to function in society and 

business. The role of cybersecurity in this area was 

also highlighted by the government’s commitment 

to strengthen and standardise the related proto-

cols across all sectors of public administration.68

An interesting initiative is the planned digital in-

vestment in central hospital management to make 

medical and administrative processes more effi-

cient. For this and other objectives related to dig-

ital transformation, the modern and accessible 

healthcare component foresees 41 million.69

The Slovak plan also considers linking digital trans-

formation with environmental policy goals to be 

quite important. This includes investments in auto-

mation and digitalisation of traffic management in 

railways and the digital components of investments 

in the flexibility of the electricity grid.70

Although connectivity investments are supposed 

to be financed mostly from other sources in Slovakia, 

the recovery plan will be used to achieve the objec-

tives of the National Strategy for Broadband Inter-

net Access (Národná stratégia pre širokopásmový 

prístup v SR).71 It assumes that by 2030:

• All households will have access to an Internet con-

nection with a speed of at least 100 Mbit/s, with 

the upgrade to gigabit speeds possible.
• All major socio-economic actors such as schools, 

transport hubs, major public service providers, 
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and businesses using digital services will have 

access to gigabit connection speeds.

Another subcomponent is the digital transfor-

mation of the Slovak Republic, to be achieved 

through investments supporting the development 

of advanced digital technologies and the creation 

of technological skills centres and platforms for 

cooperation. Digitalisation of small and medi-

um-sized enterprises is to be driven by “voucher” 

programmes and Digital Innovation Hubs.72

The Slovak recovery plan responds to the digital 

challenges facing the country and may become an 

important element of the digital transformation for 

the whole country.

SLOVENIA is poised to receive 2.5 billion euro in 

funding for the objectives outlined in the NRRP, 

21% of which will go towards digital transforma-

tion in three main areas:

1. Strengthening digital literacy through educa-

tion and lifelong learning – developing students’ 

digital skills throughout the education cycle by 

updating curricula and providing training for 

20 000 teachers, improving school connectiv-

ity and increasing the availability of digital skills 

training for staff and officials in the public sector. 

114 m will be allocated for this purpose.

2. Digital transformation of healthcare – imple-

menting new digital services into health care, in-

cluding: telemedicine, digitising patient records 

and improving the e-visit system to provide 

greater transparency on waiting times. 83 m 

will be allocated for this target.

3. Digital transformation of enterprises – sup-

porting the implementation of advanced digital 

technologies in companies and strengthening 

the digital skills of their employees. 44 m will be 

allocated for this aim.73

Slovenia is placed 13th in the 2021 DESI ranking, 

which puts it above the EU average and above the 

3S average. The analysis done for the EC indicates 

that Slovenia needs to increase land coverage of 

high-speed broadband, responding also to the dif-

ferent quality of connectivity in urban and rural 

areas, and intensify legislative efforts for 5G net-

work rollout.74 Statistically, Ljubljana lags slightly 

behind the EU average in the availability and use 

of e-government services, while the state far ex-

ceeds it in the area of digital deployment in the 

private sector.75

The Slovenian plan is structured in four clusters 

of development areas (which in a way correspond 

to the RF pillars): 1. Green transformation; 2. Dig-

ital transformation; 3. Smart and sustainable 

growth and economic cohesion; 4. Health and so-

cial care. The clusters consist of a total of 16 com-

ponents, of which 2 belong to the Digital Trans-

formation cluster, and the planned investments in 

them are:

• Digital transition of the economy – 56.5 m;
• Digital transition of the public sector and public 

administration – 260.17 m.

The two components above account for the alloca-

tion of 12.75% of the Fund monies; however, a num-

ber of investments in digital transformation are in-

cluded in other clusters, which makes them together 

account for 21% of the financing pool. The cluster 

objectives and its main measures are focused on 

the digitalisation of the public and private sectors. 

Investment in the development of digital connec-

tivity (30 m) is highlighted, which aims to reduce 

inequalities in access to networks and strengthen 

digitalisation there. The first cluster component 

above represents investments in digitalisation and 

competitiveness development of SMEs and large 

enterprises (44 m), and includes four internation-

al projects in cloud, microelectronics, quantum 

communications, and blockchain. The second com-

ponent, on the other hand, includes a digital trans-

formation strategy for the public sector with key in-

vestments. Ljubljana plans to introduce a reform of 

electronic identification to increase the use of public 

digital services by citizens and businesses, and to in-

vest in the development of digital skills to reduce 
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the digital divide of the state (63 m is earmarked for 

the digitalisation of education, science, and sport). 

In addition, key public sectors (e.g. justice, health, 

or internal security) are also to go digital, receiving 

better equipment and officials with enhanced skills. 

Slovenia also plans to transform public services re-

lated to spatial planning, real estate, nature and wa-

ter management (33.5 m), as well as pursue a major 

cross-sectoral cybersecurity reform.76

The plan presented by Slovenia also includes 8  

cluster components that partly fit into the digital 

transformation pillar, these are: 1.1 Renewable 

energy and energy efficiency; 1.4 Sustainable mo-

bility; 3.1 Research, development and innovation; 

3.2 Raising productivity, business-friendly environ-

ment for investors; 3.4 Restructuring of Slovenian 

tourism, investment in infrastructure in the field of 

tourism and cultural heritage; 3.5  Strengthening 

competences, in particular digital competences 

and those required by the professions of the future 

and green transformation; 3.6 Efficient public insti-

tutions; 4.1 Health.77

NATIONAL RECOVERY PLANS NOT  

ACCEPTED YET (AS OF 25 APRIL 2022)

The POLISH National Recovery Plan was sent for 

evaluation and approval to the European Commis-

sion on 3 May 2021.78 As of the date we issue this 

report, the Commission has not evaluated the proj-

ect yet due to political issues and allegations of rule 

of law violations by Warsaw.79 The Polish project 

intends to have 23.85 billion euro80 in capital and 

includes five components: resilience and competi-

tiveness of the economy; green energy and reduc-

tion of energy intensity; digital transformation; 

accessibility and quality of the healthcare system; 

green and smart mobility. Expenditure of 3.034 

billion, or 12.7% of the total, is planned for explic-

itly digital objectives.81 Meeting the requirement 

to allocate at least 20% of the total grant to digital 

transformation objectives will thus depend on the 

indirect and partial eligibility of investments and 

activities from other components to the digital 

area, which is at the EC’s discretion.

The Digital Transformation component is based 

on three main activities: ensuring universal access 

to high-speed Internet – development of network 

infrastructure (1.400 bn); increasing demand for 

digital solutions in the public sphere, in the econ-

omy, and in society (1.191 bn); increasing cyberse-

curity of information systems (443 m). The most 

important investments and activities include 

eliminating the so-called “blank spots” in the ac-

cess to the Internet and limiting the digital ex-

clusion, for which 1.4 billion is to be spent.82 Over 

half a billion euros is planned for building digital 

school infrastructure, 457 million on introduc-

ing public e-services with particular emphasis on 

consolidation and building IT solutions for public 

administration, agriculture, investment process-

es, and tax administration, while 184 million will 

be invested in developing citizens’ e-competences. 

The last major area of investment is cybersecurity, 

with the digitalisation of security services and the 

development of infrastructure for the processing 

and delivery of digital services – here 443 million 

has been assigned.83 Investments will include the 

development of operational cybersecurity centres 

at regional, sectoral, and industry levels, increasing 

the effectiveness of cybersecurity systems and up-

grading the digital infrastructure of security ser-

vices. The Polish proposal also mentions the need 

to standardise data processing in the field of e-gov-

ernment and planned investments in increasing the 

security of critical infrastructure, especially in com-

puting centres, which operate to offer e-services.84 

Among other components, the Polish plan identi-

fies five investments, which indirectly fall under 

the digital transformation remit. These are the cre-

ation of industry-specific skills centres, retrofitting 

employees and employers with equipment to en-

able remote working, investments in transmission 

networks, investments related to pandemic-relat-

ed changes in healthcare entities, and digital solu-

tions for transport. Adding the amounts planned 

for the above to the direct investments from the 

described component, we get about EUR 4.98 bil-

lion, or 20.9% of the total, which is above the re-

quired 20% for digital transition.
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HUNGARY, not unlike Poland, is facing difficulties 

with having her NRRP accepted, which is related 

to such issues as corruption problems around the 

distribution of EU funds. In the 2021 DESI ranking, 

Hungary took the 23rd spot, placing it below the 

average for the Three Seas countries, while stand-

ing out above the EU average in the communica-

tions category (12th place). For the other categories, 

the score does not exceed the average, placing the 

country in 22nd position in the human capital cate-

gory, 25th in digital public services and 26th in digi-

tal technology integration.85 The EC has reserved 

16.83 billion euro for Budapest, consisting of 7.17 

bn in the form of a grant and 9.66 bn in optional 

loans.86 Out of the funding, digital transformation 

receive about 1.7 billion (23%).87

The Hungarian plan consists of nine components, 

which are assigned letters as follows: A – De-

mography and public education, B – University 

revitalisation, C – Redressing urban and munic-

ipal inequalities, D – Water resources manage-

ment, E – Sustainable green transport, F – Energy 

(green transition), G – Transformation to a circular 

economy, H – Digital reform for competitiveness, 

I – Health. The plan refers to digital transforma-

tion both directly in Component H and indirectly, 

weaving it into the others. Component A highlights 

investments in devices, improved connectivity in 

schools, the creation of digital services and pro-

grammes dedicated to schools, and the use of 

digital tools in the educational process by teach-

ers. Component B highlights reforms responding 

to the rapid development of technology and mar-

ket demand for professionals. Component C only 

mentions strengthening the digital competences 

of citizens in the 300 areas facing the greatest in-

equalities with respect to the average development 

of the country, in order to integrate them into the 

labour market. Component F mentions the dig-

italisation of the energy sector in passing, failing 

to elaborate on the details, while Component G 

emphasises the role of digitalisation in the process 

of sustainable development and reducing the envi-

ronmental effects of development. Indirectly also, 

Component I signals the development of digital 

services in healthcare and its digitalisation, which 

is crucial for improving operational and procure-

ment efficiency. What is directly focused on digital 

transformation is Component H. It aims at struc-

tural transformation increasing the competitive-

ness of the Hungarian economy and the welfare of 

its citizens. The component includes reforms with 

accepted quantifiable measures of their success 

in terms of: development of a broadband network 

and a digital backbone for social welfare networks, 

comprehensive improvement of digital competenc-

es (especially in the field of artificial intelligence), 

increasing the level of digitalisation of enterpris-

es (especially SMEs), and creating conditions for 

a data-driven economy and the development of 

artificial intelligence as a technology of strategic 

importance, increasing the state’s digital capacity 

in transport and agriculture.88

COMPARISON OF THE 3S COUNTRIES’ GOALS

The European Recovery and Resilience Facility 

represents an unprecedented opportunity for 

EU countries to recover from the COVID-19 cri-

sis and increase the pace of sustainable and dig-

ital development, both economically and socially. 

Funds for reforms and investment have been linked 

to digital transition, a necessary step on the way 

to Industry 4.0 and to closing the development gap 

between EU countries. With the minimum 20% in-

vestment in digital transformation required by the 

EC, every country has set aside a huge amount of 

money for this purpose in their recovery plans. It is 

also a great opportunity for the entire 3S region, 

which from the beginning has placed a strong em-

phasis on the development of digital technologies 

and digital connectivity in the region. Unfortu-

nately, these ambitions find little reflection in the 

extent to which RRF funds will be spent on digital 

transformation. Analysing the percentage share of 

investments in digital transformation in the over-

all funding amounts, we can see that Austria (the 

least active member of the Three Seas Initiative) 

has by far the most driving ambition in this area, 

allocating as much as 53% of the funds. Definitely 
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above the average of 25% is Lithuania, which will 

allocate 32% of the funding for these purposes, and 

just above – Bulgaria (26%). Poland does not devi-

ate significantly from the average and plans to al-

locate approximately 20.9% of the funds received. 

In the case of most of the other NRRPs from the 

region, the funds for digitalisation fluctuate around 

20–21% of the total, i.e. only slightly exceeding the 

required minimum, which proves the low priority 

for investments in digital transformation given by 

the governments of the 3S countries. The planned 

expenditures also look meagre when compared 

the thirteen EU states whose NRRPs have been 

accepted, which on average allocate 28% of the 

funds in this way.

The analysed Three Seas states will spend on av-

erage almost 1.861 bn in this domain, of which 

 Romania will assign the most, with over 6.1 bn. 

 Despite the fact that it is the highest amount 

among in the 3S, it does not truly stand out in all 

of the EU, as e.g. Germany will spend 52% of the 

funds and 13.312 bn, Spain 28% and 19.46 bn, and 

Italy, which uses the credit mechanism through the 

EC, 25% and 47.875 bn. Greece is also planning 

to spend more than Romania. Poland will offer the 

▼ PERCENTAGE OF FUNDS AND ESTIMATED INVESTMENTS  
AMOUNT ALLOCATED TO DIGITAL TRANSFORMATION

Source: Own work on the basis of EC documents and NRRPs.
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second largest amount in the 3S for digital transfor-

mation, putting 4.98 bn euro on the table.

It should be noted that the Bruegel think tank team 

put forward another summary of the investments 

planned by EU states within the RRF, as it anal-

ysed – by structuring plans and classifying expen-

ditures – the plans of twenty-one member states, 

including eleven countries of the 3S Initiative (ex-

cluding only Bulgaria). The results of its analysis 

were presented under four classifications referring 

to: the six pillars of the Recovery and Resilience 

Facility (RRF), the seven priority investment fields 

of the RRF, the twenty-two key sectors in the sta-

tistical classification of economic activities in the 

EU (NACE), and the team’s own classification.89 

By comparing the number of objectives from the 

digital transformation pillar of the analysed Three 

Seas countries with the total components distin-

guished in the structure of the plans and the re-

maining direct and indirect objectives in the other 

pillars, it is possible to see what place transforma-

tion occupies in the structure and whether it is 

treated holistically, encompassing the other pillars, 

or whether reforms and investments related to it 

are detached from them. Thus, the components 

with goals indirectly embedded in digital transfor-

mation ranged from 75% of the total in the case 

of Bulgaria, demonstrating the frequent perme-

ation of digital objectives by other pillars of the 

plan, to only 8% in the case of the Czech Republic. 

Prague also has the lowest ratio of milestones in 

the digital transformation pillar relative to other 

milestones, while in Latvia all goals are dedicated 

to this pillar. It should be noted that the low coef-

ficients indicating the holistic nature of the digi-

tal transformation in the Czech Republic are met 

with higher figures when it comes to the share of 

digital direct objectives in relation to components 

and direct objectives of other types. Nevertheless, 

these are still average figures, indicating the rela-

tively low priority given to the digital transforma-

tion in relation to other 3S countries. In prioritis-

ing the digital transformation pillar goals vis-à-vis 

the total goals, Slovakia also ranks slightly better. 

Source: Own work based on EC documents.

▼ GOALS IN THE DIGITAL TRANSFORMATION PILLAR COMPARED  
TO THE NRRPS COMPONENTS AND OTHER GOALS ACROSS THE 3S

% of indirect goals in the digital transformation pilar in relation to all components
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In Austria’s assessment, the EC did not make a dis-

tinction between direct and indirect goals. Con-

sequently, the goals corresponding to the digital 

transformation pillar are part of 67% of the plan’s 

components, representing 23% of the total goals.

The chart above shows the breakdown of each 

country’s digital projects by five categories: connec-

tivity; human potential and education; other; busi-

ness and economy stimulation; and digital public 

services. The connectivity category includes invest-

ments related to high-speed internet and 5G access 

and digital gap reduction. The category human cap-

ital and education includes activities meant to in-

crease the digital skill level among citizens (both the 

basic and expert tier) and investments in the digi-

talisation of the education sector and the develop-

ment of digital-related courses, e.g. in cybersecu-

rity. The category of business and support for the 

economy includes investments in digitalisation of 

the private sector, support for process digitalisation, 

strengthening innovation and cross-sector cooper-

ation. Digital public services are all activities related 

to e-government services, digitalisation of adminis-

trative matters and digitalisation of the health sec-

tor. The category “other” includes all investments 

that do not fall under the other four, mainly relat-

ed to spending on new technologies, such as AI or 

blockchain, digitalisation of the energy and climate, 

culture, and transport sectors.

CONCLUSIONS

The European Commission on 9 March 2021 pre-

sented its vision for Europe’s digital transformation 

by 2030, setting out a path for the digital decade 

based on four main points: skills, infrastructure, 

business, government initiatives.90 Digital tech-

nologies are changing the way we live and work, 

but there are significant impediments to success-

ful digital transformation in the form of unequal 

development of countries and the diverse set of 

challenges they face. The European Recovery and 

Resilience Facility has the potential to play an im-

portant role in bridging the gap and digitally stim-

ulating economies and societies. This is reflected in 
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the individual NRRPs of the Three Seas countries, 

which are mostly focused on overcoming internal 

challenges, such as poor broadband access in rural 

areas, and less on investing in the latest technolo-

gies and innovations. One of the reasons for this 

state of affairs may be precisely the need to over-

come basic difficulties on the way to digitalising 

the country, which is blocking broad funding for 

innovative and advanced solutions. A significant 

problem is also the poor level of digital skills and 

insufficient number of experts in particular areas 

of the digital world, which is addressed by all the 

NRRPs from the region. Investment in connectivity 

is also an important area, with a strong focus on 

developing 5G network infrastructure. In percent-

age terms, only Austria (53%) and Lithuania (32%) 

have earmarked a significantly higher proportion of 

their plans for digital purposes, while Poland plans 

to spend 20.9% of the requested funds in this area.

The European Recovery Fund is an unprecedented 

opportunity for the Three Seas to make a success-

ful digital transformation. However, this cannot be 

fully achieved without allocating substantial funds 

for the development of state-of-the-art technolo-

gies, without stimulating innovation and – which is 

crucial for the countries in the region – without im-

plementing key investments in the areas which are 

lagging behind Western Europe and the top of the 

DESI ranking and at the same time are thwarting 

the possibility of developing state-of-the-art tech-

nologies and digitally advanced industry. These in-

clude, above all, connectivity, strengthening human 

capital, digitalising administration, and support for 

business. This is reflected in the analysed 3S coun-

try plans, which foresee devoting a larger share of 

the funds raised to projects and investments in the 

digitalisation of administration, public services, hu-

man potential and connectivity, while at the same 

time allotting a smaller share of investments to the 

latest technologies.

The adaptation of the 3S economies and societies 

to the realities of the fourth industrial revolution 

requires that the investments within the NRRP 

are supported by internal and regional initiatives. 

Energy and climate (418,29 mln EUR)

Transport (202,61 mln EUR)

Industry 4.0 and modern day economy  
(10,09 mln EUR)

5G and broadband (269,59 mln EUR)

Education (304,02 mln EUR)

Cybersecurity (15,65 mln EUR)

Other (360,25 mln EUR)

BULGARIA (1,58 BN EUR)

22,79%

26,47%

12,39%

5,87%

48,85%

22,87%

10,23%

0,64% 12,82%

17,06%

19,24%

0,99%

AUSTRIA (1,8 BN EUR)

Industry 4.0 and modern day economy (225 mln EUR)

New technologies (107 mln EUR)

5G and broadband (887,2 mln EUR)

Education (417,05 mln EUR)

Other (186,45 mln EUR)
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LATVIA (383,36 MLN EUR)

Transport (3 mln EUR)

Industry 4.0 and modern day economy  
(119,4 mln EUR)

5G and broadband (16,5 mln EUR)

Education (94,7 mln EUR)

Data management and cloud services 
(34,24 mln EUR)

Other (115,52 mln EUR) 

CROATIA (444,1 MLN EUR)

Energy and climate (155 mln EUR)

Transport (281,2 mln EUR)

Industry 4.0 and modern day economy  
(7,9 mln EUR)

Other (116,5 mln EUR)

CZECHIA (1,55 BN EUR)

Transport (37,51 mln EUR)

Industry 4.0 and modern day economy  
(307,03 mln EUR)

New technologies (26,67 mln EUR)

5G and broadband (270,47 mln EUR)

Education (369,78 mln EUR)

Data management and cloud services  
(111,29 mln EUR)

Cybersecurity (105,84 mln EUR)

Other (318,88 mln EUR)

LITHUANIA (698,15 MLN EUR)

Energy and climate (40 mln EUR)

New technologies (53 mln EUR)

5G and broadband (73,5 mln EUR)

Education (99,1 mln EUR)

Data management and cloud services  
(48,3 mln EUR)

Cybersecurity (15 mln EUR)

Other (485,5 mln EUR)
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SLOVENIA (532,75 MLN EUR) ROMANIA (5,97 BN EUR)

SLOVAKIA (1,16 BN EUR) ESTONIA (218,24 MLN EUR)

Energy and climate (66,41 mln EUR)

Transport (30,09 mln EUR)

Industry 4.0 and modern day economy  
(44 mln EUR)

5G and broadband (30 mln EUR)

Education (137,08 mln EUR)

Data management and cloud services  
(44 mln EUR)

Other (212,67 mln EUR)

Energy and climate (89,95 mln EUR)

Transport (1,14 bn EUR)
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New technologies (130 mln EUR)
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Education (1,15 bn EUR)

Data management and cloud services  
(572,89 mln EUR)

Cybersecurity (147,25 mln EUR)

Other (1,72 bn EUR)
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New technologies (295,4 mln EUR)

Education (112,9 mln EUR)
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Other (515,9 mln EUR)

Industry 4.0 and modern day economy  
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5G and broadband (24,29 mln EUR)

Education (10 mln EUR)

Data management and cloud services  
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Cybersecurity (10 mln EUR) 

Other (65,72 mln EUR)
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One such initiative is the Three Seas Initiative, 

which brings together the countries of the region 

and promotes local cooperation to stimulate eco-

nomic growth and increase the attractiveness of 

the region for investment by developing the energy, 

transport, and digital sectors. As for digitalisation, 

the 3SI pays special attention to the area of smart 

connectivity, which it defines by the need to devel-

op digital solutions for key infrastructure elements –  

such as transport services, smart grids, and renew-

able energy sources. Among the 3SI priority proj-

ects, 14% are digital or have a digital component. 

Most of them, 43%, cover the area of connectivity, 

where projects focus on the 5G network rollout, the 

creation of cross-border data centres, and so on. In 

addition to connectivity, priority projects include 

investments in transport, new technologies, energy 

and climate, and business plus support for the econ-

omy. Thus, the complementarity of the analysed 

NRRPs of the 3S countries with the goals and proj-

ects of the Three Seas Initiative can be seen. Sim-

ilarly with the most important investments identi-

fied in the Digital Three Seas Initiative, launched 

by the Kosciuszko Institute and being pursued 

to strengthen the digital pillar of the 3SI. Among 

the most important areas of action, it lists joint 

cross-border infrastructure projects, integration 

of current infrastructure with new technologies, 

5G network developments, cross-border cooper-

ation growth, development of Industry 4.0 sectors, 

and strengthening and securing e-commerce hubs.

The charts presented here show the investments 

of the countries in the 3S region, categorised 

along the region’s priority goals. The objectives 

were identified on the basis of the activities of the 

3SI and publications focused on the Digital 3SI. 

Among them, there are 8 areas: 1. Energy and cli-

mate – covering digital investments in new solu-

tions for the energy sector, building smart energy 

networks, and creating green solutions for ener-

gy production and storage. 2. Transport – cover-

ing investments in railway sector digitalisation 

and establishment of smart solutions for urban 

transport and main communication routes’ digi-

talisation. 3. Industry 4.0 and modern-day econ-

omy – covering investments in developing the 

production of state-of-the-art technologies and 

support for businesses to develop digitally, among 

others. 4. New technologies – investments in re-

search and development of technologies such as 

AI, blockchain, and quantum solutions. 5. 5G and 

broadband. 6. Education – including both digi-

talisation of educational institutions, curriculum 

updates and increasing human potential in the IT 

area 7. Data management and cloud services – in-

cluding all investments related to data manage-

ment and security and the development of cloud 

services at every level. 8. Cybersecurity. The cat-

egorisation process required ascending to a cer-

tain level of generality and was based on the main 

goals of a given investment. Many of them, apart 

from the main goals, included minor activities in 

other areas; yet, due to the nature of the analysis, 

they had to be omitted from the list. Therefore, the 

data presented should be treated as trend indica-

tors rather than precise benchmarks.

THREE SEAS REGION (14,49 BN EUR)

Energy and climate (790,05 mln EUR)

Transport (1,83 bn EUR)

Industry 4.0 and modern day economy (1,7 bn EUR)

New technologies (612,07 mln EUR)

5G and broadband (1,65 bn EUR)

Education (2,56 bn EUR)

Data management and cloud services  
(829,45 mln EUR)

Cybersecurity (337,74 mln EUR)

Other (4,10 bn EUR)

4,22%11,49%

17,69%

5,72%

2,33%

28,33%
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HOW ARE THE NRPS ACHIEVING  

THE KEY THREE SEAS OBJECTIVES?

The countries in the Three Seas region will spend 

nearly 15 billion euro granted under the NRPs on 

investments in digital objectives. The bulk of this, 

71.67%, will go to investments in the areas identi-

fied as digital goals of the Three Seas Initiative, top-

ping out at a massive 10.385 bn euro. These funds 

represent an opportunity for a generational trans-

formation of the region’s economies and digital sat-

uration of their most important elements. The larg-

est expenditures have been planned in a Three 

Seas Initiative priority objective, smart connectiv-

ity.  Within its framework, investments focus on the 

digital transformation of the energy and transport 

sectors, with a particular emphasis on the challenges 

of the green economy. A total of 2.628 bn euro will 

be spent, of which 790 m in the energy sector and 

1.838 bn in the transport sector. Romania is leading 

the way with around 1.2 bn, including the develop-

ment of sustainable urban transport (275 m), and 

Bulgaria with investments of 620 m, including the 

creation of intelligent storage facilities for green 

electricity (319.6 m). Both countries show serious 

deficiencies in these areas, so the allocation of such 

huge resources will help to reduce the gap to the 

rest of the countries in the region. A similarly high 

level of expenditure is planned in the field of edu-

cation to adapt it to the requirements of the digital 

age, both in terms of modernising infrastructure 

and teaching methods, as well as increasing digital 

competences among citizens. This is in response 

to the very low level of basic digital competences in 

Western Europe and the thin trickle of IT experts  

and professionals. More than 2.5 bn for this area  

is an opportunity for the level of digital education  

in the region to leapfrog. Another key goal of the 

Three Seas is the development of 5G networks 

and increasing access to broadband internet. 

The  Recovery Fund has been treated as an import-

ant element of investment in these areas by most 

of the region’s countries, and investments within its 

framework are complementary to other activities, 

carried out e.g. within the 3SI framework. The larg-

est part of the more than 1.6 bn euro allotted in this 

field will be spent by Austria, which has planned 

more than 887 million for this purpose. The digital 

3SI priority goals also place great emphasis on de-

veloping Industry 4.0 and new technologies and sup-

porting the modern economy. The individual NRRPs 

reflect this – cumulatively more than 2.3 bn euro will 

be spent on these goals in the 3S region. The most 

expensive investments will be made in Austria, 

 Czechia, and Romania, e.g. through the promotion 

of quantum solutions (107 million), the digitalisa-

tion of the aviation industry (39.27 m) and state 

investments in the development of computer pro-

cessors and integrated circuits production (500 m). 

These and similar investments will be an important 

element in strengthening the potential of the 3S 

region with respect to the creation and production 

of cutting-edge technologies, an area that requires 

specific investments to become more competitive 

with Western European countries. Data manage-

ment with the development of cloud services and 

the cybersecurity sector are also among the priority 

areas for the Digital Three Seas. The countries of the 

region have decided to invest 829 m euro in data-re-

lated investments and 337 m in cybersecurity ac-

tivities. Estonia will allocate more than 60 m, which 

is the main part of its digital investments (27.60%); 

the Czech Republic (216 m) and  Romania (719 m) 

are also spearheading these efforts. The largest 

projects in this respect include a Czech project 

to increase the cybersecurity of key public services 

(105.84 m), an Estonian investment to move digital 

services to a cloud infrastructure (42.83 m), and 

a huge  Romanian investment to create a govern-

ment cloud infrastructure (374 m).

Outlined thus, the extent to which the individual 

NRPs are set to achieve the digital goals of the 3S 

region and their high compatibility confirm that the 

challenges facing the entire region are also taken 

into account at the national level. Heavy emphasis 

has been put on the most important of them, i.e. 

education, smart connectivity, and Industry 4.0, 

which confirms that the measures represent a huge 

chance for the development of not only individual 

countries, but above all the entire Three Seas re-

gion, and its digital component in particular.
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Izabela Albrycht

 THE ROLE OF DATA 
CENTRES AND CLOUD 
SERVICES IN THE 
 THREE SEAS REGION’S 
DEVELOPMENT

CHARACTERISTICS AND CONDITIONS  

OF THE EUROPEAN DATA CENTRE MARKET

Data processing centres are part of key infrastruc-

ture that underpins the digital economy. The de-

mand for it has grown in leaps and bounds as the 

amount of stored and processed data is increasing 

and cloud solutions are developed and deployed. 

Over the past decade, European data centre capac-

ity has more than quadrupled – with a total of 600 

MWa in 2012 and 2611 MW projected for 2022.1 

In recent years the data centres experienced dy-

namic growth not only on mature markets, which 

in Europe include the FLAPD region, comprising 

Frankfurt, London, Amsterdam, Paris, and Dublin, 

but also in new locations, including Milan, Madrid, 

Zurich, and Warsaw. Clear evidence of growth in 

the data centre market can be seen in an increasing 

competition between financial and private equity 

investors and greater interest in public-private 

partnership formation for data centre establish-

ment. Since the COVID-19 pandemic broke out, 

the market has suffered setbacks as well, tied 

to the continuity of component supply for data cen-

tre construction, mainly concerning generators and 

switches, which may aggravate due to the ongo-

ing war in Ukraine. The market is also impacted by 

the costs of building data centres, including the 

effects of high inflation and of the steep price for 

steel, as well as maintenance and operating costs, 

a  The size of a data centre is given in megawatts depending 
on the power consumption needs of the servers located in it.
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chief among them being the rising cost of electric-

ity, used both to keep server rooms running and 

to keep them cool. It is worth highlighting that 

the demand for electric power is set to grow dy-

namically in the next phases of digital transition, 

driven forward by energy-intensive emerging and 

disruptive technologies processing vast amounts 

of data (including artificial intelligence, quantum 

computing, autonomy technologies). For this rea-

son, companies strive to optimise this cost item, 

reaching for solutions where alternative energy 

sources are put to use, mostly renewables or au-

toproduction. The war in Ukraine and sanctions 

on Russian fossil energy sources, which led to sig-

nificant price hikes, have complicated the current 

energy market situation even more, which this en-

ergy-intensive industry won’t remain indifferent to. 

Another cause for concern among investors may 

be the security of European data centres, an issue 

related to the ongoing war. Therefore, cybersecu-

rity and physical security of both digital assets and 

digital infrastructure are the key challenges for the 

industry. The resilience of countries and organisa-

tions in an increasingly digital world depends on 

how these challenges are addressed.

THE DATA CENTRE MARKET  

IN THE THREE SEAS

Predictions before the war’s outbreak pointed 

to an increase in the data centre development dy-

namic across locations differing from the tradition-

al ones. This stemmed mainly from the desire to di-

versify locations and to avoid unsustainable centre 

development, resulting in moratoriums imposed 

by some European cities, such as Frankfurt. In the 

3S region case the most promising investment di-

rection has lately been Warsaw, where the expect-

ed increase in local data centre power exceeded 

100% - from 64 MW to 128 MW in 2022;2 other 

data claim increases up to 166 MW in 2025.3 Apart 

from large investments by Google4 and Microsoft,5 

the capital of Poland has become more and more 

tantalising for other, smaller players. This is a good 

omen for the entire 3S region, as data centres lo-

cated in Poland will be able to provide services 

with significantly reduced latency in neighbour-

ing countries as well. Investment in data centres 

across Poland could give rise to a more dynamic 

construction of a whole infrastructure ecosystem 

crucial for further digital transition and could cre-

ate better conditions for domestic firms to devel-

op. One of the data centre owners points out that 

the investment in Poland sorts out the Central 

 European market, and 40% of the company’s cus-

tomers do business in Austria, Czechia, Hungary, 

or Germany.6 Among the considerable advantages 

of Poland-based data centres, the most important 

are the access to sufficiently large investment ar-

eas and their attractiveness in terms of price, the 

capability to connect to high power and fibre-optic 

infrastructure as well as to data exchange points 

with the global network. Poland and Germany 

share a direct telecommunications link, which 

ensures high bandwidth and speed of data ex-

change.7 No less important is access to a highly 

qualified workforce and to the ECC market, which 

is an appealing investment location for potential 

data centre customers, including mainly the finan-

cial sector, large enterprises, cloud service provid-

ers, and internet suppliers. In the case of the 3S 

region, the demand side of the data centre market 

continues to grow, also due to companies’ coloca-

tionb needs resulting from the rising digitalisation 

of their operations. This is an attractive pro-in-

vestment argument, as up to 70% of companies in 

Poland still maintain their own server infrastruc-

ture.8 A technology that is developing in lockstep 

with the data centres that provide the necessary 

infrastructure for it is cloud technology, i.e. a sys-

tem of server rooms integrated via the web. It has 

seen an unprecedented scale of proliferation since 

the COVID-19 pandemic began, and this trend is 

going to get stronger. The need to switch to remote 

work and education as well as service provision 

online has fast-tracked cloud service adoption for 

individual and corporate users and a much greater 

interest in data processing as-a-service rather than 

b  Colocation means renting space equipped with the appro-
priate infrastructure (servers, electricity sources, internet 
connection), where server equipment can be rented or added.
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on-premise. At this time, many companies also de-

cided to go for a technology shift to scale up their 

business and optimise their costs. This trend was 

particularly evident in the 3S region, where market 

saturation for the services was relatively low com-

pared to Western European countries. The exam-

ple of the largest 3S market (Poland) shows that 

over the two years, from 2018 to 2020, the share 

of cloud services increased from 11% to 24% – 

against the EU average which grew from 24% 

to 36% respectively.9 The market growth dynamic 

has also become a magnet for large investments, 

such as those already mentioned by  Microsoft and 

Google. According to S&P Global, during periods 

of unrest and turmoil there are increased security 

worries, thus the outbreak of Ukraine war can be 

expected to have a knock-on effect of increased 

demand for renting space in secure data centres 

and stronger interest in cloud services. Experts 

predict that large-scale facilities will be the pre-

ferred choice for data centres as opposed to older 

and smaller centres, so a likely conclusion is that 

dynamic market growth won’t cease.

THE WAR IN UKRAINE  

VS THE SECURITY OF DATA  

CENTRES AND CLOUD SERVICES

With the dynamic development of the data centre 

market – and a substantial part of the economy 

and administration now depending on their unin-

terrupted operation – the security and resilience 

of data hubs started to be clearly emphasised as 

their comparative advantage, but also as a critical 

functionality. The security standards applied in 

data centres to guarantee top service availability, 

including technical and physical security (cameras, 

monitoring, employee access levels) have there-

fore become a paramount issue. Data centre se-

curity has additionally become a complex topic af-

ter Russia began the war. Despite military attacks, 

Ukrainian facilities tried to maintain both their 

internet connectivity and power supply. At the 

same time, data backup operations were carried 

out at other centres in Ukraine, but also abroad. 

Unfortunately, following military actions, some of 

more than 50 data centres located mainly in Kyiv, 

but also Kharkiv, Odessa, Mykolaiv and Lviv ceased 

to function.10

Since the war began, owners and operators of 

data centres located either within or outside 

Ukraine have emphasised that they pay special 

attention to the issue of security and service con-

tinuity for data storage and warehousing they pro-

vide. What was stressed as the key factors in this 

respect were carrier-neutrality, ensured by using 

services of various telecommunications operators 

and communications providers in one data centre, 

and resistance to power cuts thanks to multilay-

ered energy redundancy and on-premise pow-

er generation infrastructure powered e.g. by oil, 

whose constant supply is ensured in turn by the 

relevant contracts. Experts also point out that in 

a situation of geopolitical tension and increasing 

cyberspace hostilities, the data centre cybersecu-

rity is becoming even more important than their 

physical security. This infrastructure is exposed 

to various types of attacks, including ransomware 

and DDoS. Whenever the cyberthreat risk lev-

el heightens, it becomes necessary to constantly 

monitor and identify suspicious network traffic.

Although the risk of conflict escalation, including 

to Ukraine western neighbours, in other words 

3S countries, is negligible according to published 

intelligence data, the question is worth pondering 

how to secure data centres that store and ware-

house key digital data of vital importance to the 

economy and administration, as well as digital state 

records, in the event of military threats, such as 

a missile attack or other events causing physical 

damage. What depends on access to this data is the 

continuity of the state and the functioning of its key 

areas, including internal and external security, pub-

lic finance, social security, health care, communica-

tions, and energy. In fact, it must be assumed that 

for the data physically, solely and exclusively located 

on the territories of countries in Ukraine’s close vi-

cinity, the threats to security and integrity will per-

sist at least as long as the Russian Federation pur-

sues its imperialist and revisionist geopolitical line.  
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Natural disasters resulting from climate change 

must also be considered an equally grave threat.

An example for the other 3S countries in this re-

spect can be Estonia, which, in consideration of 

the Russian 2007 cyberattack fallout, launched 

a “data embassy”. This is a specially secured 

data centre, integrated into the government cloud, 

located under a ratified international agreement 

in Luxembourg. Encrypted backups of the state’s 

digital data are stored there in case of attack – dig-

ital and physical. Additionally, the Estonian govern-

ment cloud will be deployed in two locations, one of 

which is outside the capital. This will allow data and 

IT systems to be managed in a distributed and flex-

ible way for harm containment in threat situations. 

Hence, the 3S countries should in the near future 

make an effort to create a framework to have cop-

ies of key state records in case of damage or loss 

of data processed in the country and to launch 

“data embassies” in the form of a secure storage 

centre for key state data. Such embassies, the 

data collected therein, and the infrastructure that 

would store it should be kept under the respective 

countries’ jurisdictions and backed by the same 

legal guarantees as the data and servers in the  

home countries.c

Cloud services have also fallen prey to the cyber-

pandemic and to the war in cyberspace, taking 

place both at the epicentre and in the background 

of the war in Ukraine. Cloud solutions have been 

victims of DDoS attacks, mounted by hackers and 

others, based on instructions for launching cyber-

attacks, and there is concern that the technology 

could be weaponised by professional cybercrimi-

nals. Increasingly frequent security threats there-

fore raise the question of how to effectively secure 

cloud services against incidents that may result 

from poor service design, in fact, but also from ser-

vice misconfiguration.11 Cloud companies can only 

rebuild customer trust by increasing cybersecurity 

c  Izabela Albrycht, speech during the seminar “State of emer-
gency – securing ICT systems”, based on a Council for Digital 
Affairs discussion, https://youtu.be/SHRwsiMW3P4 [online: 
31.04].

and resilience, building them into the DNA of their 

solutions and services, by infrastructure redun-

dancy, by constant threat monitoring and helping 

customers in threat mitigation and quick service 

restoration, as well as through more widespread 

use of the zero trust rule. A political decision, but 

one that significantly increases cybersecurity and 

trust in storage and data service providers, has 

also been the operation curtailment in Russia and 

Belarus, which now number of technology compa-

nies – albeit not completely, at different scales, and 

in different periods – enacted, including cloud pro-

viders: Google Cloud, Azure, or AWS.

SUMMARY

Further digitalisation and technological progress 

of the region are strongly correlated with the avail-

ability of local digital data processing and storage 

services; as such, they will be the outcome of the 

investment climate resulting mainly from elec-

tricity prices, IT infrastructure, and the sustained 

perception of the 3S region as a safe place for in-

vestment, both physically and digitally. While the 

pandemic and the resulting economic downturn 

have not affected the region’s location-related 

advantages, the hostilities in Ukraine and the 

deepening economic crisis may cool investor en-

thusiasm, requiring policy-makers to build a strat-

egy to maintain high levels of foreign investment 

in the 3S region, but also to support domestic in-

vestment in particular. Responsible governmental 

energy policy decisions, economic diplomacy, and 

strategic communication are all a great challenge 

for political and business decision-makers today, 

being de facto an investment in our common fu-

ture and the place of the 3S on the world economic 

map. As they increase weapon spending and fight 

the effects of the economic crisis, decision-makers 

must not forget that in today’s digital world, from 

the geostrategic perspective there is a growing 

importance of the maps that show parameters 

such as data movement (with its largest concen-

tration in the Asia-Pacific and North America re-

gions) and components such as the layout of their 

transmission infrastructure (with emphasis on 
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TABLE 1. NUMBER OF DATA CENTRESundersea fibre optic cables, through which 99% 

of the data flow), but also data centres (most of 

which, 80%, are located in developed countries, 

and 40% in the USA).12 The picture that emerg-

es from the analysis of such maps shows that the 

greatest concentration of the new digital capital 

(data) and infrastructure is still in China and the US, 

so Europe must multiply its digital development ef-

forts, which should include the 3S countries to an 

even greater extent. Otherwise, the continent as 

a whole will not be able to reap the geoeconomic 

benefits in an era where digital technologies dom-

inate, which will be crucial not only economically 

but also politically and militarily. 3S countries, es-

pecially those on NATO’s eastern flank, should 

also take steps to better secure their physical dig-

ital infrastructure, and – in the event they are un-

able to protect it – should store backup copies of 

their data in “data embassies” located away from 

the war theatre. It is worth noting that hostilities 

have brought about damage not only to data cen-

tres, but also to the fibre optic infrastructure that 

runs through Ukraine. Some countries outside 

the region have also felt the effects of such inci-

dents, including Iran, which is a beneficiary of In-

ternet traffic circling around this infrastructure.13 

The threat of increased attacks on the fibre optic 

infrastructure calls for action to diversify it. This 

is another important argument in favour of laying 

a transatlantic cable to connect the US and the 

Three Seas, as mentioned in chapter 4.

US 2.7 thousands

Germany 484

UK 358

China 447

Austria 66

Bulgaria 25

Croatia 8

Czechia 34

Estonia 9

Lithuania 16

Latvia 22

Poland 136

Romania 26

Slovakia 25

Slovenia 25

Hungary 12

Total for the 3S region: 404

Source: Own work based on cloudscene.com data
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Kamil Mikulski

 THE FUTURE OF THREE 
SEAS DIGITALISATION

INTRODUCTION

US President Dwight D. Eisenhower once said, 

allegedly, that while a plan is nothing, planning is 

everything. It allows the planner to increase sit-

uational awareness and formulate forecasts, al-

though it must be noted that even very precise 

information is not necessarily enough to pierce 

through inertia or convincing enough to spur stake-

holders into action. For instance, even though US 

intelligence forces warned in January 2022 that 

 Russia might attack Ukraine within a month,1 some 

global think tanks2 did call into question that war 

could break out in Europe as late as a week before 

it did. Foresight is similar to planning – it takes 

a particular state of affairs as its jumping-off point 

and assesses what sort of action would need to be 

taken to achieve the desired result. Situational 

awareness and the ability to forecast upcoming 

events are indispensable for strategic planning 

and highly useful in decision-making. For the pres-

ent chapter, the future of Three Seas digitalisation 

has as its observable state of affairs the dynamics 

of growth in the digital economy and society, mea-

sured with the DESI index; the conclusions of qual-

itative research are helpful as well (e.g. the 2020 

McKinsey & Company report).

The chapter present four possible scenarios (vari-

ants) of future development across the Three Seas: 

baseline, positive, negative, and the scenario of 

hybrid-warfare escalation. The baseline scenar-

io presents the events unfolding in the most likely 

manner, whereby the current level of development 

is maintained. The variant under discussion actu-

ally fails to be optimistic, because it points to 3SI’s 

gradual loss of competitiveness as compared 
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to the rest of Europe. The positive scenario is the 

desirable outcome, that is the situation in which 

3SI countries either keep pace with or develop fast-

er than the rest of Europe. In addition, this variant 

sees the States with high DESI rank as magnets for 

foreign investment, which is an additional stimulus 

for economic growth. The negative scenario antic-

ipates a slowdown in development and disintegra-

tion of the Three Seas Initiative, or the platform 

which involves strategic decision-making at the 

regional level. The negative scenario also contains 

loss in competitiveness, progressive downturn in 

investment, and Central-Eastern Europe (CEE) 

being pushed further into the margins on the eco-

nomic map of Europe and the world. The scenar-

io of hybrid-warfare escalation presents potential 

results for the Three Seas Initiative if Russian at-

tack on Ukraine had direct and painful knock-on 

effects on some countries of the region (e.g. the 

Baltics or Poland).

What’s more, the essay highlights three major risks 

of a “grey swan” type that might impact the situa-

tion in which the region will find itself in 2030.

THE 3SI REGION VIS-À-VIS  

THE REST OF EUROPE

The onus of responsibility for developing the re-

gion’s digital economy rests mostly on the shoul-

ders of individual EU countries, yet they can pur-

sue joint initiatives and form multinational projects, 

e.g. on the regional level. As an example, the Three 

Seas Initiative aims to promote international co-

operation, foremost for the development of ener-

gy, transport, and digital infrastructures.3 The in-

vestment is meant to connect 3SI countries better 

along the North–South axis, as it should – accord-

ing to the Initiative participants – lead to getting 

a synergistic effect and translate to a marked in-

crease in the competitiveness across the region. 

The level of digital economy and society is charac-

terised by the EU indicator called DESI, which de 

facto depicts the state of digital competitiveness 

and, indirectly, investor attractiveness. The above 

is especially important in R&D, which should be 

considered key for building the countries’ strong 

position in digital value chains.

As an approximation, countries ranking higher in 

DESI are more attractive for investors. Among the 

components that influence how attractive they are, 

highly qualified human capital has the most signif-

icant impact on investment growth.4 Encouraging 

investment is an important aim of public policies 

from the local government to pan-national level, as 

evidenced by, e.g., EU investment policy pursued by 

the Directorate General for Trade or declarations 

following summits of 3S countries. Complex invest-

ments are taken up or foreseen, such as the 3 Seas 

Digital Highway, which aim to improve regional 

connectivity and thus competitiveness and there-

fore entice capital. Despite coordinated action and 

investment, including infrastructural, being vital for 

gradual and systematic rise of Three Seas compet-

itive profile, even they are most likely not enough 

to quickly and radically raise DESI – scientific re-

search has shown that 98% of DESI value5 is deter-

mined by its trend to date. The takeaway is that the 

continued pace of ongoing development should be 

taken as the baseline scenario, while the much less 

probable increased rate of Three Seas progress is 

going to be described in the positive one.

The difference in percentage points shows that 

whereas Three Seas countries grew by 13.67% 

from 2016 to 2021, the rest of Europe devel-

oped faster – 16.43% on average. The McKinsey 

& Company report6 from 2020 points out, mean-

while, that between 2017 and 2019 the CEE dig-

ital economy grew by around 8% annually, that 

is faster than in the “Big Five” (France, Germany, 

Italy, Spain, and the UK).a At the same time, CEE 

grew at a notably slower pace than digital front-

runners, that is a group which includes Belgium, 

Denmark,  Estonia, Finland, Ireland, Luxembourg, 

 Netherlands,  Norway, and Sweden (among the 

3SI States, only Estonia was placed in the group).

a  The data also includes Great Britain, since it comes from 
the time before the UK left the EU in January 2020.
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moving from fossil fuels to green energy9 (including 

energy produced by nuclear power plants) are all 

particularly important for CEE.

FOUR SCENARIOS FOR 3SI

The future development of digital economy and so-

ciety across the Three Seas region can be outlined 

in four scenarios:

• baseline, which predicts that the development 

trend remains similar, and fairly negative for the 

Three Seas, to the trend exhibited to date,

• positive, which foresees a speedup in economic 

development, a bettered position of 3SI countries 

in global value chains (GVCs), an improvement in 

the volume of foreign direct investments (FDIs), 

and by all these a reversal in the trend and putting 

There is no doubt that Russia’s aggression against 

Ukraine is set to influence the whole continent’s 

situation directly. The declaration that Europe 

is rapidly abandoning its energy-sourcing mod-

el to date – based on raw material importation 

to a large extent – and the restrictions imposed on 

Russia and Belarus will have a negative impact on 

the EU economy,7 at least in the short term. What 

will be felt are higher energy prices, limited ac-

cess to rare earth metal, important for industry, 

e.g. palladium and titanium, while the trade lim-

itations will to an extent hurt the countries which 

have had a major economic partner in Russia – in-

cluding the CEE States.8 Yet, for the 3SI countries 

this is not a clear-cut net negative, especially in the 

mid and long term. Europe’s breakaway from its de-

pendence on Russia in the energy sector, the Nord 

Stream 2 cancellation, a strategic rise in the re-

gion’s status, and the EU backing in the process of 

State 2016 2017 2018 2019 2020 2021
Difference in % points 

2016–2021

AT 39.80 42.59 45.24 47.72 50.22 56.87 17.07

BG 25.97 28.11 30.89 32.72 34.43 36.83 10.86

CZ 33.02 34.91 38.44 41.13 43.81 47.36 14.35

EE 44.36 46.50 49.52 52.12 54.66 59.43 15.06

HR 30.08 33.13 35.28 38.37 40.50 46.02 15.93

HU 28.98 31.63 33.45 35.29 38.53 41.23 12.26

LT 37.64 40.37 44.29 46.70 49.44 51.78 14.13

LV 38.47 40.89 43.15 44.51 47.21 49.48 11.00

PL 26.24 28.81 31.48 33.94 37.60 41.00 14.76

RO 21.39 23.21 25.68 27.08 29.98 32.87 11.48

SI 38.12 40.53 43.00 45.93 48.20 52.83 14.71

SK 30.65 33.39 36.34 37.68 39.70 43.21 12.56

▼ TABLE 1. 
AGGREGATED WEIGHTED DESI RESULTS FOR 3SI COUNTRIES (OUT OF 100)

 Source: Eurostat, 2022.
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gration, and transatlantic relationships become 

exposed.

BASELINE SCENARIO – EUROPE SAILING 

AWAY FROM 3SI

As has been indicated before, the likelihood re-

mains very high (around 98%) that the pace of dig-

ital economy development to date, expressed with 

the DESI value, continues. Doubtless, as well, that 

the average percentage of DESI growth is for the 

Three Seas region notably lower than for the rest 

of Europe (respectively 13.67% and 16.43% of the 

weighted result). Thus, a hypothesis must be stated 

an end to how the difference between Three Seas 

and the rest of Europe is deepening,

• negative, in which the development dynamic be-

comes slower, and the local and international in-

vestments in the areas that are DESI components 

(and thus decisive for the region’s competitive-

ness) are falling or halted,

• hybrid-warfare escalation, in which the level of 

security across the Three Seas suffers an explicit 

and severe turn for the worse, and the geopoliti-

cal differences present among the 3SI countries 

in their stances on Russia, level of European inte-

State 2016 2017 2018 2019 2020 2021
Difference in % points 

2016–2021

BE 38.85 41.58 44.08 46.10 51.13 53.70 14.84

CY 29.45 32.03 34.60 36.98 39.29 43.46 14.01

DE 38.05 39.94 42.21 45.08 49.05 54.07 16.02

DK 50.14 53.33 54.83 57.92 61.78 70.06 19.93

EL 23.54 26.00 27.76 30.06 32.86 37.31 13.77

ES 39.68 42.94 46.29 49.55 52.75 57.45 17.76

FI 49.52 52.06 55.04 58.13 62.80 67.15 17.62

FR 35.25 37.99 40.69 43.95 47.24 50.63 15.38

IE 40.35 43.32 46.83 49.13 54.08 60.28 19.93

IT 29.76 32.77 35.26 38.52 40.82 45.53 15.76

LU 44.12 47.27 49.60 51.54 55.46 58.98 14.86

MT 43.13 45.17 48.48 51.96 56.47 59.56 16.43

NL 45.91 49.05 52.10 54.46 58.88 65.15 19.24

PT 36.76 39.28 42.09 44.31 47.47 49.90 13.14

SE 48.33 50.94 55.34 58.39 61.55 66.10 17.77

▼ TABLE 2.  
AGGREGATED WEIGHTED DESI RESULTS FOR THE REST OF EUROPE (OUT OF 100) 

Source: Eurostat, 2022.
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Effective public administration actions, infrastruc-

ture investments in the areas included in DESI and 

external capital inflows can potentially correct 

the trend and accelerate the region’s competitive 

growth. To have hope of increasing the robustness 

of digital economy and society as expressed in DESI, 

the 3SI countries should prioritise digital infrastruc-

ture both at the national level and, complementarily, 

at the level of the Three Seas Initiative. A surge in 

funding, cross-border and trans-regional projects, 

and a correction of structural weaknesses could help 

keep or shorten the gap between the 3SI and the rest 

of Europe. The Three Seas Fund buying a controlling 

stake in Greenergy and the announced investments 

in further – after Estonia – local data centres are 

clear signals that the 3SI is able to act decisively and 

strategically for the sake of developing the region’s 

connectivity, but these actions need to be systemi-

cally designed and taken more dynamically. 3SI coun-

tries implementing ambitious goals and continuous-

ly backing the region’s development can be a factor 

that not only increases domestic investment, but 

also convinces foreign investors and attracts exter-

nal capital, further contributing to the development 

of the digital economy and society.

Since the 1990s, CEE countries have benefited 

from their GVC position, increasing production 

through FDIs and gradually catching up with their 

Western European counterparts. The pace of de-

velopment and production growth slowed down 

after the 2008 global financial crisis.10 At pres-

ent, CEE economies mainly contribute industrial 

production to the GVCs, as opposed to research 

and development, concentrated in the econom-

ically developed Nordic and Western European 

countries.11 A positive scenario for the Three Seas 

 Initiative would be to use another development en-

gine and, consequently, accelerate their economic 

convergence with Western Europe anew. Such an 

engine could be, for example, functional moderni-

sation, i.e. attracting a larger number of specialised 

tasks within the production process,c or using the 

c  Actions necessary to work towards the positive scenar-
io are listed in the recommendations at the end of this chapter.

first that, in terms of DESI, the developmental gap 

between Western and Northern Europe vs. Central 

and Eastern Europe is growing.

The baseline scenario posits that the rank 3SI coun-

tries occupy in the GVCs will remain as it is now, 

namely they will continue to be a destination for 

product and service outsourcing, which is but 

a small part of the end product value. Moreover, 

the technology and know-how transfer will remain 

limited. What the baseline scenario points to is the 

risk that – in the absence of effective actionb which 

could help to accelerate the growth of digital econ-

omy and society in the region – their competitive-

ness compared to the rest of Europe’s States is set 

to gradually wane.

Europe’s economic situation worsening due to war, 

sanctions, and accelerated energy transition, in-

creased defence spending etc. will have an im-

pact on the condition of the whole region. At the 

moment it is difficult to speculate how severe the 

negative economic outcomes are going to be for in-

dividual countries, but a hypothesis that they will 

significantly affect the CEE countries, members of 

the 3SI, seems plausible.

POSITIVE SCENARIO –  

WIND IN THE 3SI SAILS

The limited probability that the dynamic of the 

trend shifts, influenced by public policy or external 

factors, does not mean that such a shift is impossi-

ble. The rise of Eastern Europe’s geopolitical impor-

tance and of continent-wide strategic thinking is 

conducive to increased integration of the 3SI with 

the rest of Europe. The war in Ukraine has changed 

previous perceptions of key European security is-

sues, has fostered compromise proposals, and has 

confirmed the validity of some CEE countries’ ap-

prehensions regarding Russia or the role of Nord 

Stream 2. It also forces decision-making to be bold 

at the level of public policies.

b  The gap might also be impacted if DESI growth dynamic is 
adversely affected across the rest of Europe.
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-regional infrastructure expansion will make it sig-

nificantly more difficult for the countries of the re-

gion to compete with the rest of Europe, especially 

with the group of the EU digital leaders.

In the negative scenario, the negative economic ef-

fects hit the CEE region much harder than Europe’s 

strongest economies, widening the gap between 

the 3SI countries and the rest of the EU. In contrast 

to the baseline scenario, however, the adversities 

are crucial for the region’s development as a whole.

HYBRID WARFARE  

ESCALATES – THE FOG OF WAR  

ACROSS THE THREE SEAS

Hybrid warfare is often understood as the use in 

peacetime of some instruments normally deployed 

at war. Its trait is ambiguity and the blurring of the 

distinction between war and peace, but it also dif-

fers from traditional and symmetrical convention-

al war. The scenario of hybrid-warfare escalation 

anticipates that the level of security in the Three 

Seas region, and especially in the CEE countries, 

becomes significantly worse. Russia’s aggres-

sion against Ukraine initially awakened the need 

for deeper integration and muted many conflicts 

within the EU and NATO. Some 3SI countries – 

 Hungary above all – negatively perceive the direct 

pro-Ukraine involvement of the region’s countries, 

the EU and NATO. Geopolitical and diplomatic rifts 

may translate into reduced cooperation and even 

trust between the 3SI countries, especially in dig-

ital projects using sensitive or strategically im-

portant data Russia’s escalation of its hybrid war 

against the West may manifest itself in such activ-

ities as intensifying the Kremlin’s already existing 

activities in the economic, political and diplomat-

ic spheres,13 e.g. by exploiting the dependence of 

some countries in the energy sector, by supporting 

certain politicians, by unauthorised influence on 

elections, or by actively disrupting the media space. 

Moscow may also violate airspace and conduct cy-

berattacks against the EU countries, including on 

critical infrastructure (although this would most 

likely be by proxy).

increase in its geopolitical importance to better in-

tegrate economically with the rest of Europe and 

seizing the historic opportunity to increase funding 

for its energy and digital transformation.

NEGATIVE SCENARIO – THE THREE SEAS  

SHIP DRIFTS

In contrast to the baseline scenario, which predicts 

that the moderately negative trend continues, the 

negative scenario assumes a capacity for effective 

action will be lacking and the Three Seas Initiative 

will implode. The two differ significantly in eco-

nomic-social and political dimensions. The grad-

ually widening disparity between the countries 

of the region and the rest of Europe in the digital 

economy and society would grow much more rap-

idly in the negative scenario than in the baseline. 

For example, a decrease in foreign and domestic 

investment, lack of EU funding influx to some coun-

tries in the region, redirection of public administra-

tion focus to other areas (less related to developing 

the digital areas of the economy and society) could 

lead to a slower pace of development than is the 

case now. The level of domestic investment could 

also be affected by worsening financial situation of 

the megacap tech companies, especially if its year-

to-date performance decrease12 mean the bursting 

of the financial bubble.

The 3SI countries have set ambitious goals to ex-

pand the international infrastructure, including 

digital infrastructure, which is reflected in the 

association’s political goals, the number of proj-

ects submitted and pursued, as well as the rap-

idly increasing value of planned investments. 

In a negative scenario, these are either not exe-

cuted at all or do not translate into the expected 

synergies.  Another possible turn of events is the 

results of Three Seas international cooperation 

are disappointing and consequently the Three Seas 

 Initiative gradually disintegrates or even breaks 

down. The Initiative is also threatened by the risk 

of losing its efficiency and turning into a passive 

international forum. Failure to collaborate effec-

tively at an international level for modern inter- 
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includes 13 projectsd in the digital infrastructure 

field. Almost all of them concern – in the author’s 

opinion – ICT integration (six) or connectivity (six).

Pursuing ambitious and international infrastruc-

ture projects can contribute to the attractiveness 

of the region. If in the next decade there remains 

interest in joint development and co-financing of 

regional investments and the number of projects in 

the digital infrastructure area grows rapidly (that 

all the projects registered from 2020 were either 

for energy or transport is again worth a mention), 

this could be an additional factor to increase the 

competitiveness of the region. The analysis of 

the current projects indicates that the Three Seas 

understand where their main developmental weak-

nesses lie – in connectivity and ICT integration.

GREY SWANS AND GAME CHANGERS

Political risk analysis uses the concept of grey 

swans,e which means events/risks that would po-

tentially impact a given situation greatly, but are 

at the same time unlikely to occur.15 An example of 

a grey swan can be the COVID-19 pandemic, which 

has rapidly sped up, e.g., the digitisation of public 

services (included in the DESI index).16 The set 

of events that could affect how competitive the 

Three Seas region will be in 2030 is very broad.  

Below are four potential grey swans that could 

have a tremendous impact and become game 

changers: a) great powers vying for the Three Seas, 

b) further 3SI integration and rivalry with the EU, 

c) fiasco of the energy independence policy and 

growth of Russian influence in the 3SI, d) hybrid 

warfare transforming into conventional warfare.

a) The Three Seas countries find it correct to es-

timate that to close only 50% of the infrastruc-

ture gap with the rest of Europe they would need 

to be spending between 3% and 8% of their GDP 

per year by 2030. This means that they realise 

d  With three that are inactive omitted from the table.
e  Not to be confused with “black swans”, which are in es-
sence unpredictable. 

The scenario of escalating hybrid war is over-

whelmingly negative for the Three Seas countries, 

as it assumes that Russia uses economic egoisms 

to shatter unity within the EU. However, if a com-

mon position can be reached, some of its results 

could be positive – especially in the medium term 

and once fuel sourcing alternatives have been 

found. CEE countries standing together as one 

could in fact be a side effect of the hybrid war esca-

lation. A common threat and the need to enhance 

cooperation, as well as potentially heftier foreign 

and domestic investments, may result in accelerat-

ed growth of the digital economy and society.

In view of Russia failing to execute its plan to quick-

ly conquer Ukraine in February 2022 and Ukraine 

resisting in a determined and effective way, it is 

reasonable to assume that Russia – if one discounts 

a nuclear war scenario – lacks the strength to at-

tack NATO. The possibility of a hybrid war turning 

into a conventional war is therefore an unlikely 

political risk.

PRIORITY PROJECTS IN THE DIGITAL  

INFRASTRUCTURE AREA

According to the 2021 Priority Projects tally,14 

3SI encompasses 90 projects with a total value of 

ca. 180.9 billion euro. The good news for the Three 

Seas countries is that value of projects more than 

doubled (grew by 112%) compared to 2020. Unfor-

tunately, it must be noted here that of the 90 proj-

ects as many as 58 have “registered” as their status, 

i.e. de facto remain in the planning phase. 15 more 

show “substantial progress”, another 15 “reported 

activity”, while only two have actually been com-

pleted. In addition, only 14% of all investments 

are directly related to the digital economy, and all 

new projects from 2020 onwards (nine) are marked 

as energy- or transport-related. The fact that out 

of 16 digital projects three (3SI Marketplace, Smart 

City Forum of the CEE Region, and ZalaZONE 

Proving Ground) are inactive completes the total 

picture. The 3SI website contains a database of 

Priority Projects, presenting information on their 

nature, status, initiator and other variables. The list 
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The promotion of the 16+1 initiative, organised and 

indirectly managed by China, and including 10 out 

of 12 3SI countries (without Austria and Lithuania) 

teased out a counter-reaction in the form of the 

US, the EU (European Commission), and Germany 

supporting the Three Seas Initiative. In addition, 

the US pledged 300 million dollars20 to the Three 

Seas Initiative Investment Fund, whose main share-

how enormous the cost of strategic cross-border 

and trans-regional investments is – up to 1.15 tril-

lion17 euro by 2030. When, in February 2020, 

Donald Trump’s administration allocated 1 billion 

euro18 to the Three Seas Initiative, justifying it then 

with the need to reduce the influence of China and 

Russia19 in the CEE region, another side to the 

3SI became apparent – its geopolitical dimension. 

Investment project name Initiator DESI area

5G Cross border transport corridors for connected and  

automated mobility (CAM) in Baltics (Via-Baltica/Rail-Baltica)
Lithuania Connectivity

Adaption of GSM-R towers to 5G Hungary Connectivity

Central European Drone Demonstrator (CEDD).  

U-space, low altitude space as a new field of economy.
Poland ICT integration

Development of Cross-Border Network of Data Centres Latvia Connectivity

Development of Cross-Border Optical Fibre Network Latvia Connectivity

Development of High-Performance Computing (HPC) infrastructure, 

establishment and operation of HPC ecosystem in the CEE-n region
Hungary Connectivity

Digital Platform on monitoring hydrographic bases in the 3SI region Romania ICT integration

Interoperability solutions for a digitized and sustainable 

 energy sector in the 3SI area in the field of energy storage
Romania ICT integration

Introduction of Smart Outdoor Lighting Technologies Latvia ICT integration

NP-BBI Programme Croatia Connectivity

Pilot Project 5G PPDR – Public Protection Disaster Relief Slovenia
Digital pub-

lic services

The 3 Seas Digital Highway Poland ICT integration

Transportation stock exchange in the 3SI region Romania ICT integration

▼ TABLE 3.  
PRIORITY INVESTMENT PROJECTS IN THE DIGITAL ECONOMY AREA

Source: 3Seas.eu.
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Ukrainian resistance and win with conventional 

forces, it should be noted that its arsenal also in-

cludes nuclear weapons. The scenario of conven-

tional combat spilling over into direct conflict be-

tween Russia and NATO at a time when Russia is 

unable to defeat Ukraine should be considered 

improbable, as it would in all likelihood end up in 

Moscow’s defeat. However, if Russia were to use 

its – the world’s largest – nuclear arsenal, conven-

tional forces would be much less relevant to set-

tling the conflict. A massive nuclear war is a highly 

unlikely option, not least because of the so-called 

MAD (mutual assured destruction) doctrine, under 

which the Alliance, in the event of a nuclear attack 

on NATO, will respond with an attack of equal or 

greater force. Regardless of the low probability, 

the scenario of a nuclear war has been keeping in-

ternational security analysts awake at night since 

the Cold War.

SUMMARY AND RECOMMENDATIONS

The future of digitalisation in the Three Seas re-

gion in the most likely scenario will lead to a further 

gradual loss of competitiveness vis-à-vis the rest of 

Europe. Yet even the scenarios which paint a less-

than-bright future can still become a springboard 

for discussion on how to accelerate the region’s 

development. The lower development dynamic of 

the digital economy and society is not a foregone 

conclusion and does not have to lead to a baseline 

or negative scenario. The geopolitical situation, the 

determination the region’s countries show in mod-

ernising and expanding their digital economies, the 

quickening pace of creation, financing, and deploying 

regional priority projects can all influence the Three 

Seas actual situation in a decade, but so can the risks 

that are difficult to predict, that is “grey swans”.

The list of priority projects shows that while their 

core is infrastructure investment in the areas of 

energy and transport, digital projects primari-

ly address pressing issues in “inadequate” fields. 

This may indicate that the Three Seas countries 

understand the sources of their own weaknesses, 

which is a sine qua non condition for overcoming 

holder is still Poland (750 million euro).21 However, 

it is worth noting that the war in Ukraine seems 

to be consolidating the Transatlantic Community 

and weakening Russia and China’s clout in Europe.

b) The Three Seas countries emphasise that the 

 Initiative itself complements the European Union 

and harmonises development at the regional 

level. Yet this argumentation is not convincing 

to everyone – some view it as a seed of a future 

international organisation22 or of a consolidated 

Eurosceptic bloc.23 If further development of the 

Initiative resulted in its strong institutionalisation 

and a collision course with the European Union, it 

could contribute to the emergence of a two-speed 

Europe. As Eurosceptic and illiberal tendencies in 

some of the 3SI member states could grow, it might 

lead to attempts to use the Initiative as a means 

to other ends, steamrolling projects not so much 

in concert with but in opposition to the EU.

c) The third grey swan refers to the Three Seas 

Initiative energy component, i.e. both the push to-

wards green and low-carbon energy and the inde-

pendence from Russia as the main energy exporter. 

If the 3SI States are unable to sufficiently diversi-

fy their energy imports or wean themselves off 

 Russian energy sources because of other economic  

(e.g. low prices) or political factors, the result could 

be a growing political influence of Russia and inhi-

bition of regional grassroots projects in the energy 

sphere. This could translate into a further loss of 

competitiveness for the region due to the Three 

Seas Initiative activities being reduced and the 

gap between the 3SI and the rest of Europe being 

magnified. EU countries have recognised the threat 

and are on the lookout for replacement to Russian 

fossil fuels.

d) Russia’s aggression in Ukraine is an example 

of changing a hybrid war waged in the Donbass 

(Russia was not formally party to the conflict, it 

was the self-proclaimed “Novorussian republics”, 

i.e. the Donetsk and Luhansk People’s Republics 

dependent on Moscow) into a conventional war. 

Despite Russia’s apparent inability to quickly break 
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• increasing investment in human capital develop-

ment and local research,

• increasing protection of intellectual property and 

related rights,

• using regulatory measures to raise technical 

standards and requirements, which in turn drive 

investment in innovation, production process 

optimisation, and increasingly efficient technol-

ogies,24

• increasing investment and leveraging the con-

siderable role the public administration plays in 

developing specific areas of digital infrastructure, 

smart cities, smart healthcare, smart retail and 

smart transportation among them.25

The McKinsey & Company report complements the 

above list by recommending that public adminis-

tration endorse SME digitalisation, facilitate ear-

ly-stage funding for start-ups to obtain, support 

technology clusters, accelerate the digitalisation 

of public services, as well as provide outlays on 

education26.

them. While the risk of an individual grey swan is 

low, there is no doubt that the economic and po-

litical situation in the region will be influenced by 

various factors that have not been considered here. 

 Consequently, outlining a vision of the future most-

ly serves to highlight the strengths and weaknesses 

and to indicate trends.

To return to Dwight Eisenhower’s quote, “a plan 

is nothing, planning is everything”, and proper 

planning can help the Three Seas ship avoid reefs 

and change course towards a positive scenario. 

To achieve this, the 3SI countries should consider, 

among other things:

• grasping the historic opportunity to accelerate 

the energy transition and enhance integration 

and convergence with the rest of Europe,

• creating networks of centres of research excel-

lence and research labs that could contribute 

to local capacity and innovation building – they 

should develop know-how, good practices, in-

crease the use of novel technologies or develop 

skills and human capital, and thus improve the 

region’s position in GVCs,
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