
Common Polish-U.S. Declaration: Milestone Towards 5G Network Security  

Polish Prime Minister Mateusz Morawiecki and U.S. Vice President Mike Pence signed common 

declaration on the construction of 5G network. The agreement may lead to exclusion of some of the 

suppliers from the construction of 5G network in Poland. “According to win-win strategy, Poland strives 

for safe construction of 5G network and for creating an ecosystem, which would be beneficial for the 

development of this technology in Poland”, comments Izabela Albrycht, Chairperson of the Board, the 

Kosciuszko Institute. 

Construction of 5G network still arouses emotions in Europe. For some months, the U.S. have been 

trying to block the participation of Chinese producers in the development of 5G network not only in 

the U.S., but also in Europe. During Donald Trump’s recent visit to Bucharest, the Romanian and the 

American presidents signed a declaration which might exclude from the construction some entities, 

which do not meet the security standards. Yesterday, VP Mike Pence and Polish PM Mateusz 

Morawiecki signed a similar declaration. 

Consensus for security 

"Protecting these next generation communications networks from disruption or manipulation and 

ensuring the privacy and individual liberties of the citizens of the United States, Poland, and other 

countries is of vital importance," the agreement says. Experts of the Kosciuszko Institute, organiser of 

the European Cybersecurity Forum, CYBERSEC, have discussed numerous times the necessity to 

ensure security in cyberspace and the need to use technologies from trusted suppliers only. According 

to Izabela Albrycht and Joanna Świątkowska, PhD, authors of “The Future of 5G, Quo Vadis Europe?” 

report, initiatives and declarations on the construction of 5G network undertaken by the European 

national decision-makers will be of great importance for the elaboration of EU’s future economic 

position in the international arena. Therefore, they recommend active participation of the European 

entities in the telecom race for 5G (also taking into account the exploitation of own technological 

potential). Polish Prime Minister, Mateusz Morawiecki, already took first steps in this direction as he 

brought up the question of investments in the development of 5G network and cybersecurity during 

a meeting with the president of Ericsson. 

Ability to verify partners is crucial if we want to reach an understanding 

Joanna Świątkowska, PhD, CYBERSEC Programme Director, noticed that it is crucial for Europe to co-

operate with like-minded countries such as NATO member states, Japan and South Korea. While using 

solutions provided by external parties, states should be able to verify and control these products and 

services. This is exactly the aim of the above-mentioned declaration on the development of 5G 

network in Poland as it envisages the necessity to carry out a careful and competent assessment of 

the producers of software used to build 5G network. 

“We believe that all countries must ensure that only trusted and reliable suppliers participate in our 

networks to protect them from unauthorized access or interference,” reads the declaration. According 

to the document, analysis of the suppliers should allow to assess whether the software is controlled by 

a foreign government. The analysis should cover the structure of ownership, amongst others. 

Moreover, the provider’s business ethics as well as whether the provider is subject to legal order 

ensuring transparent business operations must also be verified. 

In the said document, Poland and the U.S. expressed themselves in favour of The Prague Proposals, 

which emphasise that 5G network must be based on free and fair competition, transparency and the 

rule of law. 



“The Prague Proposals postulate rigorous assessment of 5G technology providers. The question is: 

how many of the remaining EU Member States will follow Poland?”, says Izabela Albrycht and adds 

that a discussion devoted to the security of 5G in EU will be held in two months in Katowice during the 

CYBERSEC Forum. The panel will be participated by, inter alia, Sir Julian King - European Commissioner 

for Security Union, Ciaran Martin – CEO of the National Cyber Security Centre of the UK, Arne 

Schönbohm – President of the German Federal Office for Information Security, Karol Okoński – Polish 

Government Plenipotentiary for Cyber Security, and Rob Strayer - Deputy Assistant Secretary for Cyber 

and International Communications and Information Policy, U.S. Department of State. EU-wide risk 

assessment concerning the construction of 5G network will also be presented at that time in Katowice 

by Sir Julian King. 

Is Poland safe? 

A press conference was held after the meeting of U.S. Vice President and the Polish President, Andrzej 

Duda, where the latter one admitted that counterintelligence services have recently detected 

activities that might be qualified as espionage. Proceedings is carried out by the Polish public 

prosecutor's office in this case and it might end with an indictment. However, threats arising from the 

5G network do not refer to espionage activities only. Izabela Albrycht stresses that 5G will become 

another tool of soft and hard power. It is particularly important due to the fact that in the future 5G 

will play a key role in military. In this context, proper choice of technological partners and their 

detailed assessment seem all the more justified. 

Further steps 

After the declaration had been signed, Piotr Müller, spokesman of the Polish government, announced 

that next step should include R&D activities on 5G and creation of safety frameworks for the new 

mobile network. Eventually, technology provider will have to be chosen, which has already been 

raising controversies. 


