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The aim of the Cybersecurity of Polish Industry. Energy Sector report is to analyse the most signifi-
cant aspects of safeguarding cybersecurity in the energy sector, which is crucial to the effec-
tive provision of essential state functions. The chapters present both the challenges of the 
cybersecurity system and culture development as well as relevant best practices. The selection 
of authors who represent the energy, IT and insurance sector, and the wide perspective that 
covers legal-administrative, technological, organisational and economic factors, provides an 
extensive presentation of the problem at stake.

Building the cybersecurity culture of the energy sector has to be based on a holistic approach 
that includes technical, operational and strategic aspects. A cyberattack on critical infrastruc-
ture might bring catastrophic results on property, society’s health and lives, on the whole 
economy and even on the functioning of the state, including both the public administration 
and military potential. Cybersecurity challenges particularly affect industrial enterprises as, 
since they have to protect both their IT and OT infrastructures. The fact that 16% of cyberat-
tacks targets the energy sector1, making it the second most targeted vertical with only the 
public administration exceeding it, highlights the distinctive role of cybersecurity within 
energy suppliers.

The following chapters of the report present the conclusions concerning the diverse aspects of 
energy sector cybersecurity. Underneath, please find the selection of basic recommendations 
that has been drawn from the report.

1  Symantec: Targeted Attacks Against the Energy Sector, http://www.symantec.com/content/en/us/enterprise/media/
security_response/whitepapers/targeted_attacks_against_the_energy_sector.pdf.

Executive summary
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Recommendations:

•	 Polish energy sector leaders should take a holistic approach to building a cybersecurity 
culture based on the development of dedicated computer emergency response teams 
(CERT), regular training for the boards and human resources of all ranks, aiming at 
increasing the general level of organisational cyber awareness, including the operational 
dimension (i.a. cyber exercises), periodic audits (e.g. SIM3, SUOPT, APT audit) and cyber-
risk management.

•	 Operators of essential services and especially energy sector entities should create dedi-
cated computer emergency response teams (CERT/CSIRT) that include cybersecurity 
experts of diverse specialisations, for instance computer forensics, reverse engineering, 
and industrial automation. The team should actively engage in the ongoing exchange of 
information both within the hosting organisation and beyond it. By joining CERT-dedicated 
associations it can tap into their pool of knowledge and share its own experiences with 
other CERTs in the country and abroad, which will contribute to the improvement of the 
team’s competencies. An additional recommendation would be the development of a 
joint energy sector CERT, or information sharing forum (such as the British Cyber Security 
Information Sharing Partnership).

•	 The NIS Directive shall be treated as a set of minimal conditions – not as an ultimate 
benchmark in the field of network and information security. Due to the national specificity 
and the revision mechanism (that is provided in this legislation), energy sector entities 
should implement the provisions in accordance with their own risk assessments, antici-
pated vulnerabilities and threat landscapes, and only regard EU law requirements as the 
bare minimum. Apart from the legislative qualifications of respective systems, technical 
infrastructure elements, and hardware tools as components of the provision of essen-
tial services, following their own expertise operators should prepare at least: a code of 
conduct in the event of an incident, business continuity procedures, monitoring, auditing 
and testing plans and safeguard the compliance with the international standards (e.g. ISO 
27001).

•	 Given a cyberattack’s potential catastrophic impact on life, health or property energy 
sector entities should build Security Operations Centers (SOC) in order to prevent hostile 
activity. Due to the dynamics of evolution and the growth in the number and frequency of 
cyberthreats, it is recommended to follow the next-generation SOC approach, which uses  
innovative technologies such as the Artificial Intelligence enabling the “virtual analysis” of 
incidents. Next-generation SOC envisages putting an end to alert-driven approach and 
the evolution of a predictive intelligence-driven approach to cybersecurity.

•	 Due to the specificity of the industrial sector, periodic audits of systems, technical infra-
structure and hardware are necessary. This includes monitoring the security of the IT/OT 
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interface, especially control systems involving, for example, SCADA, DCS, HMI, PLC, RTU, 
IED, SIS, sensors and transmitters. The case of advanced metering infrastructure (AMI) 
provides a good argument for the claim that technical infrastructure and devices are 
essential parts of ensuring national energy security.

•	 Due to the automation of industrial systems and the progressive integration with ICT, it is 
crucial to ensure that the systems meet the requirements of integrity, confidentiality, avail-
ability, and accountability. In addition to the use of specialised tools to monitor, inspect, 
filter and study traffic anomalies in communication channels, the remote control system 
architecture itself must be resilient to common attacking techniques and intrusions at the 
application and network levels, through the use of partitioning and network segmenta-
tion, with the determination of the boundaries of that separation. 

•	 Due to the cross-border dimension of cyber threats, international alliances and collabora-
tion are crucial for the effective protection of network and information security, therefore 
the voluntary National Institute for Standards and Technology (NIST) cybersecurity frame-
work might act as one of the blueprints for the EU policy. On the other hand, it can help EU 
stakeholders refine the forthcoming version of the NIST framework, in order to facilitate its 
adaptation to the needs of the EU.

•	 Given that the cybersecurity landscape is fragmented and dominated by SMEs and start-
ups, the establishment of SME hubs could aid the market consolidation of cybersecurity 
solutions, as both public procurements and private tenders provide an opportunity for 
European suppliers.

•	 Certain sectors and critical infrastructures might have stringent requirements for cyber-
security, but these are rarely harmonised across the EU and are often specific to a single 
country. The engagement with the European Catalogue of Standards, which provides 
a one-stop-shop to guide public procurement when referring to ICT standards in a 
tendering procedure, should be sought. Bearing in mind the recommendations made by 
the Energy Cybersecurity Expert Group, appointed by the European Commission, as well 
as the uneven levels of technological advancement in Member States, it is appropriate to 
consider the adaptation of C2M2 models to the European needs.

•	 The EU would benefit from a cybersecurity strategy dedicated specifically to the energy 
sector, in which standardisation and measures facilitating information sharing should be 
made a priority. It is to be further assessed whether the coordinator role for the strategy’s 
implementation process should be appointed to a separate coordinating body or ENISA, 
with an enforced mandate.
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Artificial intelligence in the 
service of critical infrastructure 

cybersecurity: opportunities and 
threats

Marcin Spychała

Introduction

When George Clooney and Nicole Kidman were saving New York (for a change) from an explo-
sion of a portable atomic warhead in Peacemaker, hardly anyone was aware that the film had 
been inspired by real events. Incidentally, the majority of those raised on post-Cold War action 
movies could become convinced that most terrorist threats related to flaws in securing access 
to critical infrastructure or nuclear arms in post-Soviet republics. That narrative was no acci-
dent, obviously, yet it did not result only from the fact that it was the Americans who produced 
most films available. 

Ironically the question whether “critical infrastructure is better protected by a superadvanced 
computer or a bigger padlock on the door” is far from unjustified. The pace at which the world 
develops forces the ever-greater automation of tasks traditionally performed manually or by 
analog controls. Looking at process optimization, that trend cannot be reversed any more. 
However, for security experts it represents an ever-greater problem and a constant headache, 
from the need to ensure the interoperability of tools sometimes decades apart in terms of 
their age, to permanent tracking of potential threats to installed infrastructure found on a daily 
basis. And all that only under the assumption that such a vulnerability tracking process is in 
place in companies and that vulnerabilities can be detected remotely rather than by visiting 
all their business offices.

By way of illustration, an IOActive representative at the Black Hat 2017 conference presented 
results of studies concerning software used at a radioactivity detection station. The findings 
are as shocking as they are easy to use incorrectly. For example, one of the gate monitors for 
radioactivity detection featured several authorization levels. However, analysis of the program 
code showed that the manufacturer had also left a backdoor for top authority level. The code 
structure shows that was done on purpose and if such access were used, the radiation alert – 
i.e. the key functionality of the entire mechanism – could be disabled.
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At this stage, the head of 
a critical infrastructure security 
expert spins with a  tornado of 
emotions. There is the relief 
that someone has detected 
that vulnerability, then curi-
osity as to how many of 
such vulnerabilities remain 
unknown, uncertainty whether 
in the infrastructure managed 
there exist such backdoors, and finally a sense of being overwhelmed by the need to ensure 
continuous security not just for the infrastructure in its entirety but also each component 
separately knowing that one thing has certainly not changed for the last 24 years. As before, 
organized crime groups are becoming more active in trying to obtain large consignments of 
precious material from enterprises. They contact the staff, study weak points of the system 
and the possibilities of large-scale thefts or operation disruptions.

Can artificial intelligence help us here? Where is it already applied and where should we start 
to apply it in the nearest future? What about the consequences of cyber reasoning systems 
with self-learning features? What benefits and what risks are entailed by using artificial intel-
ligence not only to detect but also counter cyberattacks? It would also be important to draw 
lessons from the already existing implementations of security systems supported by artificial 
intelligence. 

Application Examples

The main objective of studies of artificial intelligence is to create a technology that would 
allow computers and machines to function in an intelligent manner. All challenges could be 
split into the following subcategories:

•	 Learning

•	 Understanding natural language

•	 Reasoning and problem solving

•	 Planning

•	 Creativity

•	 Social intelligence

•	 Generic intelligence

•	 Knowledge presentation

•	 Perception

•	 Motivation and manipulation
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Soon, when artificial intelligence systems become more effective, we will start to see more 
automated and ever more refined sociotechnical attacks. An increased number of cyberat-
tacks supported by artificial intelligence will result in multiplied hacker attacks, personal 
data thefts and proliferation of intelligent computer viruses at epidemic scale. Ironically 
enough, our best hope as regards defending ourselves against such events supported by 
artificial intelligence is to use artificial intelligence. However, this will probably lead to an 
arms race the consequences of which can be very problematic in the long term, in partic-
ular when governmental actors join cyberattacks on commercial targets on a large scale.

Given the number of artificial intelligence applications in daily life (Siri, Netflix, Nest, Alexa, 
chatbots, autonomous cars, etc.), expectations related to the use of artificial intelligence in 
fighting cybercriminality are justified. According to some reports, the size of the artificial 
intelligence and robotics market will reach 153 billion dollars by 2020. In recent years, the 
development of that area has been phenomenal. Google predicts that robots will reach the 
level of human intelligence by 2029 while analysts of McKinsey&Company have proven that 
almost 50% of US and European jobs could be fully automated. 

Can one then assume that what we see now is the twilight of cybercriminality and the dawn 
of automated security based on artificial intelligence? Only the latter notion is supported 
by the facts analyzed here. As cyberthreats are becoming increasingly advanced as well as 
backed by artificial intelligence, in order to minimize the risk of potential attacks one needs 
to understand well what artificial intelligence can do, what it cannot do and what it plain 
should not. Especially that according to Bostrom’s orthogonality thesis any artificial intel-
ligence system can be characterized by any configuration of intelligence and goals. Such 
objectives can be defined at the stage of design, hacker attacks by criminals or at a later 
stage when systems are used. As a result, depending on whose goals are pursued by an 
artificial intelligence system (of corporations, sociopaths, dictators, army, industry, terror-
ists, etc.) there could be consequences quite unprecedented in human history.

Currently, systems that automate work of security analysts or automatically safeguard critical 
infrastructure without human presence are already available. Below follows an analysis of 
possibilities related to their potential uses. 

Protection against attacks and software errors

Software in charge of computers, controllers and “smart” devices present in infrastructure is by 
its very nature susceptible to both code and human errors which can be exploited by criminals. 
The potential of the consequences is practically boundless and may concern the security of 
individuals, regions or entire countries. Security measures must then be adapted to be able 
to detect individual hackers, criminal groups and increasingly often software independently 
supported by artificial intelligence systems featuring polymorphic mechanisms or changing 
their behavior depending on the need and available vectors of the attack. The development 
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of systems able to detect and rectify such security errors and gaps as well as provide secu-
rity against attacks has been conditioned by those very urgent needs and many companies 
working on autonomous systems are financed by the military (DARPA) and recognized univer-
sities across the world. 

The most commonly quoted example of an independent security system is Mayhem, devel-
oped by the start-up ForAllSecure together with Carnegie Mellon University, the winner of the 
Cyber Grand Challenge competition for autonomous security systems held in Las Vegas on 4 
August 2016. It is organized by the US Defense Advanced Research Projects Agency (DARPA) 
of the Pentagon. Autonomous programs were to defend themselves against hacker attacks 
and try to attack the enemies using their knowledge of the existing gaps. However, the DARPA 
added a new element, continuous operation of servers with active e-hackers. Code analysis, 
defense and attack were not to considerably slow down normal operations. As it turned out, 
that did influence the final classification.

Such systems, autonomously analyzing software gaps and able to protect them automati-
cally are the near future of each cybersecurity center. Now, however, they are imperfect, as 
evidenced by a later conference, Def Con 2016, where Mayhem joined the Capture the Flag 
competition as the first ever autonomous “hacker”. Although it finished last, it was faster than 
human teams on several occasions during the contest. It was eventually short of 1.8% points 
needed to overtake the team that finished last but one. This shows how little progress is 
needed to introduce autonomous systems for commercial use. 

Smart systems supporting security analysts

While autonomous security systems still belong to the (near) future, most security experts will 
sooner or later face several issues which illustrate the daily life of contemporary businesses in 
an environment experiencing such dynamic technological development.

First, enterprises start to bear the consequences of the current absence of security by design 
practices. In other words, most commercial systems, in particular domain ones, were developed 
without due consideration for contemporary cyberthreats. Because of such long-neglected 
issues, there is a de facto need to monitor entire IT infrastructure, anomalies in user behavior 
as well as to correlate information between systems in order to identify threats to company 
infrastructure and data. Also detected should be such unexpected backdoors as those in the 
radiation monitoring systems discussed above whose manufacturer, incidentally, refused to 
patch them up saying that radiation monitoring systems were installed in secure locations. 
What will happen if backdoors or algorithm errors are present also in the systems protecting 
those locations remains an open question.

The second challenge for any security department is effective use of the entire knowledge 
available online and within anonymized networks like Tor or I2P. Every analyst would certainly 
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like to be proactive and detect security gaps before 
the threat materializes. However, practice shows that 
specialists spend more time extinguishing fires rather 
than systematically acquiring available knowledge. 
Incidentally, it is beyond human capacity to be able to 
acquire the existing and still growing amount of avail-
able knowledge. What is more, its real application at the 
time of a threat, under the pressure of time and respon-
sibility, is greatly limited.

The third problem that is beginning to be increasingly 
visible is an increasing shortage of experienced security 
specialists. It is estimated that the market would need 
around 1.5 million more and the number growing.

Those three challenges could be tackled by effec-
tive use of the already marketed cognitive systems 
developed (i.e. taught) to understand cybersecurity 
issues. Cognitive tools are intended to support security 
analysts in event analysis and correlation of information 

originating from the inside of the company with knowledge available online. Thanks to such 
an approach, an analyst who identifies suspicious behavior in infrastructure will be automati-
cally backed up by the entire knowledge available on the Internet related to a specific threat. 
Practice shows that cognitive systems at the moment can save up to 50% of the time dedi-
cated by security and SOC analysts to searching and classifying information. 

Privacy protection and secure communication

In case of any infrastructure, yet in particular that critical, ensuring secure communication 
between system components and securing sensitive data are becoming growing challenges, 
even more so as the coming era of quantum computers is starting to seriously hamper the 
efficacy of some encryption algorithms.

That is why it was with even more interest that the world was watching one of the most 
fascinating experiments conducted by researchers from Google Brain, who programmed 
two learning machines (two neural networks, to be exact) named Bob and Alice to invent by 
themselves a secure way of communication while ordering a third machine (Eve) to capture 
and decode a message. In brief, the Google Brain researchers discovered that, if programmed 
appropriately, artificial intelligence created strangely non-human cryptographic patterns and 
that it handled encryption better than decryption. The ultimate conclusion is that Bob and 
Alice developed a solid encryption protocol. On the other hand, Eve – after initial successes 
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– was still unable to decrypt communication of the systems that were learning permanently 
and improving their algorithm. This means that already now robots can communicate in ways 
impossible to understand or break by other robots and, consequently, people. 
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Although at first glance such a perspective may seem uncomfortable or plain dangerous, this 
may open great opportunities as regards data security, particularly secure work on encrypted 
data. Since 2009 when Craig Gentry proved that full homomorphic encryption1 was possible 
in practice, studies of that field each day bring us closer to commercial applications. In brief, 
full homomorphic encryption allows for any operations to be performed on encrypted data. 
Thanks to the use of such encryption and secure communication created by learning neural 
networks, we can work on key company data not just on a large scale but, above all, without 
fearing that such data fall into the hands of criminals or competitors. Many perceive homomor-
phic encryption as the Holy Grail of cryptography and providers of cloud computing solutions 
expect full commercialization of solutions based on homomorphic encryption. 

Security of IoT devices 

According to Gartner, by the end of this year consumers will be able to use over 8 billion 
connected devices. Such IoT appliances as smart TV sets, tablets, smartphones, notebooks, 
portable devices, sensors, thermostats, assistants, etc. will make our lives more effective, 
energy-saving, comfortable and at the same time less costly. As shown by the 2016 example of 
the Mirai botnet, life will be also comfortable for criminals able to use non-secured (i.e. most) 
IoT devices for their purposes.

The reality of IoT security is rather bleak in that regard: many manufacturers of smart devices do 
not know how to safeguard them against cyberattacks and many are uninterested preferring 

1 Homomorphic encryption is a type of encryption allowing for direct operation on encrypted data, without having to 
decrypt them or knowing the key.
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to focus on functionality. As a result, a vast number of IoT devices do not have supportive infra-
structure for activation of safeguarding solutions, and many lack even update mechanisms.

It was not without a reason that the US Senate adopted in August 2017 the first legislation 
concerning IoT devices called The Internet of Things Cybersecurity Improvement Act. It may 
pertain to IoT devices used and bought by state administration yet the standards it introduces 
are likely to become the basis for sectoral ones. It is even more terrifying indeed that in 2017 
legislation should be necessary regulating digital devices by:
a) prescribing update possibility;
b) prohibiting hard-coded passwords; 
c) ordering that devices be not open to known vulnerabilities. 

All things aside, the last-mentioned requirement is difficult to meet as given the governmental 
purchasing mechanism proving device vulnerability is bound to become a standard part of the 
competitive struggle.

As regards critical infrastructure, a single smartwatch or a TV hanging in a conference room 
may not pose a critical risk (unless they form a network and are used to carry out a DoS attack 
against company infrastructure), yet even such isolated devices are perfect tools at the stage 
of reconnaissance preceding the attack itself. It is so as most company security systems do not 
treat IoT equipment as IT infrastructure to be safeguarded. As a result, it is ideal for use not just 
during reconnaissance but also (if not primarily) in attacks inside the enterprise.

Protection against internal threats

An unhappy employee secretly removing confidential information, a careless one clicking on a link 
containing malware or maybe a criminal acquiring access to critical infrastructure by means of stolen 
user credentials: all this happens daily and is one of the major cybersecurity challenges in 2017. 

Alphabet, Google’s mother company, has recently lodged a case against its former engineer 
Anthony Levandovski, now with Uber, accusing him of having copied over 14,000 internal files 
and transferring them directly to his new employer. 

What are security threats caused by internal users? It is true that typical ones like malware 
attacks, hacking into the network, denial of service attacks and ransomware are much more 
frequent that internal attacks. At least this is what most companies think before appropriate 
analysis is conducted. While internal cybersecurity risks are often linked to malicious users, in 
reality it is ordinary employees that cause unintentional breaches and leaks of company data 
virtually on a daily basis.

User credentials are lost due to phishing, theft or unconscious letting in malware into the 
system when an employee clicks on a link in an e-mail or brings in an infected peripheral. This 
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does not include common errors, such as sending confidential files to a wrong address. This is 
just a short list of ways in which employees may more or less consciously jeopardize both the 
company’s finances and image. 

At the moment, IoT devices as well as employee behavior are not classified as resources that 
require monitoring due to cyberthreats. Luckily, one can already start to address such short-
comings by means of artificial intelligence and analytics, as well as mathematics and pattern 
recognition technology, in order to learn employee behavior patterns, predict the future and 
take more effective decisions. This trend has already proven useful in various areas of security 
and could improve the efficacy of the fight against internal threats by reducing false alarms 
and finding the proverbial needle in a haystack.

The key technology in that regard seems to be User Behavior Analytics (UBA), defined by 
Gartner as solutions analyzing human behavior patterns and then applying algorithms and 
statistical analysis to detect major anomalies pointing out to potential threats. In conclusion, 
UBA solutions focus not so much on analysis of information from IT systems but their users. 

UBA systems may eventually considerably facilitate internal audit processes, even more so as 
they do not need to care about potential consequences for their careers. What is more, such 
systems by definition examine behavior of all employees, subcontractors and temporary staff 
having access to company infrastructure and when a threat has been found, they can auto-
matically respond in a programmed fashion. 

Safeguards against hacking into SCADA systems
Methods of securing systems supervising the course of technological processes could be the 
subject of a separate study, especially that this entails all the flaws of various structures devel-
oped for years. Appropriate safeguarding of infrastructure will be of key importance not just 
at company headquarters but also (if not primarily) as part of structures known as smart cities. 
They consist in devices that are mutually connected in order to make urban services more 
efficient based on data acquired in real time. Such systems bring together hardware, software 
and geospatial analysis to improve municipal services and optimize the use of urban space. 
As such technologies develop, the stake of protecting the city’s digital foundations will be 
growing, especially given that investment in intelligent infrastructure has increased but many 
innovations are implemented without solid tests and cybersecurity is often neglected. Cities 
that currently use SCADA systems to control and supervise their infrastructure are particu-
larly vulnerable to frequent attacks because of their weak security protocols. Although SCADA 
systems control processes on a large scale and connect decentralized facilities, they rarely use 
cryptography at the level of protocol and authentication. 

In European research projects (FP7-SEC-2011-1 Project 285647 and H2020-DS-2015-1 Project 
700581), a group of engineers have presented a full set of attacks on infrastructure based on 
the Modbus over TCP/IP protocol. That is why given the entire complexity and historical load 



 16 Marcin Spychała

of SCADA and IASC systems a better idea seems to be not constant and heavy monitoring of 
entire infrastructure, which particularly in the case of a dispersed environment also entails 
problems related to delays in communication, but rather defining standards of a smart traffic 
analyzer that facilitates addressing the problem of SCADA systems being not adapted for 
Internet connection. Yet if SCADA is connected to the Internet, the basic objective of such a 
smart filter is defense against attacks that could lead to disrupted operational continuity.

A team of scientists from the University of Michigan have developed a technical architecture 
of such a self-learning system aimed at allowing exclusively behavior of known parameters, 
verifying the origin of the traffic in the system and intercepting or buffering suspicious traffic 
detected in the system while at the same time testing the use of the assigned band. Such an 
approach may not resolve problems in a systemic manner and does not release the security 
department from constant monitoring of threats, yet it allows for a secure operation of the 
system where security is overseen by machine learning algorithms.

Supporting the authentication process
Currently, identity and access management is already one of the key weapons in the security arsenal 
of many organizations used to mitigate data breaches and leaks as well as to address challenges 
related to the adoption of new trends such as BYOD. Frequently, data breaches are attributable not so 
much to the identity management system but use of identity confirmation data by an unauthorized 
person. Consequently, the natural direction of migration seems to be moving away from biometric 
passwords towards an artificial intelligence system that additionally verifies identity using visual and 
sound stimuli. So instead of authorizing access based on pre-defined data subject to theft like a user 
ID and password, the machine can identify the person based on visual and phonological tips, learn 
when such access can be awarded and be consistent based on a set of learned behavior patterns of 
the system users. Such artificial intelligence has also potential in terms of ensuring intelligent and 
strict access control. For example, only because a user authorized his/her identity ten minutes ago, 
should the system continue to assume that it is the same access user now? Here, artificial intelligence 
systems can manage user access on the basis of dynamic biometrics parameters even when the user 
moves around the network or company premises.

Legislation and Ethics Related to the Use of Artificial 
Intelligence

There exists a strong and complex relation between ethics and law. Ethical codes are nested 
within relevant jurisdictions of national and international law as well as reflected in their legisla-
tion. Although domestic laws actually include certain ethical principles, moral judgments often 
concern matters going beyond law, including private life. 

Yet particularly when technology develops fast, law may be unable to keep pace and then industry 
organizations that consider ethical aspects of such technologies must require and support the 
creation of relevant standards and legislative changes.
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One should point out that in some legal aspects there are differences between jurisdictions and 
some of them are highly important for artificial intelligence. For instance, there are major differ-
ences between American and European personal data protection legislation. This may have a serious 
impact on what can and cannot be done, e.g. using personal data in artificial intelligence systems and 
what can and cannot be done to address ethical concerns in those different jurisdictions. 

There already exist some guidelines for both US and European law. The European ones – contained 
in documents of both the European Parliament and the British House of Commons Science and 
Technology Committee – are written in a similar futuristic manner where “science-fiction” phrases 
are used with reference to the present time.

However, both documents share more common points. First and foremost, they both clearly 
state that it is too early to adopt sectoral regulations imposing restrictions on artificial intel-
ligence. What deserves closer attention is possible repercussions of liability for the operation 
of artificial intelligence. Above all, one should answer the question when it will be necessary 
to introduce such legislation.

Most long-term forecasts concerning technical capability fail to include the pace of 
future development since all predictions are mostly based on an intuitive linear vision 
of growth. Studies suggest, however, that technology enjoys exponential progress. By 
way of example, the twentieth century saw a gradual acceleration until today’s pace of 
progress was reached. Therefore, the accomplishments of the last century were equiva-
lent to around 20 years of progress at its 2000 speed. The following 20 years of progress 
after 2000 took a mere 14 years and the next 20 years will be accomplished in just seven 
years assuming today’s pace of progress. In other words, in the twenty-first century we 
are going to witness not a hundred years but 20,000 years of technological progress 
(obviously in relation to today’s progress pace), or a thousand times greater than that 
achieved in the twentieth century. Consequently, a legislative framework for artificial 
intelligence is practically needed now.

Analyzing the draft resolution of the European Parliament of May 2016 (2015/2103(INL)) one 
notes that its paragraph 27 is highly interesting as regards the basis of liability, stating that “the 
future legislative instrument should provide for the application of strict liability as a rule, thus 
requiring only proof that damage has occurred and the establishment of a causal link between 
the harmful behavior of the robot and the damage suffered (…).” That would then be a system 
of strict liability which could be referred to as “vicarious liability for the robot(s)”. In such a case, 
double burden of proving liability would be that of the victim. Yet even in this special case the 
decision as to final liability is difficult.

In this regard, paragraph 28 of the motion offers one of the ways to evaluate liability of each 
party, stating that “in principle, once the ultimately responsible parties have been identified, 
their liability would be proportionate to the actual level of instructions given to the robot and 
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of its autonomy, so that the greater a robot’s learning capability or autonomy is, the lower 
other parties’ responsibility should be, and the longer a robot’s ‘education’ has lasted, the 
greater the responsibility of its ‘teacher’ should be.”

It should be ensured that the future instrument is more precise and easier to use as one of the 
potential concerns is that judges with poor knowledge of new technologies may find it hard 
to grasp some subtleties. That is why if the conditions triggering the application of Directive 
85/374 /EEC of 25 July 1985 are not met, the victim may find other liable parties. Here are some 
options worth considering:
1. If artificial intelligence works as an open source, liable – in principle – should be the appli-

cation developer,
2. If artificial intelligence causes damage which can be linked to its design or development – 

for example an algorithm error leading to harmful functioning – the designer or developer 
should be held liable.

3. If artificial intelligence causes damage during the learning process, its user or owner 
should be held liable. In this context, solutions may vary depending on whether the user is 
a professional and whether he/she is a victim him-/herself.

In the same draft resolution, the legislator proposes to introduce an ethical framework for design, 
development and use of artificial intelligence and robots. One should remember that such anal-
yses and guidelines were developed in the past and the first official European ethical and legal 
recommendations concerning artificial intelligence and robotics were published in 2014.

Obviously, at this stage we should not confuse ethics in robotics with ethics of machines which 
would oblige them to comply with ethical principles. Today, the notion of ethics of a machine is a 
purely theoretical consideration as even autonomous robots are unable to take moral decisions.

Such considerations are relevant only in the case of legal and ethical aspects of using artificial 
intelligence. 

Nevertheless, world leaders and company security officers should become familiar with the 
most advanced topics related to the safe use of artificial intelligence while ensuring cyberse-
curity. Equipped with that knowledge, leaders will be able to make informed decisions on how 
adding artificial intelligence to their product or service will help ensure positive user experi-
ence while balancing the cost of potential threats related to the additional risk of data leaks 
and other ones described above. Employing a dedicated artificial intelligence specialist may 
be a natural step since most cybersecurity experts are not trained (not to mention experi-
enced) in predicting or preventing attacks supported by intelligent systems. One could only 
hope that ongoing studies and legislative work will help include artificial intelligence in global 
and local security structures as successfully as possible. 
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Agnieszka Konkel1 

Standardisation of cybersecurity 
solutions in the energy sector: an 
overview of the EU policy 

Introduction

The 2015 attack against the power grid in Ukraine, which temporarily left part of Ukraine 
without electricity, is perceived as an example of the first successful attempt to target an 
energy system. In parallel, similar attacks were launched against the energy networks in 
the Baltics.2 In July 2017, the Irish Electricity Support Board was subject to a spear phishing 
attack which attempted to infiltrate control systems of the board, giving hackers the power 
to shut off a part of the electrical grid.3 Only recently hackers breached at least a dozen of 
U.S. power plants, raising concerns that the attacks targeted the vulnerabilities in the elec-
trical grid.4 The hackers managed to obtain operational access control giving them the actual 
ability to stop the flow of electricity in a handful of U.S. power companies and at least one in 
Turkey.5 Not being rare, these incidents showcase the shortcomings of critical infrastructures 
and their vulnerability to cyberattacks. They are no longer a theoretical concept, but a part of 
our everyday reality, posing ‘a great risk to machinery, which can cost lives, stop production 
and cause environmental damage.’6 On top of that, widespread implementation of industrial 
control systems, smart meters and the Internet of Things (IoT) solutions have expanded the 
surface for a potential cyberattack, rendering the energy sector more vulnerable to mass harm 
and a high-profile target, also for politically motivated actions.

1 The views and opinions of the author (acting in their private capacity) expressed herein do not necessarily state or 
reflect those of the governments represented.

2 Jewkes S., Vukmanovic O., Suspected Russia-backed hackers target Baltic energy networks, [online] http://
www.reuters.com/article/us-baltics-cyber-insight-idUSKBN1871W5 http://www.reuters.com/article/
us-baltics-cyber-insight/suspected-russia-backed-hackers-target-baltic-energy-networks-idUSKBN1871W5

3 Dearden L. (2017), Hackers target Irish energy networks amid fears of further cyberattacks on UK’s crucial 
infrastructure, [online] http://www.independent.co.uk/news/world/europe/cyber-attacks-uk-hackers-target-irish-
energy-network-russia-putin-electricity-supply-board-nuclear-a7843086.html 

4 Riley M., Dlouhy J., Gruley B., Russians Are Suspects in Nuclear Site Hackings, Sources Say, [online] https://www.
bloomberg.com/news/articles/2017-07-07/russians-are-said-to-be-suspects-in-hacks-involving-nuclear-site 

5 Greenberg A. (2017), Hackers gain ‘switch-flipping’ access to US power grid control systems, [online] https://www.
wired.com/story/hackers-gain-switch-flipping-access-to-us-power-systems/

6 European Commission (2013), Commission Proposal for a Directive concerning measures to ensure a high common 
level of network and information security across the Union, [online] http://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=celex%3A52013PC0048 

http://www.independent.co.uk/news/world/europe/cyber-attacks-uk-hackers-target-irish-energy-network-russia-putin-electricity-supply-board-nuclear-a7843086.html
http://www.independent.co.uk/news/world/europe/cyber-attacks-uk-hackers-target-irish-energy-network-russia-putin-electricity-supply-board-nuclear-a7843086.html
https://www.bloomberg.com/news/articles/2017-07-07/russians-are-said-to-be-suspects-in-hacks-involving-nuclear-site
https://www.bloomberg.com/news/articles/2017-07-07/russians-are-said-to-be-suspects-in-hacks-involving-nuclear-site
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52013PC0048
http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A52013PC0048
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In the face of recent disruptions of critical energy infrastructure, a need emerges to hold 
discussion on the criticality of the energy sector, the security of deployed hardware and soft-
ware, or the EU’s dependence on third country suppliers. Such discussion will also take place 
as a result of actions undertaken by the European Commission in September 2017, such as 
the unveiling of a proposal for a regulation on ENISA, the “EU Cybersecurity Agency” and on 
Information and Communication Technology cybersecurity certification (Cybersecurity Act)7, 
and the new Cybersecurity Strategy for the EU: Resilience, Deterrence and Defence: Building 
strong cybersecurity for the EU8. Both the Directive concerning measures for a high common 
level of security of network and information systems across the Union (the NIS Directive9) and 
the Regulation on the protection of natural persons with regard to the processing of personal 
data and on the free movement of such data (the GDPR) entering into force in 2018 give close 
attention to the subject of critical infrastructure security, creating an opportunity to boost the 
EU cybersecurity industry and the strengthening of the weakest links. 

Before this paper delves into details regarding the standardisation of cybersecurity solutions 
in the energy sector and related policy actions, it will first examine the specifics of the energy 
sector as regards the interconnectedness of infrastructures, uneven levels of development of 
innovation in the EU and the dependence of the EU on third-country solutions. But first, a few 
words on limitations. Due to practical constraints, this paper cannot provide a comprehensive 
review of the policy for all subsectors of the energy industry, focusing primarily the electricity 
subsector, particularly in relation to the implementation of the NIS Directive and the Clean 
Energy for all Europeans10 package of the European Commission. 

Interconnection and interdependency in the energy sector

It is to be said that the EU energy sector is characterised by factors which influence the 
development of an effective cyber security policy for the sector. First of all, the intercon-
nection and interdependency of the networks across Member States which – if subject to 
a cyberattack – might set off a domino effect in many Member States. Next, the develop-
ment of energy systems is inconsistent across the EU, which might pose a set of specific 
challenges when an attempt to harmonise cybersecurity solutions in the EU is taken.11 The 
effects of the above-mentioned interdependencies are not limited to a single country, but 
span the entire EU. As regional economies become more and more interconnected, they 

7 European Commission (2017), Proposal for a regulation of the European Parliament and the Council on ENISA the “EU 
Cybersecurity Agency”, and repealing Regulation (EU) 526/2013, and on Information and Communication Technology 
cybersecurity certification (‘’Cybersecurity Act’’), [online] http://eur-lex.europa.eu/legal-content/EN/TXT/?qid=15052
90611859&uri=COM:2017:477:FIN

8 European Commission (2017), Joint communication to the European Parliament and the Council: Resilience, 
Deterrence and Defence: Building strong cybersecurity for the EU, [online] https://ec.europa.eu/transparency/
regdoc/rep/10101/2017/EN/JOIN-2017-450-F1-EN-MAIN-PART-1.PDF

9 Ibid.
10 European Commission (2016), Clean Energy for All Europeans – unlocking Europe’s growth potential, [online] http://

europa.eu/rapid/press-release_IP-16-4009_en.htm
11 European Parliament (2016), Cybersecurity strategy for the energy sector, [online] http://www.europarl.europa.eu/

RegData/etudes/STUD/2016/587333/IPOL_STU(2016)587333_EN.pdf 

http://europa.eu/rapid/press-release_IP-16-4009_en.htm
http://europa.eu/rapid/press-release_IP-16-4009_en.htm
http://www.europarl.europa.eu/RegData/etudes/STUD/2016/587333/IPOL_STU(2016)587333_EN.pdf
http://www.europarl.europa.eu/RegData/etudes/STUD/2016/587333/IPOL_STU(2016)587333_EN.pdf
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also grow more vulnerable to regional and supra-national blackouts, which can threaten 
the stability of entire regions.12 On top of the interdependencies between sectors, there are 
interdependencies within the same sectors that can be observed in a number of Member 
States. This applies for instance to high-voltage electrical grids. The review process of the 
current European Programme for Critical Infrastructure Protection (EPCIP) showed that 
insufficient consideration had been given to the links between critical infrastructures in 
different sectors and across the EU.13  

Figure 1 below shows the most important interdependencies between critical infrastruc-
tures. It is apparent that energy is one of the most fundamental infrastructures. Being aware 
of those relations is pivotal in a situation of an emerging incident, which in turn might have 
catastrophic consequences for other infrastructures or Member States. However, the risk 
resulting in a cascade effect is rarely considered.14 For instance, in the U.S., all 16 sectors15 
of the U.S. economy pictured below and classified as national critical infrastructure rely on 
one power grid.16

Figure 1. 16 U.S. industry sectors defined as critical infrastructures in Presidential Policy Directive17. 
Source: IBM and Deloitte (2013), Breaking down the cybersecurity framework: closing critical IT security 
gaps.

Conversely, the EU’s NIS Directive classifies energy, transport, banking, financial market infra-
structures, health sector, drinking water supply and distribution, digital infrastructure as crit-
ical sectors.

12 OSCE (2016), Protecting electricity networks from natural hazards, [online] http://www.osce.org/
secretariat/242651?download

13 European Commission (2013), Commission Staff Working Document on a new approach to the European Programme 
for Critical Infrastructure Protection Making European Critical Infrastructures more secure, [online] https://ec.europa.
eu/energy/sites/ener/files/documents/20130828_epcip_commission_staff_working_document.pdf 

14 ENISA (2017), op. cit. 
15 Chemical; commercial facilities; communications; critical manufacturing; dams; defense industrial base; emergency 

services; energy; financial services; food and agriculture; government facilities; healthcare and public health; 
information technology; nuclear reactors, materials and waste; transportation; water and wastewater. 

16 Knake R. (2017), A Cyberattack on the U.S. Power Grid, [online] https://www.cfr.org/report/cyberattack-us-power-grid 
17 White House (2013), Presidential Policy Directive – Critical Infrastructure Security and 

Resilience, [online] https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/
presidential-policy-directive-critical-infrastructure-security-and-resil

http://www.osce.org/secretariat/242651?download
http://www.osce.org/secretariat/242651?download
https://ec.europa.eu/energy/sites/ener/files/documents/20130828_epcip_commission_staff_working_document.pdf
https://ec.europa.eu/energy/sites/ener/files/documents/20130828_epcip_commission_staff_working_document.pdf
https://www.cfr.org/report/cyberattack-us-power-grid
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ENISA distinguishes four types of such interdependencies:
•	 physical, when two infrastructures are physically dependent 
•	 geographical, when infrastructures are geographically dependent 
•	 cyber, when the state of an infrastructure is conditioned upon information provided by 

means of the information or communications infrastructure 
•	 logical, when two infrastructures are logically dependent 

Recently, a new fifth type of such interdependence – a social dependency has been intro-
duced. It refers to the impact of human behaviour that often becomes irrational in the face of a 
crisis, i.e. a collective panic reaction or an overloaded communications system.18

Figure 2. Interdependencies between each critical infrastructure. Source: ENISA (2016), 
Communication network dependencies for ICS/SCADA Systems

Drawing upon these interdependencies and interconnectivity, ENISA points out that there 
is a need to define underlying ICS/SCADA systems (underpinning these infrastructures) with 
interoperability in mind. Interconnectivity and compatibility are factors of crucial importance; 

18 Setola R., Theocharidou M. (2017), Modelling Dependencies Between Critical Infrastructures [in:] Managing the 
complexity of critical infrastructures, [online] https://link.springer.com/chapter/10.1007/978-3-319-51043-9_2/
fulltext.html 

https://link.springer.com/chapter/10.1007/978-3-319-51043-9_2/fulltext.html
https://link.springer.com/chapter/10.1007/978-3-319-51043-9_2/fulltext.html
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therefore, the avoidance of locked proprietary protocols and technologies and the use of 
compatible protocols and technologies become critical factors.19 The technological challenges 
facing the electricity subsector will be addressed further in this paper. Prior to that, a picture of 
inconsistent development that is caused by different levels of readiness and historical legacy 
across the EU and the readiness to implement the NIS Directive and the GDPR will be painted. 

Inconsistent development across the EU – a bird’s eye view 

Some Member States are better prepared than others for the implementation of cybersecu-
rity measures in the energy sector; this applies in particular to the Netherlands, the UK, and 
France.20 To strengthen the weakest links, however, it is necessary to ensure an equal level 
of cybersecurity across the EU. In more general terms, some Member States (e.g. Germany, 
France, Austria, Estonia or the Czech Republic) are better equipped to timely and properly 
implement the provisions of the NIS Directive, partly because cybersecurity was already at the 
top of their political agendas and legislation of similar nature was already in place.21 

Other Member States, which previously lacked the awareness, capabilities or political will, need 
to establish cybersecurity as a national priority to ensure a timely implementation of the NIS 
Directive. The lengthy process of negotiating the legislation in question showed differences in 
perception of cybersecurity. It is worth noting that the ‘difficulties in agreeing to rules governing 
the cybersecurity of critical infrastructure reflect the different national arrangements within 
Member States of the EU. Some governments, including Germany and the Netherlands, treat 
cybersecurity as a question of homeland security, while others, such as Latvia and Denmark, 
consider it a question of defense. Still other countries, including Finland and Italy, see cyberse-
curity as a matter of commerce and communications.’22 While many governments see the value 
of a strong pan-European approach, there is a concern regarding the national sovereignty and 
the EU encroaching upon exclusive competence of Member States. Furthermore, the absence 
of empirical evidence makes the comparison of capability levels between Member States a 
difficult task. More robust and thorough assessment could be undertaken to picture differ-
ences across the EU against a set baseline.23 Another question is whether Member States, 
despite capability gaps and differences in priorities, will be able to implement the provisions 
of the NIS Directive in a uniform way as its success rests upon the implementation of the provi-
sions by all the sectors mentioned in the Annex II of the NIS Directive and all Member States.24 

19 ENISA (2017), op. cit. 
20 Gurzu A. (2017), Hackers threaten smart power grids, Politico, [online] http://www.politico.eu/article/

smart-grids-and-meters-raise-hacking-risks/ 
21 Tasheva I. (2017), European cybersecurity policy – Trends and prospects, [online] http://www.epc.eu/pub_details.

php?cat_id=3&pub_id=7739 
22 Ilves L., Evans T., Cilluffo F., Nadeau A., European Union and NATO Global Cybersecurity Challenges: A Way Forward 

PRISM Volume 6, No. 2, [online] http://cco.ndu.edu/Publications/PRISM/PRISM-Volume-6-no-2/Article/840755/
european-union-and-nato-global-cybersecurity-challenges-a-way-forward/ 

23 European Parliament (2016), Cybersecurity strategy for the energy sector, [online] http://www.europarl.europa.eu/
RegData/etudes/STUD/2016/587333/IPOL_STU(2016)587333_EN.pdf 

24 European Parliament (2016), ibidem

http://www.politico.eu/article/smart-grids-and-meters-raise-hacking-risks/
http://www.politico.eu/article/smart-grids-and-meters-raise-hacking-risks/
http://www.epc.eu/pub_details.php?cat_id=3&pub_id=7739
http://www.epc.eu/pub_details.php?cat_id=3&pub_id=7739
http://cco.ndu.edu/Publications/PRISM/PRISM-Volume-6-no-2/Article/840755/european-union-and-nato-global-cybersecurity-challenges-a-way-forward/
http://cco.ndu.edu/Publications/PRISM/PRISM-Volume-6-no-2/Article/840755/european-union-and-nato-global-cybersecurity-challenges-a-way-forward/
http://www.europarl.europa.eu/RegData/etudes/STUD/2016/587333/IPOL_STU(2016)587333_EN.pdf
http://www.europarl.europa.eu/RegData/etudes/STUD/2016/587333/IPOL_STU(2016)587333_EN.pdf
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This might be disputable. For that reason, the new Cybersecurity Strategy for the EU25, unveiled 
in September 2017, is complemented with a communication to support Member States’ efforts 
by providing best practice relevant to the implementation of the Directive and guidance on 
how the Directive should be operating in practical terms.26

In addition, the guidance to support a more harmonised implementation, notably in relation 
to operators of essential services, will be published in autumn 2017. In addition to the varied 
levels of cybersecurity preparedness, another source of discrepancy is the level of innovation 
between Member States. When analysing the Digital Economy Society Index (DESI)27, one can 
notice that Denmark, Finland, Sweden and the Netherlands are the most advanced Member 
States of the EU, followed by Luxembourg, Belgium, the UK and Ireland. On the flip side, 
Romania, Bulgaria, Greece and Italy rank the lowest in the DESI. 

Figure 3. Digital Economy and Society Index 2017. Source: European Commission (2017), Digital 
Economy and Society Index

 

However, the new innovation scoreboard reveals that the EU innovation performance is 
increasing. Sweden tops the ranking of the EU innovation leaders, followed by Denmark, 
Finland, the Netherlands, the UK, and Germany. Lithuania, Malta, the UK, the Netherlands, and 
Austria are the fastest growing innovators. In more global terms, the EU is catching up with 
Canada and the U.S., but South Korea and Japan are still one step ahead. The fastest progress 
among international competitors has been noted in China.28 

25 European Commission (2017), Joint communication to the European Parliament and the Council, op. cit.
26 European Commission (2017), Making the most of NIS – towards the effective implementation of Directive (EU) 

2016/1148 concerning measures for a high common level of security of network and information systems across the 
Union, [online] https://ec.europa.eu/transparency/regdoc/rep/1/2017/EN/COM-2017-476-F1-EN-MAIN-PART-1.PDF

27 DESI index summarises around 30 indictors and tracks the evolution of Member States in digital performance across 
five domains: connectivity, human capital, the use of Internet, integration of digital technology, and digital public 
services.

28 European Commission (2017), 2017 European Innovation Scoreboard, EU Member States’ Innovation Performance, 
[online] http://ec.europa.eu/growth/industry/innovation/facts-figures/scoreboxards_pl 

http://ec.europa.eu/growth/industry/innovation/facts-figures/scoreboards_pl
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When it comes to the digitisation of critical infrastructure systems, the influence of historical 
aspects is more vivid. The picture below shows an overview of the ICS/SCADA systems that are 
connected to the Internet and a clear discrepancy between the old and new Member States.

Figure 5. An overview of the ICS/SCADA systems that are connected to the Internet in the EU. Source: 
ENISA (2016) Communication network dependencies for ICS/SCADA Systems

Figure 4. European Innovation Scoreboard. EU Member States’ Innovation Performance. Source: 
European Commission (2017), 2017 European Innovation Scoreboard, EU Member States’ Innovation 
Performance 



 26 Agnieszka Konkel

Looking specifically at the smart grids, there are sharp differences between Member States 
in the overall level and pace of investment. The general positive climate for innovation trans-
lates into a highly digitised economy and its critical infrastructures. However, there are several 
country-specific factors which additionally explain the differences between Member States. 

Due to a favourable national and regulatory environment, national funding schemes, and effi-
cient cooperation with the private sector, the access to European funding by the private sector 
in Member States is much easier, which can accelerate investment in smart grids. Irrespective 
of the differences between Member States, it is private investment that represents the main 
source of funding in most Member States, as shown in the picture below.29 This is particularly 
noticeable in the UK, France, Germany and Spain, while the Member States which joined the 
EU after 2004 show scarce investment in the field concerned. 

The energy sector in the EU has largely been shaped by its history, and the specificities of 
Member States’ energy systems have their roots in particular historical contexts. The govern-
ments of the EU worked to establish a framework to secure their energy systems from external 
threats, but as these systems are increasingly becoming more interconnected, there is a need 
for the EU-wide coordination and action.30 However, energy grid protection remains a collec-
tive responsibility of Member States and operators. Criticality, cross-borderness, and interde-
pendence of energy grids require a certain level of harmonisation to offset uneven levels of 

29 Gangale F., Vasilijevska J., Covrig C., Mengolini A., Fulli G., Smart grid projects outlook 2017, JRC science for policy 
report, [online] http://ses.jrc.ec.europa.eu/sites/ses.jrc.ec.europa.eu/files/u24/2017/sgp_outlook_2017-online.pdf 

30 European Parliament (2016), op. cit.

Figure 6. Smart grid projects heatmap 2017. Source: Joint Research Centre (2017), Smart grid projects 
heatmap: organisations and implementation sites

http://ses.jrc.ec.europa.eu/sites/ses.jrc.ec.europa.eu/files/u24/2017/sgp_outlook_2017-online.pdf
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development. For that purpose, a cybersecurity maturity framework defined at the EU level 
and based on international standards (e.g. ISO 27000) could be implemented. Such a frame-
work could allow for assessing resilience of the energy grids across the EU.

Figure 7. Total investment per country by source of financing. Source: Joint Research Centre (2017), 
Smart grid projects outlook 2017, JRC science for policy report 

NIS Directive and GDPR – varied levels of preparedness 

Both the NIS Directive together with the GDPR create a harmonised framework for handling 
cybersecurity matters across the EU. Nevertheless, the application of the GDPR might differ 
from one Member State to another, which stems from the difference in their readiness, the 
progress in the actual implementation of the EU directives in national laws and varied inter-
pretations.31 Such differences in implementation can be noted in reference to the NIS Directive 
as well. 

The study carried out in French, German and UK organisations shows a mixed state of readi-
ness for these regulations in the EU. In 2016, a majority of companies were not fully prepared to 
implement both the NIS Directive and the GDPR. German enterprises perceived themselves as 
better prepared for the NIS Directive than those from other countries across the EU, believing 
that all required measures were in place (46%), compared to 36% in France and in the UK, 
while 36% reported that most of requirements had already been implemented. The research 
included no Member States which joined the EU after 2004, but given the analysis of uneven 
development pictured above, the contrast of preparedness might be even more vivid. 

31 ENISA (2017), Gaps in NIS standardization. Recommendations for improving NIS in EU standardization policy, [online] 
https://www.enisa.europa.eu/publications/gaps-eu-standardisation.
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Figure 8. Comparison of preparedness for the NIS Directive and the GDPR. Source: Fireye (2016), Mixed 
state of readiness for new cybersecurity regulations in Europe
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The challenges encountered during the implementation of both the NIS Directive and the 
GDPR revolve around a few relevant factors. In rough numbers, the EC has estimated that the 
total cost of implementation of requirements set out in the NIS Directive could reach €1–2 
billion, with each small and medium company needing to pay between €2,500 and €5,000. 
This will not only cover the cost of additional software and hardware (as cited by 64% of the 
respondents), but also legal and advisory services. 

Figure 9. Most significant barriers to compliance with EU cybersecurity initiatives. Source: Fireye 
(2016), Mixed state of readiness for new cybersecurity regulations in Europe

One-third of 260 surveyed participants indicated that they only partially understood the 
impact of the NIS Directive/GDPR legal framework on current data protection and security 
provisions. It was also voiced that with the EU being unlikely to point to specific technical 
standards or certification schemes, the lack of such guidance might add to confusion when 
assessing current data and security status, and when planning upgrades.32 

32 Fireye (2016), Mixed state of readiness for new cybersecurity regulations in Europe, [online] https://www.fireeye.
com/content/dam/fireeye-www/global/en/products/pdfs/rpt-mixed-state-of-readiness-for-new-cybersecurity-
regulations-in-europe.pdf 
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It is observed that European and international standards and associated certification schemes 
are not coherent within the EU and internationally when dealing with the issues of cyber-
security, data privacy, and data protection. In addition, different sectors and countries have 
introduced different requirements, which are not harmonised across the EU, and are often 
country specific.33 What is worth considering, however, is the approach of the UK government 
to the transposition of the NIS Directive. The NIS Directive does not enforce the implementa-
tion of cybersecurity standards in sectors covered by the Annex II of the Directive. The penalty 
regime regarding infringements of the national provisions adopted pursuant to this Directive 
is to be established by Member States. Given that the loss of essential services might theoreti-
cally have a high impact on both the industry and the region, the UK government proposes 
to adopt similar penalties to those in the General Data Protection Regulation (GDPR), with the 
aim of making the national approach towards cybersecurity more consistent. To this end, the 
UK government has set a penalty band at the maximum of €20 million (£18 million) or 4% for 
failure to implement appropriate and proportionate security measures in accordance with a 
set of high-level principles for risk management and the supply chain.34 While at this stage it 
would be difficult to assess the effectiveness of such an approach which attempts to offset the 
lack of enforcement mechanism of the NIS Directive, the new Cybersecurity Strategy for the 
EU, unveiled in September 2017, will address the level of uneven preparedness of Member 
States and the exchange of best practices for the implementation of the NIS Directive as well. 

Fragmentation of the cybersecurity market and third-
country dependency

In general terms, the current fragmentation of the cybersecurity market to some extent stems 
from the fact that cybersecurity – viewed as a component of critical infrastructure and national 
asset protection – remains, in accordance with the EU Treaties, a national responsibility. There 
is a strong relationship between sovereignty and cybersecurity, particularly in some sensitive 
domains such as the performance of essential state functions, the maintenance of law and 
public order, and the protection of national security. This might result in a lack of coopera-
tion and a further fragmentation of the market. Moreover, the supply of ICT security products 
within the EU is scattered geographically, which reduces the choice of secure solutions and 
hampers competition on the national, regional, and the EU level. The growth of cybersecurity 
industry in the EU is largely driven by national demands, particularly in the defence sector. As 
a result, most contractors have developed cybersecurity divisions, but there is also room for 
SMEs and start-ups to emerge in specialty and niche markets. 

The EU is heavily dependent on non-European technologies, both in the cybersecurity and the 
ICT domain. The application of third-country technologies in devices for critical applications 

33 Cyberwatching.eu, Cybersecurity and privacy standards, [online] https://www.cyberwatching.eu/compliance/
standards 

34 GOV. UK (2017), Consultation on the Security of Network and Information Systems Directive, [online] https://www.
gov.uk/government/consultations/consultation-on-the-security-of-network-and-information-systems-directive 
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becomes a challenge as those suppliers are not required to abide by the EU legal framework. 
Furthermore, there is no evidence of application of the same level of quality requirements and 
no proof of the lack of built-in backdoors.35 In the 2013 Cybersecurity Strategy for the EU, it was 
acknowledged that ‘there is a risk that Europe not only becomes excessively dependent on ICT 
produced elsewhere, but also on security solutions developed outside its frontiers. It is vital 
to ensure that hardware and software components produced in the EU and in third countries 
that are used in critical services and infrastructure and increasingly in mobile devices are trust-
worthy, secure, and guarantee the protection of personal data.’36 

In order to protect the value chain, all participants to the market need to abide by the same set 
of requirements concerning both cybersecurity and data protection. The risk of attacks can be 
mitigated only if the entire value chain is secure. This means that all the active players in the 
EU single market, irrespective of their origins, must comply with the requirements of the NIS 
Directive. This applies to operators of essential services, hardware and software manufacturers, 
and information society services.37 

SCADA systems are traditionally dedicated proprietary systems, not connected to the outside 
world. Recently, there has been a trend to use commercial off-the-shelf software and hardware 
in SCADA systems, which adds to more risks and threats than ever before.38 In general, supply 
chains for almost all of procurement activities can be subject to a cyberattack. If a supply chain 
does not follow a clear set of standards, it is prone to fragmentation and inconsistency in its 
approach to cybersecurity. The weakest link in the chain will be particularly vulnerable to a 
cyberattack.39 

A recent study reveals that 20% of the UK businesses are worried about vulnerabilities 
emanating from their vendors. Around half of the respondents (SMEs) were required to have 
a cybersecurity standard, such as ISO 27001 implemented by their enterprise customers 
as compared to 28% in the previous year, which shows a clear rising trend in requirements 
imposed on supplier information security. What becomes evident is that by imposing cyber-
security requirements on SMEs suppliers, those entities can reduce overall risk and increase 
awareness of information security across the value chain.40 

35 ECS (2016), European Cybersecurity Industry Proposal for a contractual public –private partnership, [online] http://
www.ecs-org.eu/documents/ecs-cppp-industry-proposal.pdf 

36 European Commission (2016), Strengthening Europe’s cyber resilience system and fostering a 
competitive and innovative cybersecurity industry, [online] http://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=CELEX%3A52016DC0410 

37 European Commission (2016), Commissioner Oettinger receives the final report of the European 
Cybersecurity Industrial Leaders, [online] https://ec.europa.eu/digital-single-market/en/news/
commissioner-oettinger-receives-final-report-european-cybersecurity-industrial-leaders 

38 OSCE (2016), op. cit. 
39 Atkins (2016), Cyber resilient infrastructure. Securing our critical national infrastructure and defence capabilities, 

[online] http://explore.atkinsglobal.com/cyber/Atkins_Cyber_Resilient_Infrastructure_Report.pdf 
40 Ashford W. (2017), Enterprises are upping security demands on SME suppliers, [online] http://www.computerweekly.

com/news/450423617/Enterprises-are-upping-security-demands-on-SME-suppliers 
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Having outlined the specificities of the energy sector, the analysis will now focus on the overall 
policy landscape in the field of cybersecurity and energy as well as a wider concept of a digital 
single market.

Overall policy landscape of the EU

Against the backdrop outlined above, it would be worthwhile outlining the actions taken and 
planned at the EU level. The timeline of related measures has been pictured below (see Figure 
9). In the mid-term review of the Digital Single Market strategy of May 2017, the European 
Commission (EC) announced its plans for the overhaul of the 2013 Cybersecurity Strategy for 
the EU, the review of ENISA’s mandate to define its new role in relation to the requirements of 
the NIS Directive and the introduction of an European framework for certification and label-
ling.41 This “cybersecurity package” was published in September 2017. 

Figure 10. The EU cybersecurity map and specific energy-related activities at the EU level. Source: 
Kollau (2017), Cybersecurity in the energy sector. IEA Digitalization and energy workshop. Digital 
Resilience 
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On the energy front, in November 2016, the EC published a set of measures to keep the EU 
energy market competitive, in the face of the development of clean energy and its overall influ-
ence on the market. In the Clean Energy for Europeans package, the EC proposed to develop 
risk preparedness plans for the electricity sector42 and establish network codes, among others, 
for cybersecurity rules. The EC recognises that when a crisis situation, i.e. malicious attack 

41 European Commission (2017), Communication on the Mid-Term Review on the implementation of the Digital Single 
Market Strategy A Connected Digital Single Market for All, [online] http://eur-lex.europa.eu/legal-content/EN/TXT/?qi
d=1496330315823&uri=CELEX:52017DC0228 

42 European Commission (2016), Proposal for a regulation on risk-preparedness in the electricity sector and 
repealing Directive 2005/89/EC, COM(2016) 862 final, [online] http://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=CELEX:52016PC0862
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including a cyberattack occurs, it often has a cross-border effect. Member States, however, tend 
to focus more on the national context, often disregarding the transnational one; therefore, an 
instrument at the EU level is needed to address the noted inconsistency of the approaches.43 

In the communication of July 2016, the EC announced the launch of a public-private partner-
ship on cybersecurity (cPPP). The aim of the cPPP is to enhance the implementation of the 
Horizon 2020 objectives and the revision of the 2013 Cybersecurity Strategy for the EU and 
the Digital Single Market strategy by supporting the use of innovative and trusted solutions 
in areas where the EU has a competitive advantage (e.g. energy). As a specific objective to 
improve competitiveness, the cPPP is to develop solutions leading towards the use of cyber-
security technologies in different critical infrastructures. In addition, the cPPP is to cooperate 
with third countries to harmonise cybersecurity approaches, particularly to foster the develop-
ment and the use of international standards, wherever possible.44 

The above-mentioned cPPP is endorsed by the European Cyber Security Organisation (ECSO) 
whose main objective is to support initiatives and projects strengthening the cybersecurity 
industry, its increased competitiveness or development, and the implementation of cyberse-
curity solutions for the critical steps of trusted supply chains in sectors where the EU shows 
leadership. Within the scope of its interest, the ECSO will focus on smart grids and Industrial 
Control Systems.45 

Lately, a number of sectoral initiatives have been launched to enhance cybersecurity in critical 
sectors. In 2015, a dedicated group related to cybersecurity in the energy sector, i.e. the Energy 
Expert Cybersecurity Platform – EECSP was formed.46 Its aim is to assist the process of the imple-
mentation of the NIS Directive and to assess future cybersecurity needs of the sector across the 
EU with regard infrastructural issues, security of supply or smart grid technologies. It is inter-
esting to note that the work within the EECSP will be led by the Directorate-General for Energy 

43 European Commission (2016), Proposal for a regulation on the internal market for electricity, COM(2016) 861 final/2, 
[online] http://ec.europa.eu/energy/sites/ener/files/documents/1_en_act_part1_v9.pdf 

44 European Commission (2016), Annex Contractual arrangement setting up a public-private partnership in the area 
of cybersecurity industrial research and innovation between the European Union and the European Cyber Security 
Organization to the Commission decision on the signing of a contractual arrangement setting up a public-private 
partnership in the area of cybersecurity industrial research and innovation between the European Union, represented 
by the Commission, and the stakeholder organization, [online] https://ec.europa.eu/digital-single-market/en/news/
commission-decision-establish-contractual-public-private-partnership-cybersecurity-cppp 

45 European Cybersecurity Organization, [online] https://www.ecs-org.eu/about 
46 The mandate for the expert group will be limited to two years with the possibility of prolongation. DG ENER will 

chair and provide the secretariat for the expert group. The group will comprise maximum 15 experts. To be more 
specific in its deliverables, the expert group will 1) analyse existing legislation, initiatives, projects and cybersecurity 
strategies related to all parts of the energy sector in order to pinpoint areas where a sectoral approach is needed. The 
EECSP will examine the interplay between various EU legislative instruments, e.g. the NIS Directive and the General 
Data Protection Regulation, the ways to streamline the corresponding obligations impacting the energy sector as 
well as indicate specific solutions (first deliverable); 2) develop a short-, medium-, and long-term strategy building 
on the first deliverable and to reinforce the implementation of the new legal basis of the forthcoming NIS Directive 
and the GDPR and to provide input for legislative acts to be adopted in the future (second deliverable), 3) The 
third deliverable will involve regular monitoring of the various findings in line with the implementation of relevant 
legislation and the evolution of risks, threats, and vulnerabilities in the energy sector
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(DG ENER) in cooperation with the Secretariat General (SG), DG Internal Market, Industry and 
Entrepreneurship and SMEs (DG GROW), Joint Research Centre (JRC), DG Migration and Home 
Affairs (DG HOME), DG Mobility and Transport (DG MOVE), DG Communications Network, 
Content and Technology (DG CONNECT), and DG Justice and Consumers (DG JUST), which on 
the one hand reflects the complexity of the analysed issue, and on the other hand shows that 
right from the onset, the EC addresses the issue in a comprehensive, multi-sectoral manner, 
having learnt its lessons from the NIS Directive negotiations. As the EECSP advocates, there 
is a need for a comprehensive cybersecurity strategy for the energy sector in the EU, which 
would enhance the implementation of the NIS strategy and create a multi-level dialogue to 
foster synergy between the Digital Single Market strategy, the EU Agenda on Security, and the 
Energy Union.47

The actions foreseen in the Directive are to further elaborate on the identification and desig-
nation of European critical infrastructures and the assessment of the need to improve their 
protection48, the evaluation of which showed only a partial success. The legislation in question 
called on Member States to identify and designate European critical infrastructures. However, 
fewer than 20 European critical infrastructures have been identified, with some clear-cut infra-
structures spanning the EU, such as the main energy transmission networks, being omitted. 
Despite its objective to develop cross-border cooperation, the Directive engaged Member 
States bilaterally. It appears that a sector-specific approach proved challenging for many 
Member States, as the criticality of the infrastructure is not limited to sectors only, but rather 
follows a systemic or service-based approach.49 

As for the international aspects of the EU policy, the said technological dependency on third-
country solutions and the security of the value chain sparked discussion on both sides of 
the Atlantic. In February 2017, in a joint position (which was further elaborated in July 2017), 
Germany, France and Italy asked to address the issue of state-led, strategic investments of a 
Europe-wide relevance by non-EU actors, particularly China, which involve value chains, crit-
ical technologies, production, and the EU know-how. The joint position stated that current 
EU instruments might not guarantee protection from such operations, irrespective of national 
security and public order measures, and asked the EC for a legislative action in this respect.50 
The joint position, however, met with a backlash from Member States at the meeting of the 
European Council in 2017 on grounds of alleged protectionism. It is worth noting that 13 

47 European Commission (2016), Energy Expert Cyber Security Platform (EECSP) Terms of Reference (EECSP) & Call for 
Experts (EESCP-Expert Group), [online] http://ec.europa.eu/transparency/regexpert/index.cfm?do=groupDetail.
groupDetailDoc&id=21275&no=1 

48 European Commission (2008), Council Directive 2008/114/EC of 8 December 2008 on the identification and 
designation of European critical infrastructures and the assessment of the need to improve their protection, [online] 
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2008:345:0075:0082:EN:PDF 

49 European Commission (2013), Commission Staff Working Document on a new approach to the European Programme 
for Critical Infrastructure Protection, Making European Critical Infrastructures more secure, [online] https://ec.europa.
eu/energy/sites/ener/files/documents/20130828_epcip_commission_staff_working_document.pdf 

50 Hanke J. (2017), EU’s Big 3 seek greater role for Brussels to stop Chinese takeovers, [online] http://www.politico.eu/
article/eus-big-3-seek-greater-role-for-brussels-to-stop-chinese-takeovers/ 
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Member States have already some sort of screening procedures in place, but and the ques-
tion arises whether the EU’s approach would not give them more leverage.51 The impact of 
foreign acquisitions on critical technologies, also in the cybersecurity domain, constitutes a 
major facet of the screening framework for foreign direct investment in the EU. Such a frame-
work allows for the screening of non-UE investments on grounds of public order and security.52 
In turn, the U.S. Congress might consider regulation that strengthens the scrutiny of Chinese 
investment in sensitive emerging technologies critical to the U.S. national security interests.53 
While the outcome of the action at the EU level is yet to be assessed, such concerns show 
potential gravity of the problem in question. 

Since the focus of this overview of the EU policy is the issue of standardisation of cybersecu-
rity solutions in the electricity sector, more thorough attention will be given to the recent EC’s 
proposal for a regulation on ENISA, the “EU Cybersecurity Agency” and for Information and 
Communication Technology cybersecurity certification (Cybersecurity Act) in the context 
of the NIS Directive and the energy-related legislation. In accordance with the proposed 
regulation, ENISA’s renewed mandate is delineated and strengthened in areas where the 
agency showed clear value added, in particular the implementation of the NIS Directive, the 
review of the EU Cybersecurity Strategy, the upcoming EU Cybersecurity Blueprint for cyber 
crisis cooperation, and the said ICT security certification. In the announced framework, a 
common approach to ICT security assessment schemes that adapt the level of assurance 
to the use concerned (such as critical infrastructures) was published. The scheme will be of 
a voluntary nature, imposing no obligations on vendors, but the EC does not preclude the 
possibility to instigate regulatory or legislative action at a later stage 5454

Electricity subsector and the NIS Directive

The NIS Directive constitutes the first piece of the cybersecurity legislation of the EU-wide 
dimension. In its initial proposal, the EC included the general energy sector in the scope of 
the NIS Directive. In the process of the interinstitutional negotiations, the subsectors of elec-
tricity, oil and gas had been singled out and aligned with the definitions from the relevant 
sector-specific EU legislation or technical descriptions from the relevant EU’s instruments. In 
addition, the assessment had been made whether an overlap existed between the existing 
sectoral legislation and the relevant provisions on risk management and incident notification 
of the NIS Directive.

51 EU Reporter Correspondent (2017), #Bruegel: Should the EU have the power to vet foreign #takeovers?, [online] 
https://www.eureporter.co/world/2017/09/04/bruegel-should-the-eu-have-the-power-to-vet-foreign-takeovers/ 

52 European Commission (2017), Joint communication to the European Parliament and the Council, op.cit.
53 Kania E. (2017), Beyond CFIUS: The Strategic Challenge of China’s Rise in Artificial Intelligence, [online] https://www.

lawfareblog.com/beyond-cfius-strategic-challenge-chinas-rise-artificial-intelligence 
54 European Commission (2017), Proposal for a regulation of the European Parliament and the Council on ENISA, op. cit.
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Table 1: Comparative presentation of the energy sector in the NIS Directive. Source: own elaboration 
on the basis of the proposal for the NIS Directive and its adopted version

Annex II. Initial proposal of the 
EC for the NIS Directive Annex II. Adopted NIS Directive
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gy Electricity and gas suppliers 

El
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tr
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y Type of entity

Electricity undertakings as defined in point 
(35) of Article 2 of Directive 2009/72/EC of the 
European Parliament and of the Council(1), 
which carry out the function of ‘supply’ as 
defined in Article 2 (19) of that Directive

Electricity and/or gas distribution system 
operators and retailers for final consumers 

Distribution system operators as defined in 
Article 2 (6) of Directive 2009/72/EC

Natural gas transmission system operators, 
storage operators, and LNG operators 

Transmission system operators as defined 
in Article 2 (4) of Directive 2009/72/EC

Transmission system operators for electricity O
il Operators of oil transmission pipelines

Oil transmission pipelines and oil storage Operators of oil production, refining and treat-
ment facilities, storage, and transmission

Electricity and gas market operators Supply undertakings as defined in Article 2 
(8) of Directive 2009/73/EC of the European 
Parliament and of the Council (2)

Operators of oil and natural gas produc-
tion, refining and treatment facilities G

as Distribution system operators as defined in 
Article 2 (6) of Directive 2009/73/EC 

Transmission system operators as defined 
in Article 2 (4) of Directive 2009/73/EC

Storage system operators as defined 
Article 2 (10) of Directive 2009/73/EC

LNG system operators as defined in Article 
2 (12) of Directive 2009/73/EC

Natural gas undertakings as defined in 
Article 2 (1) of Directive 2009/73/EC

Operators of natural gas refining and treatment facilities

In accordance with the Annex II, the types of entities covered by the scope of the NIS Directive 
include electricity undertakings which carry out the function of supply, distribution and trans-
mission system operators. Standardisation has been brought into focus as well. In order to 
promote convergence in the implementation of measures related to security requirements and 
incident notification of operators of essential services, in Article 19 of the NIS Directive, Member 
States are encouraged to support the use of the European or internationally accepted stand-
ards and specifications relevant to the security of network and information systems. ENISA, in 
turn, has been tasked with drawing up advice and guidelines regarding technical areas to be 
covered. Moreover, the role of the Cooperation Group rests on discussing the standards and 
specifications referred to in Article 19 with representatives from the relevant European organi-
sations. While the NIS Directive provides some general guidance, the specific rules regarding 
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cybersecurity in the electricity subsector will be developed through the so-called “network 
code” of the EC’s proposal for a regulation on the internal market of electricity of 2016 and 
through a proposal for a regulation on risk preparedness in the electricity sector.55

In Article 1 (7) of the NIS Directive, it has been recognised that where a sector-specific EU 
legal act requires operators of essential services to ensure the security of their network and 
information systems, provided that such requirements are at least equivalent in effect to the 
obligations laid down in the NIS Directive, a sector-specific EU legal act shall apply. Since the 
NIS Directive lays down only general obligations, sectoral regulations provide an opportunity 
to introduce a specific approach defining concrete modalities to ensure coordination among 
Member States and the resilience of interconnected electrical grids. To ensure cybersecurity 
of electrical grids, the network code should take into account at least these four elements 1) 
methodology to identify operators of essential services for the energy sector, 2) risk classifica-
tion scheme, 3) minimum prerequisites to ensure that the identified operators meet certain 
minimal criteria and 4) harmonised procedure for incident reporting. 

Conversely, the regulation on risk preparedness in the electricity sector would oblige Member 
States to develop risk preparedness plans to address crisis situations, including malicious 
activities like cyberattacks. Such risks preparedness plans will be complemented by guidance/
network code on cybersecurity in the energy sector resulting from the NIS Directive. In addi-
tion, Member States will be required to elaborate on the protection of their sensitive assets, 
especially in relation to changes in ownership control. Such risk preparedness plans will be 
reinforced by regional cooperation plans to account for cross-border aspects and the inter-
linked nature of the EU electricity systems. The mandate of the Electricity Coordination Group 
will be strengthened so it can, among others, oversee how the EU countries tackle potential 
electricity crisis, and contribute to enhanced cooperation and trust among Member States.56 
These regulations complement both the NIS Directive and the Directive on the identification 
and designation of European critical infrastructures and the assessment of the need to improve 
their protection, which establish a common procedure for identifying European critical infra-
structures, focusing more broadly on how to ensure the overall resilience of the electricity 
system as a whole and addressing risks when they occur.57 

55 European Commission (2016), Proposal for a Regulation of the European Parliament and of the Council on risk 
preparedness …, op. cit.

56 European Commission (2016), Commission staff working document, Impact assessment and other documents 
accompanying it: Proposal for a Directive of the European Parliament and of the Council on common rules for the 
internal market in electricity (recast), Proposal for a Regulation of the European Parliament and of the Council on the 
electricity market (recast), Proposal for a Regulation of the European Parliament and of the Council establishing a 
European Union Agency for the Cooperation of Energy Regulators (recast), Proposal for a Regulation of the European 
Parliament and of the Council on risk preparedness in the electricity sector, [online] https://ec.europa.eu/energy/
sites/ener/files/documents/mdi_impact_assessment_main_report_for_publication.pdf 

57 European Commission (2016), Proposal for a regulation of the European Parliament and of the Council on the internal 
market …, op. cit.
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However, the compliance with cybersecurity standards will not be a silver bullet for all the 
vulnerabilities of critical infrastructures as the NIS Directive does not enforce the implementa-
tion of standards. Nevertheless, their deployment might trigger the establishment of a control 
mechanism which contributes to better resilience. The enforcement of cybersecurity standards 
might increase the demand for secure products, services and practices, which might further 
translate into stronger market competition for the suppliers who promote secure solutions 
tailored to the needs of the sector. Many countries have introduced certification schemes to 
propagate cybersecurity in the industry. The U.S. and Australia encourage the implementation 
of standards by using incentives. Similarly, South Korea has introduced a system of incentives 
for the industry to implement ISO/IEC 27001 and ISO/IEC 15408 standards.58 

Now this paper will draw attention to general challenges related to the standardisation of 
cybersecurity solutions in the electricity sector.

Standardisation of cybersecurity solutions in the electricity 
sector 

What is challenging about electricity subsector networks is communication across the 
network. Contemporary smart grids are characterised by 1) communication infrastructure 
employed to manage the grid and 2) flexibility to integrate decentralised components of the 
grid. Cybersecurity of the grid is influenced by high vulnerability of the electrical grid to high 
impact cyberattacks, compliance with only mandatory standards, a flexible approach to the 
implementation of voluntary recommendations and negligence in taking concrete steps to 
reduce vulnerabilities in the grid. Whilst technology improves the functioning of the grid, it also 
makes the grid more vulnerable to cyberattacks. All the components of the smart grid can be 
compromised due to their exposure to the Internet, which poses a challenge to their physical 
security as well. From the technological point of view, the lifecycle of components of the smart 
grid is rather long. It might be impossible to shut it down immediately and patch a component 
that needs to run 24/7, which makes the updates and improvements to the system particularly 
challenging.59

The protection of critical infrastructure operational technology (OT) is not limited to SCADA 
only. Almost all of the industrial control systems (ICS) are a hybrid of IT and SCADA networks. 
Most of the current cyberattacks are multi-vectored, infiltrating more accessible IT layer to 
reach the OT critical infrastructure.60 Cybersecurity concepts and tools are on the right track 
to grasp the intricacies and interdependency of such multi-vectored attacks. It is claimed that 

58 KPMG (2016), Cyber Security Standards Compliance: A Vital Measure to Critical Infrastructure Protection, [online] 
https://assets.kpmg.com/content/dam/kpmg/pdf/2016/05/Cyber-Security-Standards-Compliance-A-Vital-Measure-
to-Critical-Infrastructure-Protection.pdf 

59 European Cybersecurity Organization (2016), Industry proposal for contractual public private partnership, [online] 
http://www.ecs-org.eu/documents/ecs-cppp-industry-proposal.pdf 

60 Dar A. (2017), Protecting Industrial Control Networks – It’s Not Just About SCADA Security, [online] https://www.
cyberbit.com/ot-security/protecting-industrial-control-networks-scada-security 
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“vendors solve what they know, instead of what needs to be solved” and only very few compa-
nies fully understand both IT and OT technologies. Most cybersecurity vendors address the IT 
part, while more thorough knowledge of the OT part still needs to be acquired.61 

The blend of old and new technologies poses a challenge for addressing cybersecurity in a 
uniform manner. The technological legacy, where Windows XP is a primary system for opera-
tional technology for many critical infrastructures is no longer supported by Microsoft and 
the cost of updating critical devices is extremely high. Therefore, such devices have become a 
target for potential attackers.62 Many control systems use even older operating systems with 
lifetimes exceeding 20 years. Such systems are out of date and both patches and updates are 
no longer available.63 Reaching common understanding which cybersecurity standards to 
use is difficult as IT and OT engineers are accustomed to very different regimes of innovation 
and maintenance. As regards the timespan, industrial control systems are expected to last for 
25–125 years, while the lifecycle of most information technology products is likely to be 3–5 
years.64 

Challenges in interoperability of smart grids relate to the lack of robust standards for new technol-
ogies, and the associated difficulty in interfacing new and old technologies.65 In the energy sector, 
standards can be used to contribute to the harmonisation of the risk management and the estab-
lishment of a common framework for security issues specific to the sector. It is believed that a series 
of ISO 27000 related to information security management might be used for that purpose. Further 
collaboration between energy market players and standard developing organisations can form 
a platform for common understanding and enforce the use of standards tailored to the energy 
sector.66 As indicated above, the lack of interoperability of the solutions (technical standards) and 
the lack of an EU-wide mechanism for certification hamper the development of a single cyberse-
curity market. Certification contributes to increased security of products and services. This remains 
valid for the systems which require both an extensive use of technology and a high level of security, 
such as smart grids and the ICS.67 In September 2017, as part of the cybersecurity package, the EC 
put forward a proposal to create an EU certification network with ENISA at its heart. The proposed 
framework is to introduce an EU-wide certification scheme comprising a set of rules, technical 
requirements, procedures and standards. To ensure coherence with international initiatives, the 
solutions proposed in the framework will rely heavily on international standards.68 

61 Dar A. (2017), op. cit.
62 CISCO (2017), op. cit. 
63 TrapX Original Research (2017), Industrial Control Systems Under Siege, [online] https://share.trapx.com/dl/

aLo0ack8Kc 
64 Weiss, J. (2010). Protecting Industrial Control Systems from Electronic Threats. New York, NY: Momentum Press [in:] 

Clark-Ginsberg A. and Slayton R., Innovation or Maintenance? The Creation and Evolution of Critical Infrastructure 
Cybersecurity Standards

65 OSCE (2016), op. cit. 
66 ENISA (2016), Gaps in NIS standardization…, op. cit.
67 European Commission (2016), Commission signs agreement with cybersecurity industry to increase 

measures to address cyber threats, [online] https://ec.europa.eu/digital-single-market/en/news/
commission-signs-agreement-cybersecurity-industry-increase-measures-address-cyber-threats 

68 European Commission (2017), The EU cybersecurity certification framework [online] https://ec.europa.eu/
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The EC proposal on ENISA, the “EU Cybersecurity Agency” and on 
Information and Communication Technology cybersecurity certifi-
cation (Cybersecurity Act)

In view of tabling a proposal for a European framework for certification and labelling, unveiled 
in September 2017, the EC intended to

•	 ‘study the strategic/systemic risk resulting from cyber incidents in highly interdependent 
sectors within and across national borders;

•	 develop by end-2016 a Roadmap towards a possible European framework for certifica-
tion and labelling proposal, to be presented by end-2017, and to assess the feasibility and 
impact of a European lightweight cybersecurity framework for labelling; 

•	 explore the need and, if appropriate, address gaps in ICT security certification within 
existing sector-specific certification/validation mechanisms;

•	 include, where appropriate, the integration of ICT product security certification in future 
sector-specific legislative proposals;

•	 stimulate involvement of public administrations to facilitate the use of certification and 
common specifications in public procurement; and

•	 monitor the usage of relevant certification requirements in public and business procure-
ment and report on the state of the market in three years.’69

The actual joint proposal for the “EU Cybersecurity Agency” and on Information and 
Communication Technology cybersecurity certification (Cybersecurity Act) grants ENISA a 
permanent mandate. Moreover, ENISA would be tasked with proactive contribution to devel-
oping policy and policy initiatives in different sectors, including energy. ENISA would support 
a set of actions strengthening the internal cybersecurity market, among others, the develop-
ment of ICT standardisation and ICT cybersecurity certification schemes. The regulation in ques-
tion institutes a European Cybersecurity Certification Framework for ICT products and services, 
establishes operational certification schemes, and creates a favourable system to introduce 
specific schemes for distinct ICT products and services. This framework will be prepared by 
ENISA in cooperation with the newly established European Cybersecurity Certification Group. 
Recourse to the Framework will remain optional unless otherwise specified in the EU acquis. To 
tackle fragmentation and ensure harmonisation, the present national cybersecurity schemes 
for ICT products and services will cease to exist from the date of launching the European 
Cybersecurity Certification Framework, which will have a primacy over national schemes. The 

digital-single-market/en/eu-cybersecurity-certification-framework
69 European Commission (2016), Strengthening Europe’s cyber resilience…, op. cit.
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proposal attempts to support the implementation of the NIS Directive by introducing a tool 
to show compliance with the NIS requirements and to ensure that the NIS requirements are 
reflected in the Framework. 

ENISA has already taken a stance, encouraging the EC to set up a cybersecurity standard coor-
dination body and a fast track process of ranking the level of cybersecurity for the products 
which develop quickly. In addition, ENISA wants to ensure that the process of certification 
covers not only products, but also services and skills. Furthermore, ENISA encourages the EC 
to carry out an assessment whether companies should be held responsible for not disclosing 
security weaknesses which make software prone to cyberattacks.

While the above-mentioned proposal does not specifically address the energy sector, it does 
address sector-specific needs arising from the NIS Directive which will be further elaborated in 
the energy related legislation, i.e. the “Clean Energy for all Europeans” package.

Implications for the energy sector 

The legislation for the development of security standards for energy systems and the estab-
lishment of a certification board is perceived necessary to realise an effective cyber security 
strategy for the energy sector in Europe. The issues which should be addressed first are the 
appointment of a central authority for cybersecurity of the energy sector, the mandatory 
reporting of security incidents, and provisions to make information sharing mandatory.70  At a 
high-level roundtable preceding the recent G7 energy discussion, it has been recognised that 
cybersecurity in the energy sector is unique which stems from the blend of legacy and future 
technologies and, therefore, it cannot leverage solutions from other sectors. A call for a specific 
action on certification in the energy sector has also been made.71  In turn, during the meeting 
in Dusseldorf in April 2017, the G20 digital leaders supported and encouraged the use of risk-
based technical standards, guidelines, and best practices to deal with security risks as part of 
the efforts to address security challenges related to ICT-enabled critical infrastructures.72

Having analysed the existing gaps in standardisation, ENISA concludes that it is virtually 
impossible to separate general provisions for cybersecurity from a broad pool of ICT stand-
ards already implemented to a different extent by the operators covered by the NIS Directive. 
In addition, due to a cross-border nature of network and information security, cybersecu-
rity standards cannot be regionally isolated and adopted only in the EU. Due to commercial 

70 European Parliament (2016), Cybersecurity strategy..., op. cit.
71 European Commission (2017), Roundtable meeting on cyber security in energy takes place in Rome, [online] https://

ec.europa.eu/energy/en/news/roundtable-meeting-cyber-security-energy-takes-place-rome, [date accessed: 20 July 
2017]. G20 DIGITAL ECONOMY MINISTERIAL DECLARATION Shaping Digitalisation for an Interconnected World

72 G20 (2017), G20 digital economy ministerial declaration. Shaping digitalization for an interconnected world, [online] 
https://www.de.digital/DIGITAL/Redaktion/EN/Downloads/g20-digital-economy-ministerial-declaration-english-
version.pdf?__blob=publicationFile&v=3 
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necessity, many capabilities of network an information security will be implemented with 
the use of software and hardware from third countries. To this extent, however, ENISA recom-
mends that pursuant to the NIS Directive, the EC with support of Member States:

•	 ‘adopts open standards in threat exchange based on the globally accepted STIX/TAXII/
CyBOX platform to be prepared as an European Norm (EN) defining the syntax and seman-
tics of the data and the necessary transfer protocol, and an accompanying guide to the 
implementation of the standard 

•	 extends the risk analysis and defensive measures capabilities defined in current stand-
ards to allow Member States to address the NII and NIS provisions necessary to mitigate 
risk both at national and regional level. This should be prepared as an EN extending the 
capabilities already described in ETSI TS 102 165-1, ETSI TR 103 305, ISO/IEC 15408 and in 
relevant ISO/IEC JTC1 2700x series standards.’73

Despite the cross-border nature of cyberattacks, it is perceived that energy security issues 
are often addressed only at the level of Member States who are oblivious of the complexity 
and interdependence of energy systems. The fragmentation of legal and policy issues further 
complicates the EU response, and current legislation in the energy field does not address the 
issue of cybersecurity in detail. This is particularly true for some of the aspects of information 
sharing. It has been observed that participants in the initiatives have very often conflicting 
interests. Many businesses in the sector pay more attention to the safety of physical infrastruc-
ture rather than to the security of their networks, process systems, and data.74

As regards the standards, technological standards tailored to the energy sector are used to 
support but not enforce the implementation of security measures. In practice, it will be a 
task of the energy regulators to impose the application of network and information security 
policies and strategies by all the energy market players. They are the national regulators: the 
Agency for the Cooperation of Energy Regulators (ACER) and the Council of European Energy 
Regulators (CEER), which contribute to the EU energy regulatory landscape in cybersecurity. 
The national regulatory authorities (NRA) are tasked by Member States with a mission to 
supervise and enforce the applicable legislation and ensure the compliance of all the active 
energy market players with the rules set out in the regulatory framework. Failure to enforce the 
standards will have a negative impact on the implementation of risk management practices 
across the sector and the establishment of common understanding of issues specific to the 
energy sector.75

73 ENISA (2016), Gaps in NIS standardization, op. cit. 
74 ENISA (2017), Report on Cyber Security Information Sharing in the Energy Sector, [online] https://www.enisa.europa.

eu/publications/information-sharing-in-the-energy-sector 
75 ENISA (2016), Gaps in NIS standardization, op. cit 
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Recommendations

1. Drawing on the recommendations of the Energy Expert Cybersecurity Platform (EECSP) 
and the study of the European Parliament,76 the EU would benefit from a cybersecurity 
strategy dedicated specifically to the energy sector, in which standardisation and meas-
ures facilitating information sharing should be made a priority. It is to be further assessed 
whether the coordination role for the implementation of such a strategy should be tasked 
with a separate coordinating body or ENISA, with an enforced mandate. 

2. Correct, consistent and timely implementation of the NIS Directive, which enters into force 
in May 2018 across the EU, will be of utmost importance. The list of operators of essential 
services is to be defined by November 2018. To provide for a uniform approach, the process 
of the identification of the operators of essential services should be structured, compre-
hensive and harmonised at the EU level to address the problem of the weakest links in the 
interconnected energy grids and the interdependency of critical infrastructures.77 In this 
action, the Cooperation Group and the Electricity Coordination Group should cooperate 
closely to provide a minimum level of harmonisation of cybersecurity requirements for the 
sector concerned. 

3. The NIS Directive fails to enforce the implementation of the cybersecurity standards in 
the sectors covered by the Annex II of the NIS Directive. This role will be entrusted with 
the energy regulators and the regulatory sanctions for non-compliance with the Directive 
will be established by Member States themselves. With reference to the penalties, the UK 
government’s approach, which proposes to adopt similar penalties to those in the GDPR, is 
worth further analysis in relation to its impact. In addition, the requirement for smart grid 
operators to implement mandatory security risk assessment should be implemented, and 
the compliance results should be made public. 

4. The enforcement of technical specifications and minimum security requirements might 
play an important role in the harmonisation of the internal electricity market, particularly 
as a result of public and private procurement or tendering which might be used as a driver 
for the adoption of European standards – where it is possible.78 Certain sectors and critical 
infrastructures might have stringent requirements for cybersecurity, but these are rarely 
harmonised across the EU, and are often specific to a single country. As cyberwatching.eu 
indicates, engagement with the European Catalogue of Standards, which provides a one-
stop-shop to guide public procurement when referring to ICT standards in a tendering 
procedure, should be sought.79

76 European Parliament, Cybersecurity strategy…, op. cit. 
77 Energy Expert Cybersecurity Group (2017), Cybersecurity in the energy sector, op. cit.
78 European Cybersecurity Organization (2016), European Cybersecurity Industry Proposal …, op. cit. 
79 Cyberwatching.eu, Cybersecurity and privacy standards, [online] https://www.cyberwatching.eu/compliance/

standards

https://www.cyberwatching.eu/compliance/standards
https://www.cyberwatching.eu/compliance/standards


43Standardisation of cybersecurity solutions in the energy sector:
 an overview of the EU policy 

5. Given that the cybersecurity landscape is fragmented and dominated by SMEs and start-
ups, the establishment of SME hubs could enforce the consolidation of the market of cyber-
security solutions as both public procurement and private tendering provide an opportu-
nity for European suppliers. Despite being agile and flexible, the SMEs are often unable 
to respond to a large tender as they lack capacity and specialisation in all of the required 
domains. The establishment of such a hub could facilitate the creation of consortia and ad 
hoc mobilisation of SMEs. 

6. In order to provide for a bird’s eye view of the cybersecurity market and have a more thor-
ough understanding of its structure, the companies providing cybersecurity solutions 
for the energy sector would benefit from mapping out the cybersecurity landscape. In 
general terms, the cybersecurity market remains geographically fragmented. This frag-
mentation has favoured the dominance of a small group of global third-country vendors. 
The EU suppliers are active either nationally or regionally. However, being strong and 
innovative, the EU companies face difficulties in expanding beyond national borders. The 
mapping out of the companies that are active in the energy sector could contribute to 
designing better suited policies aiming to strengthen the market.80 Both the NIS Directive 
and the GDPR constitute important factors to drive the development of cybersecurity solu-
tions in critical infrastructure sectors. 

7. Due to an uneven level of the development of innovation, cybersecurity and the energy 
sectors across the EU, the digital innovation hubs might act as vehicles for better integra-
tion of the single cybersecurity market, especially that 60% of large industries and more 
than 90% of SMEs fall behind in digital innovation.81 In this respect, further collaboration 
can be forged with the Knowledge and Innovation Communities (KIC) of the European 
Technology Institute, open innovation hubs (testbeds) and the public-private partnership 
on cybersecurity (cPPP). 

8. There are a number of certification schemes for ICT products, but they are only effective 
in a few Member States and are not widely promoted. There are sectoral (e.g. transport, 
energy, health etc.) gaps as well. Industrial sectors do not have a solid assurance regarding 
the security level of ICT components integrated in the systems.82 There are suggestions 
that a certification board should be created to coordinate smart grid certification and 

80 European Commission (2016), Commission staff working document on cPPP and 
accompanying measures, [online] https://ec.europa.eu/digital-single-market/en/news/
commission-staff-working-document-cppp-and-accompanying-measures

81 European Commission (2016), Pan-European network of digital innovation hubs (DIHs), [online] https://ec.europa.eu/
digital-single-market/en/digital-innovation-hubs 

82 European Commission (2016), Commission staff working document. Contractual Public Private Partnership on 
Cybersecurity & Accompanying Measures, [online] https://ec.europa.eu/transparency/regdoc/rep/10102/2016/
EN/10102-2016-216-EN-F1-1-ANNEX-1.PDF 
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compliance, oversee the creation of cybersecurity requirements, regularly monitor and 
review cybersecurity needs, or ensure that standards are aligned internally (with the EU 
body of standards) and internationally.83 

9. In order to provide for the effectiveness of the cybersecurity system in the electricity 
sector, the role of the cPPP should be enhanced. The cPPP could contribute to estab-
lishing an integrity framework for the supply chain (components and suppliers) as 
hidden functions and backdoors cannot be exhaustively identified by certification 
or penetration tests. In the new Cybersecurity Strategy for the EU, the EC will focus 
on ensuring security in critical or high-risk applications and widely deployed cyber-
security products, systems and services which are used in private and public sectors 
alike (e.g. energy).84 It would be of utmost importance, however, to ensure equal 
geographic and sectoral representation of entities in the ECSO (and the cPPP as a 
result), which is currently not a case. 

10. Announced by the EC, a proposal for the establishment of a new European Cybersecurity 
Research and Competence Centre85, separate from ENISA, should be treated with 
a certain caution. The evaluation report of ENISA clearly indicates that cybersecu-
rity at the EU level is fragmented and ‘there are a number of EU-level actors that are 
active in the cybersecurity area including ENISA, CERT-EU and EC3 (Europol), leading 
to a fragmented approach towards cybersecurity among EU institutions. (…) While 
the mandates of these organisations are in theory different, their roles are not clearly 
defined in practice and there is a potential for overlap. (…) Within this context, ENISA 
has had difficulty carving out a place for itself and has found other organisations such 
as CERT-EU in particular filling a gap by carrying out activities that would from a legal 
perspective fall within ENISA’s remit.’86 Moreover, the U.S. example shows that involving 
too many agencies without a clear delineation and coordination of tasks might limit the 
overall productivity of the cybersecurity system, lead to overlaps in mandates, conflicts 
of interests and a lack of clarity. Unless there is a specific gap identified, the EU should 
refrain from creating new structures, but rather aim at strengthening existing agencies 
and bodies and their mandates.87 In this vein, the overhaul of ENISA’s mandate will allow 
for some room for manoeuvre in this respect. 

83 European Parliament (2015), Cybersecurity in the European Union and Beyond. Exploring the threats 
and policy responses, [online] http://www.europarl.europa.eu/RegData/etudes/STUD/2015/536470/
IPOL_STU(2015)536470_EN.pdf

84 European Commission (2017), Joint communication to the European Parliament and the Council, op. cit.
85 Stupp C. (2017), Ansip plans new EU cybersecurity centre, [online] https://www.euractiv.com/section/cybersecurity/
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86 European Commission (2017), Study on the Evaluation of the European Union Agency for 

Network and Information Security, [online] https://ec.europa.eu/digital-single-market/en/news/
final-report-evaluation-european-union-agency-network-and-information-security-enisa

87 European Parliament (2015), Cybersecurity in the European Union and Beyond, op. cit. 
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11. Due to the cross-border dimension of cyber threats, international alliances and collabo-
ration are crucial for the effective protection of network and information security; there-
fore, the voluntary National Institute for Standards and Technology (NIST) cybersecurity 
framework88 might act as one of the blueprints for the EU policy; on the other hand, it 
can help EU stakeholders refine the forthcoming version of the NIST framework to facili-
tate its adaptation to the EU’s needs.89 Until now, around 20 countries have engaged with 
the U.S. to explore the possibility of the NIST adaptation to their specific requirements.90 
To enhance the exchange of good practices, more regular collaboration between the 
Cooperation Group and the NIST should be established. 

12. In light of uneven levels of readiness and resilience of the energy sector in different 
Member States, a long-advocated European cybersecurity maturity framework for 
the energy sector should be created.91 Regarding the electricity sector specifically, 
the protection of energy grids remains a collective responsibility of both Member 
States and operators. Criticality, cross-borderness and interdependence of energy 
grids require a certain level of harmonisation to offset uneven levels of develop-
ment. For that purpose, a cybersecurity maturity framework defined at the EU level 
and based on international standards (e.g. ISO 27000) could be implemented. Such 
a framework could allow for assessing resilience of energy grids across the EU.92 In 
addition, ENISA could play a more substantive role in elaborating the cybersecurity 
maturity framework for all the sectors listed in the Annex II of the NIS Directive 
to provide for a better understanding of the sector’s preparedness, better compara-
bility, and better targeted EU policies.

13. Regarding the electricity sector specifically, the U.S. Electricity Subsector Cybersecurity 
Capability Maturity Model (ES-C2M2)93, developed in the public private partnership, 
could be adapted to the needs of the EU. The role of the ES-C2M2 is to provide a mech-
anism to assist organisations to evaluate, prioritise, and improve cybersecurity capa-
bilities. Its guidance involves both IT and operational technology (OT) aspects and the 
environments in which these assets operate. While the guidance is not intended for 
regulatory use, it attempts to complement comprehensive cybersecurity programs. In 
turn, it is a role of the North American Electric Reliability Corporation (NERC) to enforce 

88 Updated draft was released for comments in February 2017; the consultation closed in April 2017
89 US Chamber of Commerce (2017), Transatlantic cybersecurity. Forging a united response to universal threat, [online] 

https://www.uschamber.com/TransatlanticCybersecurityReport 
90 Wolff E., Lerner M., Miller P., Welling M. Hoff C., The global uptake of the NIST cybersecurity framework, Cyber Security 

Law & Practice – February 2016, [online] https://www.crowell.com/files/20160215-The-Global-Uptake-of-the-NIST-
Cybersecurity-Framework-Wolff-Lerner-Miller-Welling-Hoff.pdf 

91 European Cybersecurity Organization (2016), op. cit.
92 Energy Expert Cybersecurity Report (2017), Cyber Security in the Energy Sector, op. cit. 
93 Energy. Gov (2017), The Electricity Subsector Cybersecurity Capability Maturity Model, [online] https://energy.gov/
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the implementation of sector-specific standards for power grids. A set of security and 
reliability standards has been made mandatory for users, owners, and operators of the 
electric power system.94 

14. A future revision of the NIS Directive (envisaged in Article 23) could provide an opportunity 
to widen the scope of the Directive by introducing renewables. In accordance with the 
EU’s Renewable energy directive95, renewable resources must account for 20% of the total 
energy consumption by 2020, and 27% by 2030. Member States have committed them-
selves to reach their own national renewables targets ranging from 10% in Malta to 49% in 
Sweden (up to 2020). Similarly to other sources of energy, renewables depend on industrial 
control systems, are vulnerable to cyberattacks, and their share in the overall energy mix 
is constantly growing.

94 North America Electric Reliability Corporation (2017), Standards, [online] http://www.nerc.com/pa/Stand/Pages/
default.aspx 

95 European Commission, Renewable energy. Moving towards a low carbon economy [online] https://ec.europa.eu/
energy/en/topics/renewable-energy

http://www.nerc.com/pa/Stand/Pages/default.aspx
http://www.nerc.com/pa/Stand/Pages/default.aspx
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The importance of cybersecurity for 
the energy sector – NIST Framework 
on the backdrop of EU activities

The energy industry is constantly under attack, and the number of hacking campaigns 
targeting the sector is increasing exponentially. The energy sector is especially exposed to 
attacks as it exercises heavy influence on other sectors and critical infrastructures both locally 
and internationally. Attacks come not just from criminals, but we are increasingly seeing state 
actors using the energy industry, and particularly the electrical power grid, as a leverage in 
their online skirmishes. Recent analyses point to American energy sector being targeted by 
cyberattack campaign in 20172. The incident prompted officials to revise American cybersecu-
rity policy directed at energy industry3.

A recent report from the Industrial Control System Cyber Emergency Response Team4 found 
that in the United States energy systems have the second highest number of reported cyberse-
curity incidents. However, as with other sectors, it is likely that the number of incidents which 
are reported by the energy companies is only a small proportion of the incidents that occur.

To protect themselves and – given the criticality of this area – the countries they are based in, 
the energy sector needs to adopt anappropriate cybersecurity posture that would allow it to 
mitigate the cyber threats. The pillars constituting this posture need to include the develop-
ment of efficient and effective risk management strategies, the adoption of cyber best practices 
and the sharing of information regarding the threats, the incidents and the countermeasures5.

1 National Institute of Standards and Technology (NIST), Cybersecurity framework [online] https://www.nist.gov/
cyberframework

2 Nakashima E. (2017), U.S. officials say Russian government hackers have penetrated energy and nuclear company 
business networks, [online] https://www.washingtonpost.com/world/national-security/us-officials-say-russian-
government-hackers-have-penetrated-energy-and-nuclear-company-business-networks/2017/07/08/bbfde9a2-
638b-11e7-8adc-fea80e32bf47_story.html?utm_term=.ed0175142e22

3 Energy, Senat (2017), Cantwell: Cybersecurity is Energy Security. Senator Cantwell Continues Drumbeat on Energy 
Cybersecurity: Equates Energy Cybersecurity with Energy Security, [online] https://www.energy.senate.gov/public/
index.cfm/democratic-news?ID=4A5A8A54-8213-429D-9365-3D68EA11AC92

4 NCCIC/ICS-CERT: A year in review, https://ics-cert.us-cert.gov/sites/default/files/Annual_Reports/Year_in_Review_
FY2015_Final_S508C.pdf

5 ENISA: “Information sharing for the energy sector” provides further insights into implementation of information 
sharing initiatives https://www.enisa.europa.eu/publications/information-sharing-in-the-energy-sector

https://ics-cert.us-cert.gov/sites/default/files/Annual_Reports/Year_in_Review_FY2015_Final_S508C.pdf
https://ics-cert.us-cert.gov/sites/default/files/Annual_Reports/Year_in_Review_FY2015_Final_S508C.pdf
https://www.enisa.europa.eu/publications/information-sharing-in-the-energy-sector
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Main documents forming European cybersecurity framework are Network and Information 
Security Directive (NIS6) (coming into force in May 2018) and General Data Protection 
Regulation (GDPR). NIS Directive forces critical infrastructure operators to adopt certain cyber-
security measures and to report incidents and security breaches to certain national institu-
tions. In relation to the energy sector, it affects electricity subsector and oil and gas sectors. In 
the US, following the executive order 13636, above mentioned NIST Framework plays a major 
role. Currently, the NIST Framework is under revision. 

This section will focus particularly on adoption of efficient risk management strategies, 
through examining how effective security baselines can help this sector be better prepared. 
It will highlight the Cybersecurity Framework7 (further referred to as Framework), which was 
put forward by the United States’ National Institute of Standards and Technology, as a best 
practice that could serve as an inspiration and guidance in ensuring cybersecurity of critical 
infrastructure and data protection in the EU and be adopted for the energy sector in Poland. 

The importance of international approaches 

The energy grid is interconnected and its disruption can easily affect other industry sectors. A 
challenge is not limited to an operator or a Member State anymore in case of transboundary 
impacts. A well-known issue in cybersecurity is the weakest link problem that indicates that 
an interconnected system is just as robust as the weakest part of it. There is no such thing as 

6 Dyrektywa Parlamentu Europejskiego i Rady (UE) 2016/1148 z dnia 6 lipca 2016 r. w sprawie środków na rzecz 
wysokiego wspólnego poziomu bezpieczeństwa sieci i systemów informatycznych na terytorium Unii, dostępne: 
http://eur-lex.europa.eu/legal-content/PL/TXT/?uri=CELEX%3A32016L1148

7 https://www.nist.gov/cyberframework

 The December 2015 Ukraine power grid cyberattack took place on 23 December 2015 and is 
a considered to be the first known successful cyberattack on a power grid. Hackers were able 
to successfully compromise information systems of three energy distribution companies in 
Ukraine and temporarily disrupt electricity supply to the end consumers.

The cyberattack was complex and consisted of the following steps:

•	 prior compromise of corporate networks using spear-phishing emails with BlackEnergy 
malware;

•	 seizing SCADA under control, remotely switching substations off;

•	 disabling/destroying IT infrastructure components;

•	 destruction of files stored on servers and workstations with the KillDisk malware;

•	 denial-of-service attack on call-centre to deny consumers up-to-date information on the 
blackout.

http://eur-lex.europa.eu/legal-content/PL/TXT/?uri=CELEX%3A32016L1148
https://www.nist.gov/cyberframework
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a solely national threat anymore. Leveraging existing international best practices therefore 
benefits all stakeholders involved. In the reasons for the NIS Directive proposal the EC pointed 
out that “Despite the initiatives undertaken, the Member States have very different levels of 
capabilities and preparedness, leading to fragmented approaches across the EU. Given the fact 
that networks and systems are interconnected, the overall NIS of the EU is weakened by those 
Member States with an insufficient level of protection. (…) As a result, there is cooperation 
only among a minority of Member States with a high level of capabilities.”8

One of such trust-building mechanisms can be security baselines, which are elaborated upon 
further. Globally aligned security baselines ensure that sufficient resources are applied to secu-
rity and risk management rather than diverted toward compliance. Therefore, where best prac-Therefore, where best prac-
tices exist, enterprises gain enormous efficiencies by utilizing them; the process of building 
out a set of risk management practices from scratch is resource intensive. With regard to best 
practices in security, utilizing tried and tested methods provides governments with a valuable 
starting point and more immediate results, helping to raise the level of ecosystem cybersecu-
rity and creating opportunities for shared learning and exchange across governments.

Throughout the ecosystem, the impact of this is multiplied, as third party suppliers are also 
able to devote sufficient resources to security and risk management rather than diverting 
those resources toward compliance. They ensure that organizations continue to invest in secu-
rity innovation, as organizations have confidence that policies provide sufficient flexibility to 
develop new techniques, capabilities, and architectures. Finally, they ensure that organiza-
tions continue to invest in and leverage resources across borders, maintaining the global inno-
vation manufacturing and outsourcing relationships that have helped to not only increase 
global economic opportunity but also drive down the costs of developing and popularizing 
advanced technologies. Essential goal of the EU activities is to eradicate differences between 
Member Countries in order to provide joint, comparable security level of information and 
networks. On the international plane, the EU carries out a number of activities as a part of bi- 
and multilateral agreements. Durint 2010 EU-USA Summit joint cybersecurity and cybercrime 
group was created. Special EU expert panel for future cybersecurity of energy sector involves 
a representative from NIST.

What are security baselines?9

Security baselines are a foundational set of policies, outcomes, activities, practices, and controls 
intended to help manage cybersecurity risk. They generally cover a wide range of risk manage-
ment policy goals, such as protecting against cyber threats or detecting and responding to 

8 Dyrektywa Parlamentu Europejskiego i Rady (UE) 2016/1148 z dnia 6 lipca 2016 r., op. cit. 
9 Aligning security baselines to protect critical infrastructure: https://microsoft.sharepoint.com/teams/cybersecurity/

Policy%20Resources/Security%20Baselines%20Harmonization%20Campaign/Security%20baselines%20two%20
pager.pdf

https://microsoft.sharepoint.com/teams/cybersecurity/Policy Resources/Security Baselines Harmonization Campaign/Security baselines two pager.pdf
https://microsoft.sharepoint.com/teams/cybersecurity/Policy Resources/Security Baselines Harmonization Campaign/Security baselines two pager.pdf
https://microsoft.sharepoint.com/teams/cybersecurity/Policy Resources/Security Baselines Harmonization Campaign/Security baselines two pager.pdf
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incidents. Theycan also include more specific desired outcomes (e.g., know your organiza-
tional risks), security activities or practices (e.g., conduct a risk assessment; document, review, 
and disseminate the results; and update the assessment regularly), and security controls10.

Security baselines are particularly useful in improving cybersecurity because they can cover a 
range of risks that are typically applicable across a variety of environments. Most risks faced by 
governments and enterprises are similar, so most “baseline” or fundamental risk management 
and mitigation activities are also similar. This is even more the case across a particular sector – 
example. energy – where companies are even more likely to face common threats. 

However, while security baselines can address a significant majority of cyber risks applicable 
across organizations, there may also be risk scenarios that are unique to different business 
functions within an enterprise or to different sectors. As such, security baselines that apply 
across sectors may need to be augmented with a narrow set of guidelines intended to mitigate 
the unique risk scenarios relevant to different business functions or sectors.

Revised in 2017 Cybersecurity Strategy of the EU supposes, that specific industry sectors 
must comply with certain sector-specific challenges. Generic cybersecurity strategies should 
be followed up with sector-specific strategies11. That is a recommendation of the special EU 
expert panel for future cybersecurity of energy sector12. Given the uneven level of energy 

10 A security control is the implementation of security measures. 
11 Komisja Europejska (2017), http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX

:52017JC0450&from=EN, available at: https://ec.europa.eu/digital-single-market/en/news/
resilience-deterrence-and-defence-building-strong-cybersecurity-europe

12 Energy Expert Cyber Security Platform (EECSP), Cyber Security in the Energy Sector, Recommendations for the 
European Commission on a European Strategic Framework and Potential Future Legislative Acts for the Energy 

What are effective security baselines?

Effective security baselines tend to adopt the following best practices in their approach or 
substance:

•	 Leverage diverse expertise by utilizing an open, collaborative, and iterative public policy 
development process that engages various stakeholders

•	 Facilitate informed decision-making by bridging risk management understanding both 
within and between organizations

•	 Manage risk efficiently through a risk-based and prioritized set of baseline practices

•	 Enable innovation by driving toward desired security outcomes rather than prescriptive 
requirements

•	 Leap forward by leveraging best practices

•	 Support economic growth by realizing economic and security benefits with efficiency.

http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52017JC0450&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52017JC0450&from=EN
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infrastructure maturity in the EU, as well as its critical character it is also recommended to 
create European cybersecurity maturity framework. As an example comes developed by the 
United States Energy DepartmentES-C2M2 model for electricity subsector and ONG-C2M2 for 
oil and natural gas subsectors, elaborated upon further. Before delving into detailed recom-
mendations for the energy sector, the analyses will be focused on general characteristics of 
NIST Framework.

Security baseline best practice: NIST Cybersecurity 
Framework

As mentioned above, the NIST Framework for Improving Critical Infrastructure Cybersecurity is 
an example of a security baseline that has proven to be effective and has quickly gained broad 
adoption. According to a study by American IT and cybersecurity professionals the Framework 
is actually perceived as a best practice, esteemed by both business and federal administration.

Source: Dimensional Research (2017), Trends in security framework adoption a survey of IT and security 
professionals [online]

The NIST Framework started as Executive Order 1363613 issued on February 12, 2014.   
Simultaneously, the Presidential Policy Directive 21. Critical Infrastructure Security and 
Resilience was issued. Both documents aim at strengthening American critical infrastructure. 
The main reason behind the EO 13636 was creating NIST Cybersecurity Framework to compli-
ment the critical infrastructure operatorss and owners’ efforts at reducing and managing 
cyber-related risks. The Framework provides a coherent set of standards, methodologies, 
procedures and processes to manage cybersecurity. A collaborative effort between govern-
ment and private sector, the Framework is a result of months of hard work and continues to 
evolve and updated in a close partnership between the industry and government. In January 
2017 the revision process of the Framework was initiated;its conclusion is scheduled for the 
end of 2018 with the finalization of Framework’s updated version. It’s worth noting, that the 

Sector, [online] https://ec.europa.eu/energy/sites/ener/files/documents/eecsp_report_final.pdf
13 https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/

executive-order-improving-critical-infrastructure-cybersecurity

http://www.gpo.gov/fdsys/pkg/FR-2013-02-19/pdf/2013-03915.pdf
https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/executive-order-improving-critical-infrastructure-cybersecurity
https://obamawhitehouse.archives.gov/the-press-office/2013/02/12/executive-order-improving-critical-infrastructure-cybersecurity
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development of standards is not the sole objec-
tive of the Framework, it’s also works as platform 
bringing together the academia, private business 
and other stakeholders to work out a consensus 
led by the industry.

Critically, the United States is not the only geog-
raphy looking to utilize the Framework. As shown 
below, the Framework is implemented by 30% of 
businesses in the US and it’s expected to reach 
50% by 202014.

Moreover, the Framework spurs interest among 
international organizations and national govern-
ments alike. In the international context the 
discussion is being held on the merits of synchro-

nizing cybersecurity strategy objectives of various actors to help mitigate corss-border 
threats. Among EU Member Countries, Italy adapted the NIST Framework to the specifics of its 
economy based on small and medium enterprises.15

Italian Cybersecurity Framework

In 2015 Italy adopted National Cybersecurity Framework developed jointly by academia and 
business. It is largely based on the NIST Framework, which emphasizes critical infrastructure 
protection, international coordination, public-private cooperation and adaptability. Among 
reasons for choosing NIST Framework as a model the need for global coordination for organ-
izing cybersecurity was stated, as opposed to local, national approach. 

Source: Cyber inteligence and Information Security Centre (2015), Italian Cybersecurity Report. A national 
cybersecurity framework

Similarly, Australia in 2015 encouraged businesses to consider using the Framework to assess 
and mitigate their cyber risks or to stocktake their cyber risk management practices. The 
Framework’s advantages, in the government’s view, is its scalability and the possibility it offers 
to businesses to develop their cyber resilience in a proportionate way.16 The Framework is also 
used by organizations in the UK, Canada, Israel and Malaysia17, which are the most advanced 
countries when it comes to cybersecurity preparedness. 

14 US Chamber of Commerce (2017), Transatlantic Cybersecurity. Forging a united response to universal threats [online] 
https://www.uschamber.com/TransatlanticCybersecurityReport

15 Cyber inteligence and Information Security Centre (2015), Italian Cybersecurity Report. A national cybersecurity 
framework [online] http://www.cybersecurityframework.it/sites/default/files/CSR2015_ENG.pdf

16 http://download.asic.gov.au/media/3062900/rep429-published-19-march-2015-1.pdf
17 NIST (2017), Cybersecurity FrameworkWorkshop 2017 Summary. What we heard and next steps, available at: 

Source: US Chamber of Commerce (2017), 
Transatlantic cybersecurity. Forging a united 

response to universal threats. 

http://www.cybersecurityframework.it/sites/default/files/CSR2015_ENG.pdf
http://download.asic.gov.au/media/3062900/rep429-published-19-march-2015-1.pdf
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The uptake of the Framework is likely to continue. The recent Executive Order on Cybersecurity18 
mandates the use of the Cybersecurity Framework across the agencies of the United States 
government. It is worth mentioning, that some governments may approach the Framework 
sceptically, which may come as a form of cultural and political opposition to adopt clearly 
US-centric solutions. There concerns gained new ground after the Executive Order 13800 
obliging US business to adhere to the Framework. Thus, some standards developed by interna-
tional organization may be more appealing than the NIST Framework19.The Framework already 
includes such standards as CIS Critical Security Controls,20 Control Objectives for Information 
and Related Technology (COBIT)21, ISA/IEC-62443 and ISO/IEC 27001:2013:22 and NIST SP 
800-53 Rev.423.

NIST Cybersecurity Framework: Structure

The NIST Cybersecurity Framework is based on existing standards, guidelines, and practices 
and is designed so that organizations can use it to assess the business risks and then use the 
Framework in a cost-effective way. It is composed of three parts:

1. Framework Core: The Core is a set of activities and applicable informative references24 
(i.e. standards) that are divided into five functions: Identify, Protect, Detect, Respond, and 
Recover. The Core spells out how the organization should view its cybersecurity practices: 
1) identifying its most critical assets, 2) implementing procedures to protect them, 3) incor-
porate resources to be able to identify a potential breach, 4) having procedures in place to 
respond to a breach, and 5) create procedure that allows it to recover from an attack.

2. Framework Profile: The Profile provides a method to help the organization align cyber-
security activities with business requirements, industry best practices, risk tolerance and 
resources and clearly articulate the goals of its cybersecurity program. It also allows for 
the identification of desired cybersecurity outcomes, and gaps in existing cybersecurity 
procedures.

18 https://www.whitehouse.gov/the-press-office/2017/05/11/
presidential-executive-order-strengthening-cybersecurity-federal

19 NIST (2017),Cybersecurity Framework Workshop 2017 Summary. What we heard and next steps [online] 
https://www.nist.gov/sites/default/files/documents/2017/07/21/cybersecurity_framework_workshop_2017_
summary_20170721_1.pdf

20 CIS Controls [online] https://www.cisecurity.org/critical-controls/
21 ISACA (2017), http://www.isaca.org/cobit/pages/default.aspx
22 ISO (2013)ISO/IEC 27001:2013 Information technology – Security techniques – Information security management 

systems – Requirements [online] http://www.iso.org/iso/catalogue_detail?csnumber=54534 
23 [online] http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.
24 The standards that the NIST Cybersecurity Framework incorporates include: 

•	 CIS Critical Security Controls:  https://www.cisecurity.org/critical-controls/
•	 Control Objectives for Information and Related Technology (COBIT): http://www.isaca.org/cobit/pages/default.aspx
•	 ISA/IEC-62443: https://www.isa.org/training-and-certifications/isa-certification/isa99iec-62443/

isa99iec-62443-cybersecurity-certificate-programs/
•	 ISO/IEC 27001:2013: http://www.iso.org/iso/catalogue_detail?csnumber=54534
•	 NIST SP 800-53 Rev.4: http://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-53r4.

https://www.whitehouse.gov/the-press-office/2017/05/11/presidential-executive-order-strengthening-cybersecurity-federal
https://www.whitehouse.gov/the-press-office/2017/05/11/presidential-executive-order-strengthening-cybersecurity-federal
https://www.isa.org/training-and-certifications/isa-certification/isa99iec-62443/isa99iec-62443-cybersecurity-certificate-programs/
https://www.isa.org/training-and-certifications/isa-certification/isa99iec-62443/isa99iec-62443-cybersecurity-certificate-programs/
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3. Framework Implementation Tiers: These describe the level of sophistication an organi-
zation has in applying its cybersecurity practices. There are four levels, which reflect the 
approaches to cybersecurity risk management and range from “informal” to “adaptive”: 

•	 Tier 1 (partial): The organization deals with cybersecurity on an ad hoc basis. There is a 
minimal awareness of the organization’s cybersecurity risk.

•	 Tier 2 (risk informed): The organization has a cyber risk management policy and there are 
efforts to establish cybersecurity risk management objectives and understand the organi-
zation’s risk environment under way.

•	 Tier 3 (repeatable): The organization follows formal cybersecurity procedures, which are 
regularly updated, has well-trained personnel and understands its dependencies and 
business partners.

•	 Tier 4 (adaptive): The organization adapts its cybersecurity practices “in real time” based 
upon lessons learned and predicative indicators derived from previous and current cyber-
security activities.

The reasons for NIST Cybersecurity Framework’s broad 
adoption

There are several reasons for why the NIST Cybersecurity Framework has proven to be so 
popular with cybersecurity risk management professionals. The most impactful of these 
include: 

•	 It creates a common language: 

Risk management guidance consistently highlights the importance of communication 
across organizations, both horizontally and vertically. However, cybersecurity is a relatively 
new and technical topic for many company managers, directors, and boards, and they 
struggle with cross-organizational engagement on the issue. 

The NIST Cybersecurity Framework does so by utilizing five overarching functions (i.e., iden-
tify, protect, detect, respond, and recover), as well as multiple categories and subcatego-
ries. A single document that demonstrates the links between both specific and abstracted 
guidance is meaningful to both practitioners and executives, acting as a translator for both 
audiences. Ultimately, this mapping enables all interested groups to have a grounded and 
meaningful dialogue about how to improve organizational performance across or within 
particular functions.
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•	 It follows a risk-based approach: 

Organizations that utilize a risk-based approach use their risk assessments to drive decisions 
about how to treat risks and make security investments. Specifically, a risk-based approach, 
such as the one outlined in the NIST Cybersecurity Framework, takes into account an 
organization’s particular vulnerability landscape (e.g., its products, services, and operating 
environment), an organization’s particular threat landscape (e.g., the threat actors targeting 
or interested in gaining access to or disrupting its environment), and the potential conse-
quences of a threat actor successfully targeting a vulnerability. 

Risk-based security baselines enable organizations to implement a risk-based approach to 
security, making investment decisions that best correlate with their risk profiles and busi-
ness priorities Different sectors and organization of various sizes may benefit from investing 
their security resources differently. As such, risk-based security baselines enable organiza-
tions to have flexibility in making risk treatment decisions and scaling up or down security 
investments in ways that are consistent with their risk profiles.

•	 It is outcomes-focused:

In addition to being risk-based and prioritized, the NIST Cybersecurity Framework is 
outcomes-focused, articulating what organizations should aim to achieve (e.g., “control 
logical access to critical resources”) rather than how organizations should implement 
security (e.g., “utilize two-factor authentication”). Outcomes-focused security baselines are 
critical to ensuring that enterprises can utilize the most up-to-date products, services, and 
security capabilities. As ICT innovation accelerates and threat actors continue to rapidly 
advance offensive techniques and strategies, enterprises must also be able to rapidly 
improve their defences. 

Likewise, for ICT and security organizations to continue to develop and deliver more secure 
solutions, they must be able to innovate. The rapid pace of technology further contributes 
to the need for outcomes-focused cross-sector security baselines. Outcomes-focused secu-
rity baselines enable organizations the flexibility needed to implement requirements or 
guidance in a way that complements those diverse architectures.

NIST Cybersecurity Framework implementation in the 
energy sector 

On January 8, 2015, the United States Energy Department released implementation guidance25 
to help the energy sector establish or align existing cybersecurity risk management programs 
to meet the objectives of the Framework. In developing this guidance, the Energy Department 

25 https://energy.gov/sites/prod/files/2015/01/f19/Energy%20Sector%20Cybersecurity%20Framework%20
Implementation%20Guidance_FINAL_01-05-15.pdf

https://energy.gov/sites/prod/files/2015/01/f19/Energy Sector Cybersecurity Framework Implementation Guidance_FINAL_01-05-15.pdf
https://energy.gov/sites/prod/files/2015/01/f19/Energy Sector Cybersecurity Framework Implementation Guidance_FINAL_01-05-15.pdf
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collaborated with private sector stakeholders. The United States’ focus on the need to create 
security baselines for the energy sector and support and guide the implementation of those 
baselines demonstrates the importance of this sector for the government.

Appointed by the European Commission to recommend future cybersecurity actions in the 
energy sector, the expert group identified the Electricity Subsector Cybersecurity Capability 
Maturity Model (ES-C2M2) and the Oil and Natural Gas Subsector Cybersecurity Capability 
Maturity Model (ONG-C2M2) as instruments which on the one hand could help compare the 
levels of preparedness of Member States, and on the other hand, could serve as an analytical 
model to support the decision-making process. The deployment of the above-mentioned 
models helps address challenges such as the introduction of comparable minimum rules to 
eliminate the weakest links. Implementations of new technologies as well as outsourcing 
require organisation’s maturity in order to adequately tackle challenges. Another challenge 
is posed by infrastructure interdependence and the cascade effect of security incidents. The 
following maturity models ES – C2M2 and ONG – C2M2 comprise the basic C2M2 model as well 
as guidelines for the electricity subsector, oil and gas.

The U.S. approach to evaluating energy sector maturity was echoed by the European 
Commission who called for the European energy sector to adopt a similar approach indicating 
that one of the high-capability models which could be adapted to the needs of the European 
energy sector is the set of C2M2 tools described above.26

The said Guidance is designed to assist the energy sector to: 

•	 Characterize their current and target cybersecurity posture
•	 Identify gaps in their existing cybersecurity risk management programs, using the 

Framework as a guide, and identify areas where current practices may exceed the 
Framework. 

•	 Recognize that existing sector tools, standards, and guidelines may support Framework 
implementation

•	 Effectively demonstrate and communicate their risk management approach and use of 
the Framework to both internal and external stakeholders. 

Section 2 of the Guidance provides key Framework terminology and concepts for its application, 
and Section 3 identifies example resources that may support Framework use. Section 4 goes on to 
outline a general approach to Framework implementation, followed in Section 5 by an example of 
a tool-specific approach to implementing the Framework. The tool selected for this example is the 
Cybersecurity Capability Maturity Model (C2M2)27, which has been developed specifically for the 
energy sector. Even more usefully, the Electricity Subsector C2M2 (ES-C2M2)28 and Oil and Natural 

26 https://ec.europa.eu/energy/sites/ener/files/documents/eecsp_report_final.pdf
27 http://energy.gov/oe/services/cybersecurity/cybersecurity-capability-maturity-model-c2m2-program/cybersecurity
28 https://energy.gov/oe/cybersecurity-capability-maturity-model-c2m2-program/electricity-subsector-cybersecurity

https://energy.gov/oe/cybersecurity-capability-maturity-model-c2m2-program/electricity-subsector-cybersecurity
https://energy.gov/oe/cybersecurity-capability-maturity-model-c2m2-program/oil-and-natural-gas-subsector-cybersecurity
https://ec.europa.eu/energy/sites/ener/files/documents/eecsp_report_final.pdf
https://energy.gov/oe/cybersecurity-capability-maturity-model-c2m2-program/electricity-subsector-cybersecurity
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Gas Subsector C2M2 (ONG-C2M2)29 models are energy sector-specific versions that include the 
core C2M2 as well as additional reference material and implementation guidance specifically 
tailored for the electricity and oil and natural gas segments of the energy sector.

The process of implementation, as highlighted in the Implementation Guidance, is structured 
as below and is envisioned as a continuous and repeatable process that allows organizations 
to identify and prioritize opportunities for improvement, as well as communicate what they 
have learnt about cybersecurity risk:

1. Prioritize and scope your cybersecu-
rity risk-management efforts;

2. Understand your internal stake-
holders: establish your cybersecurity 
risk management team and ensure 
executive buy-in;

3. Determine your current profile, 
which will help you understand your 
risk management needs and gaps; 

4. Create a target profile by deter-
mining your goals; 

5. Conduct risk assessments to under-
stand how to go from your current 
profile to your target profile; 

6. Develop and implement risk management processes and adjust your profile and strategy 
as needed. 

Published in September 2017, the proposal for a regulation on ENISA and on Information and 
Communication Technology cybersecurity certification sets up an EU Certification Framework 
for ICT security products and services as well as grants ENISA a coordinating role in this 
respect. The proposal supports and complements the implementation of the NIS Directive 
by introducing a tool that shows compliance with the NIS requirements across the EU. When 
elaborating the new certification scheme, the EC and ENISA will make a special effort so that 
the obligations resulting from the NIS Directive are included in the developed certification 
scheme.30

29 https://energy.gov/oe/cybersecurity-capability-maturity-model-c2m2-program/
oil-and-natural-gas-subsector-cybersecurity

30 European Commission (2017), Proposal for a regulation of the European Parliament and of the Council on ENISA, 
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Recommendations: 

1. Competent national bodies should consider the NIST model as a tool to implement the 
requirements of the NIS Directive. The example of Italy is a model solution in this respect. 

2. In accordance with the EC’s proposal unveiled in September 2017, ENISA will be given the 
status of the European Certification Hub; ENISA’s role in implementing the requirements 
of the NIS Directive will also be strengthened. Acting as a facilitator, ENISA could support 
Member States in integrating different stakeholder groups by using the NIST cooperation 
model.

3. The engagement of EU stakeholders in the ongoing process of redefining the Framework 
could contribute to Europeanisation or internationalisation of the Framework as well as 
reinforcing the privacy protection aspect of the Framework based on the GDPR that enters 
into force in May 2018. 

4. Bearing in mind the recommendations made by the Energy Cybersecurity Expert Group 
appointed by the EC as well as uneven levels of technological advancement in Member 
States, it is appropriate to consider the adaptation of C2M2 models to the needs of the 
European Group.

5. Established in 2011, the EU-U.S. cyber dialogue could facilitate the sharing of experiences 
from the implementation of the NIS Directive and the GDPR. The mandate of the Group 
could be expanded to include the Article 29 Working Party, ENISA, and a wide spectrum of 
stakeholders.31

the EU Cybersecurity Agency and Repealing Regulation (EU) 526/2013, and on Information and Communication 
Technology cybersecurity certification [online] https://ec.europa.eu/transparency/regdoc/rep/1/2017/EN/COM-2017-
477-F1-EN-MAIN-PART-1.PDF

31 US Chamber of Commerce (2017), op.cit. 
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an Overview of Cyber-Industry 
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Introduction

Due to the growing popularity of the Internet of Things, the fact that the generation raised in 
the digitalisation era is entering the working age, process automation and new industrial tech-
nologies, the risk related to cyberthreats is becoming increasingly important for the safe and 
secure functioning of enterprises. The NIS Directive imposes on the EU Member States the obli-
gation to implement regulations ensuring the high level of network and IT system security. To 
meet the standards prescribed by the legislation, Polish enterprises and institutions in charge 
of security must go through a transformation process in order to adapt their procedures and 
norms to the EU requirements.

Industrial companies find themselves in a particular situation as they need to protect not just 
their IT infrastructure but also industrial control systems (ICSs). A cyberattack on industrial 
facilities can have catastrophic consequences for the property, health and lives of both the 
employees and the environment. Cyber risks become even a more pressing issue in the case 
of critical infrastructure operators since disturbances of their business continuity could shake 
the functioning of entire states, result in industrial disasters or be a prelude to armed actions 
of cyber or kinetic nature. The high number of industrial plants and their economic impor-
tance makes this area particularly susceptible to terrorist attacks, including those committed 
in cyberspace. 

A modern outlook of an insurance company on 
cybersecurity exemplified by PZU and PZU Lab 

Cybersecurity is of special importance for insurers because of emerging new technologies and 
risks related to them. Being a leader of not just the domestic insurance market but also the 
largest financial group in our part of Europe, Grupa PZU meets the needs and expectations of 
its clients by offering them both comprehensive insurance products and broadly understood 
support in cyber-risk management. To this end, Grupa PZU has just set up PZU Lab, a new stan-
dalone daughter company operating within the Group. For a modern and responsible insurer, 
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the growing awareness of cyberthreats offers opportunities in terms of building professional 
partnerships with its clients involving supporting them in ensuring cybersecurity with a view 
to minimising cyber risks, and consequently reducing potential losses related to it. This is a 
vital aspect from the perspective of the insurer and the adjustment of the protection cover of 
cyber-insurance policies. Insurers should manage risk skilfully and provide their clients with 
best solutions, thus building competitive advantages. 

In that regard, Grupa PZU provides its clients with a comprehensive offer, through optimisa-
tion of cybersecurity solutions, also based on commercial activities (performed by PZU Lab) 
on the one hand and through proposing modern cyber-insurance policies adjusted to a given 
company (performed by PZU) on the other. 

The offer of PZU Lab targets large industrial clients and includes comprehensive tailor-made 
solutions, including commercial products and services. They comprise audits, risk assessment, 
optimisation of processes related to security and risk management, training, consulting and 
other operations in the context of a robust approach to cybersecurity. Such activities supple-
ment the comprehensive approach to cyberthreats and insurance protection offered by 
cyber-insurance. 

In case of data leaks, incurring PR costs after a cyberattack or managing the costs of engaging 
experts, most insurers present in the Polish market offer only simple solutions. Noticeable is 
the absence of their comprehensive approach to cyberthreats, as besides providing insurance 
protection they remain passive as regards building a culture of cybersecurity. 

Building a culture of cybersecurity

A comprehensive approach to protecting critical infrastructure is needed, from building 
clients’ cybersecurity awareness through training, professional staff, provision of knowledge 
concerning a given company’s vulnerability to cyberthreats, analysing proposed safeguards 
and solutions, monitoring tools, to adjustments of appropriate critical infrastructure protec-
tion cover in the form of cyber-insurance policies.

The activities carried out by PZU and PZU Lab in the field of cybersecurity focus on four areas:
•	 Internal research and development activities,
•	 Commercial activities – services offered by PZU Lab,
•	 Product (cyber-insurance)-related activities,
•	 Supporting innovative solutions – the Witelo Fund.

Cyberattacks may be conducted from any place on earth and cybercriminals enjoy the sense of 
impunity. Threats to critical infrastructure facilities posed by ideologically – (terrorist) or politi-
cally-motivated cyberattacks is very real. Preparing and conducting a cyberattack is much less 
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expensive than the costs of “traditional” operational methods like sabotage. That is why critical 
infrastructure facilities and their economic importance make that area particularly susceptible 
to terrorist attacks, including cyber ones.

Internal activities: research and development in cyber industry

PZU Lab carries out a number of activities in order to ensure a comprehensive approach to cyber-
security. Together with external partners recognised in Poland as well as technical universities, 
it participates in efforts aimed at developing a global approach to cybersecurity in critical infra-
structure. There are activities going on in the area of cyberthreat risk analysis targeting industrial 
operators, tools supporting Polish enterprises in cyber-risk management in ICSs, or dedicated 
training programmes. Solutions in that regard are going to be one of the key aspects contrib-
uting to improving the security of critical infrastructure. Regrettably, security related to industrial 
control systems is still insufficiently addressed while the consequences of unauthorized access 
(attack) in that area may be much more serious than in the case of data loss. Currently, work is 
going on to develop a tool to support Polish enterprises in cyber-risk management and conse-
quently to increase the security of their operations. Here are the key cyber-industry areas covered:

•	 An expert IT audit system to check vulnerability to cyberattacks of control systems and 
organisations’ resistance for the purposes of insurance,

•	 A watchdog cyber-risk monitoring system,
•	 Training in cybersecurity.

Risk analysis of to-be-insured companies performed by experts should include all the three 
cybersecurity-related fields: 

1. Organisational activity; 

2. Operational activity;

3. Technical activity

Once designed, the audit tools are going to be used by risk engineers not just to provide infor-
mation needed for the insurance-related decision but also to specify vulnerabilities and risk 
mitigation methods as well as constant supervision of industrial installations.

The audit tool covers the following areas:
•	 Organisation (procedures, risks, etc.),
•	 Security policy,
•	 Access control,
•	 Profile/Account management,
•	 Audit and scope of responsibility,
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•	 Communications protection,
•	 Configuration management,
•	 Continuity assurance,
•	 Incident response,
•	 Information protection,
•	 Malware monitoring and protection,
•	 Staff,
•	 Physical security measures,
•	 Planning security activities,
•	 Mobile/Portable/Wireless devices,
•	 Risk assessment and management,
•	 System integrity,
•	 System protection,
•	 Training,
•	 IT entry definition,
•	 OT entry definition,
•	 IT/OT interface (threats and issues),
•	 Consequences of IT and OT interference, scale of damage/loss.

Solutions related to training and preventive measures will be supplemented by the creation of 
a watchdog constantly monitoring the state of industrial installations. In case a security breach 
has been found, it will allow for its safe withdrawal/stoppage. As a result, the application of this 
tool will help minimise losses, monitor the cybersecurity of company industrial infrastructure 
in real time as well as detect breaches that could disrupt ongoing processes.

Training in cybersecurity

Statistical data on cyber incidents suggest that the weakest link in security systems is man, 
whose role in the safe performance of company operations is of key importance. Human 
error is behind around 80% of all cybersecurity incidents. They can result in breakdowns of 
systems critical to security or lead to total discontinuation of the operations, including indus-
trial processes. It goes without saying that such errors may be very costly and potentially life-
threatening. In order to build a culture of security, knowledgeable staff is indispensable – not 
just employees in charge of cybersecurity but all and across organization levels – who should 
be aware of risks and what to do in order to maintain security. Personnel directly involved 
in ICT cybersecurity must be highly qualified and have skills necessary to effectively manage 
cyberthreats as well as competence in terms of incident detection, prevention and handling. 

In order to make critical infrastructure operators and their suppliers more secure, PZU Lab 
in partnership with Cybersecurity Foundation has developed special training programmes 
covering all the company management levels, i.e.:
•	 Top Management (management board, directors),
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•	 Managers (middle-level IT/OT managerial staff),
•	 Specialist and experts (IT/OT operational staff),
•	 Dedicated posts (information security officer, critical infrastructure officer, legal counsel, 

etc.),
•	 Other employees.

The developmental paths for individual levels are divided into two areas IT and OT, for which 
additional thematic fields have been developed and training delivered. There exist training 
programmes for both target groups adjusted to the company organisational level, the needs 
related to the position held as well as staff competence requirements.

The training agenda is delivered in bundles of sessions and ends with a test checking the 
knowledge acquisition of the participants, each of whom enjoying access to the knowledge 
exchange platform Cert Games CTF.

Another track utilised to build staff competence at operational level is training involving CTF 
(Capture The Flag) cyber exercises – CERT Games CTF. It is delivered online and involves a series 
of tasks of varied difficulty levels. In each task, the trainees must resolve a different problem, 
perform data and code analysis or find key information. Once a task has been fulfilled, the 
trainee answers checklist questions or finds hidden flags. Various tasks require various sets of 
abilities – network analysis, information collection, data/log analysis or reverse engineering. 
Unlike typical CTF games, tasks for CERT Games CTF are developed to imitate actual chal-
lenges related to computer incident management. The participants have unlimited access 
to the platform. The topics covered include: technical infrastructure protection, the General 
Data Protection Regulation (GDPR), business continuity management, risk analysis, attacks on 
industrial infrastructure as well as many other important aspects. The training efforts aim to 
stimulate behaviour change as well as individual work involvement – responsible and secure 
– as well as contribute to building a working environment where security is its integral part. 
The training programme offers employees knowledge thanks to which they can participate 
in protection against threats characteristic of IT and industrial environments. This will result 
in improvements as regards management of the most vulnerable element, the human factor. 

Commercial audits

As part of its operations, PZU Lab in partnership with Cybersecurity Foundation provides 
consulting services related to improving cybersecurity in companies and other organisations 
taking the form of IT security audits in the following areas:

•	 operational maturity of the IT security team in managing security incidents – 
“gap analysis” audit,

•	 operational maturity of the SOC (Security Operations Centre) following the 
SUOPT methodology,

•	 level of GDPR implementation in the organisation,
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•	 security of the company network/Internet interface aimed at providing full 
and reliable information on the real level of security of the devices examined 
and pointing out to weaknesses in security controls and infrastructure security 
architecture.

SIM3 audit of incident management maturity in organisations
The SIM3 (Security Incident Management Maturity Model) methodology serves to analyse 
the maturity of an organisation in terms of cybersecurity incident management. This audit 
focuses primarily on CSIRT/CERT teams. The application of that methodology allows for objec-
tive examination whether the structures in charge of incident management operate following 
best standards and practices.

SIM3 measures the level of the company’s operational maturity in four areas of incident 
management: Organisation, People, Tools and Processes. In each, from 7 to 17 detailed param-
eters have been defined to facilitate assessment of individual aspects of a given area on a 
scale from 0 to 4. Detailed parameter criteria make it possible to define the incident manage-
ment maturity level. Audit results are presented as a radar chart and a detailed report featuring 
evaluation of all parameters complete with a description of the status quo diagnosed as well 
as a set of recommendations for boosting the maturity level. In that way, a picture of the situ-
ation emerges, both general and detailed, which may be used at various levels of company 
management. 

Thanks to the SIM3 audit, the entity under examination acquires knowledge concerning the 
gap between the level of its maturity and the state required when seeking Trusted Introducer 
certification.

Maturity audit and gap analysis of the SOC (Security Operations Centre) following the 
SUOPT methodology
The SUOPT methodology serves to examine the maturity level of SOCs in organisations. It is 
an extension of the most popular methodologies of examining the maturity of organisations 
or their functions. In its special application to SOC, it is based on the experiences of the above-
described SIM3 methodology. SUOPT allows for assessment of the functioning of SOCs in the 
following areas: Strategy (S), Services and their quality (U), Organisation and its resources (O), 
Processes and procedures (P) and Tools and technologies (T). 

The SUOPT audit is an important step facilitating the identification of directions of further activ-
ities boosting the competence and efficiency of SOCs. PZU Lab supports its clients throughout 
the process, both by developing missing documents (from strategic to operational), offering 
assistance in the continued efforts to build SOCs and supply of SOC solutions, and at a later 
stage – outsourcing of (some) SOC services.
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Audit of GDPR Regulation implementation in organisations
The audit of the level of the implementation of the GDPR Regulation in an organisation 
includes several steps:

1. Stakeholder identification and project team setup.
As the first step, relevant persons are selected from among the company staff with appro-
priate decision-making authority and information (most typically, management board, top 
managers, ABI – if appointed, legal department, compliance department, IT department, 
and business departments ensuring company proceeds).

It is necessary to select a project team to efficiently lead the organization through the GDPR 
implementation process. In order to be efficient, the project team must be composed of 
representatives of all the company departments involved in personal data processing and 
be supported by top management.

2. Work division into stages and phases:
a) Definition of project rules; 
b) Preliminary audit and data mapping; 
c) Identification of GPDR requirements with relation to the scope of personal data 

processing by the organisation;
d) Analysis of the legal status quo;
e) Definition of further actions:

•	 generation of necessary documents;
•	 carrying out necessary changes;
•	 time required for the above.

3. Key areas to be examined. 
At this stage, recommendations should be drafted related to implementation or relevant 
documents required by the GDPR. Also designed must be changes in business processes and 
communication or modifications in IT systems. A report will be developed featuring infor-
mation on the status quo identified and a set of implementation-related recommendations. 

APT (advanced persistent threat) audit
Given the characteristics of the attack, the APT audit in organisation takes longer in order to 
simulate a real APT attack. Here are the following stages when the organisation is tested:

•	 Reconnaissance  
Reconnaissance is performed in order to profile the audited organisation and 
its staff. To that end, it uses all kinds of available information sources helping 
identify “entry points” to the company infrastructure, both technical and those 
related to the personnel.
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•	 Access acquisition  
Performing targeted attacks on the organisation mainly by means of socio-
technical attacks. All attack scripts are agreed with the organisation and must 
be always approved. The attack vectors are selected based on information 
acquired at the reconnaissance stage.

•	 Presence and higher authority levels  
In case of a successful attempt to win access to the organisation’s infrastructure, 
a black box penetration test is performed in order to simulate the adversary’s 
recognition of the infrastructure from within, vulnerability detection and 
possibly higher authority levels in the systems subject to testing.

Security audit of the corporate network/Internet interface 
Th audit of the interface of the corporate network with the Internet includes the following 
activities:
1. Audit of the security architecture of the Web interface infrastructure (interface topology).
2. Audit of device configurations and settings (including in terms of reliability, configuration 
coherence and rules).
3. Review of documentation related to the security architecture.
4. Analysis of traffic distribution and solution architecture in individual locations.
5. Analysis of network BCP solutions (including the approach to redundancy).
6. External penetration tests.
7. Risk analysis for the vulnerabilities identified.
8. Audit report.

Further steps consist in a jointly developed programme of actions building company staff’s 
awareness. 

Cyber protection of ICSs
A comprehensive approach to the building of a culture of cybersecurity and ensuring cyberse-
curity are also aspects of cyber protection in both IT and OT, the key element under discussion 
in terms of critical infrastructure being control systems involving, for example: SCADA, DCS, 
HMI, PLC, RTU, IED, SIS, sensors and transmitters. They play a vital part where processes are 
automated while appliances remotely controlled and monitored. 

Basic cyber protection of ICSs may be implemented by means of:
•	 network segmentation and separation,
•	 border protection,
•	 a model of zones and connections,
•	 demilitarised zones,
•	 firewalls,
•	 defence in depth.
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Special caution must be exercised when handling and protecting critical data, particularly at 
a time when terrorist threats are commonly present. This is motivated by potentially major 
financial losses, possible loss of trust on the part of business partners as well as company repu-
tation. As part of its operations, PZU Lab provides consulting services in optimising solutions 
and their appropriate selection.

Cyber-insurance 

For insurers, cyberthreats are of particular importance given the emergence of new tech-
nologies and threats as well as the need to offer their clients bespoke insurance options, 
including cyber-insurance policies. As Poland’s leading insurer, PZU is working on marketing 
dedicated insurances protecting companies against the consequences of attacks by cyber-
criminals on their critical infrastructure, including industrial installations. Insurers currently see 
more interest in insurance protection to compensate for possible harm related to the loss and 
necessary recovery of sensitive data of companies or other clients. The interest expressed by 
potential beneficiaries of such protection suggests that insuring companies should intensively 
develop in that direction. As new technologies and the Internet develops, many new cyber 
risks emerge regardless of the industry and company size, unknown just recently. The scale of 
the repercussions of a cyberattack may differ: from data loss and criminal sale to, for instance, 
competitors or company image damage, to destruction of property (a fire, explosion, etc.) and 
loss of human lives. That is why it is worthwhile to look at cybersecurity in a comprehensive 
manner considering a risk transfer to an insurance company. 

Summary

The comprehensive approach on the part of PZU and PZU Lab to the building of a culture 
of cybersecurity in organisations involves a number of aspects: training, audits, procedural 
requirements, technical and physical protection, developmental projects as well as supporting 
innovative ones. Insurance protection and technical solutions in that field in ICSs as well as 
developed methodologies of risk handling will be one of the key aspects of “Industry 4.0” 
solutions. They facilitate the reduction of ICS risk related to cyberthreats. Diagnostic systems 
constitute the ultimate layer making it possible to detect a cyberattack, should it have pene-
trated all the other protection layers. 

A market of policies providing insurance against cyberattacks and their consequences can 
have a positive impact by boosting cyberattack resistance of industrial installations and cyber-
security levels. Transferring cyber risks to insurance companies could ensure the compensa-
tion for losses related to successful cyberattacks.
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The origins of CERTs in organisations

The need for organisations to set upteams like CERT/CSIRT within their structures arose– as we 
learned the hard way – in the 1980s when the outbreak of the “worm”1 created by Robert Morris 
Tappman, an MIT student, infected a large number of computers at universities in the United 
States and the world. It was a wake-up call, making people realise that only constant coop-
eration on IT security will enable organisations to respond quickly to threats and be one step 
ahead of attacks affecting their systems. The first CERT was formed by the Defense Advanced 
Research Projects Agency (DARPA) at the University of Carnegie Mellon in Pittsburgh. The 
model proved its effectiveness very quickly; therefore already in the 1990s similar organisa-
tions were set up across Europe. Initially, CERTs/CSIRTs were supposed to respond to incidents 
in the information and communication systems. Later, however, as the need to educate users 
became more evident, their capacities were extended to include preventative and training 
services in order to enhance competencies and broaden knowledge base. Today, CERT/CSIRT 
teams have developed a closely defined area of core competencies involving IT security 
incident response, incident prevention and resolution, as well as solution recommendation, 
following incident investigation, to increase the overall effectiveness of the security safe-
guards in the organisation. Since the beginning of their operations, CERT/CSIRT teams have 
been constantly evolving, mainly due to emerging new solutions that had a direct impact 
on the complexity of IT infrastructure. They allowed for building vast and complex networks 
that proved challenging to operate and manage; they also attracted cybercriminals – indi-
vidual persons or groups of people pursuing the profitable business of cybercrime. Today’s 
CERT team can provide multiple services and support to ensure and maintain security in the IT 

1 A computer worm – a self-replicating computer program, much like a computer virus, that spreads through all 
the networks connected to the infected computer by exploiting vulnerabilities in the operating system. Unlike a 
computer virus, a worm does not need a vector – typically an executable file.

Jarosław Sordyl, PSE

CERT PSE – Formation and 
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CERT: requirements to ensure 
cybersecurity
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environment in the hosting organisation. CERT’s scope of business may also include services 
such as computer forensics that is not only essential to secure and analyse digital evidence, 
but also to determine for example whether there has been a genuine security breach, or 
whether we are dealing with a software error. The range of services may also include reverse 
engineering that provides knowledge about the way attacking programs operate and how to 
defend against them. 

CERT PSE S.A. – formation and functioning

In May and June 2017, the emergence of a serious threat on the Internet caused by a series of 
attacks using malicious software, put security teams in all state-run and business organisations 
on high alert. In that period, a lot of ransomware attacks were reported2, including “WannaCry”, 
which exploited one of the vulnerabilities in Microsoft systems (this gap in the system could 
have been closed in March this year when Microsoft published a patch)3, and “NotPetya” whose 
primary job was to erase data from the infected systems. While all these attacks aimed to cause 
material damage and physical harm to organisations, they also targeted individual users of IT 
systems.

As described in ESET and DRAGOS report4, an additional, recently identified threat to ICS 
systems is the malware5named “Industroyer” or “CrashOverride”. The software is a modular 
program containing custom components that can be used to carry out an attack on any 
computer-controlled industrial system. As can be seen from the preliminary analyses and 
attempts to find connections between this malware to any other attacks that have taken place 
so far, it appears that this malicious software could be used in 2016 in Ukraine to shut down 
a power substation, causing the blackout in the Kyiv province (oblast). The analysis of the 
published report leads to several conclusions:
•	 The attacking system is a powerful and sophisticated tool, and its deployment can have a 

critical impact on the industrial infrastructure of every country
•	 The use of malicious software in Ukraine partially reveals the effectiveness and destruc-

tive capability of the attackers – a threat to be reckoned with and taken very seriously
•	 Anyone who has not yet started making efforts to build a system to secure, isolate, and 

monitor critical assets in their organisations, put themselves at risk of being attacked 
when they least expect it and suffer very serious consequences as a result of that

Both earlier and most recent malware attacks have proven attackers’ destructive intentions, 
pointing indirectly to foreign governments and politically motived state agencies as the 
masterminds behind their plotting.

2 Ransomware software – a type of malicious software used by Internet criminals to extort ransom money for stolen 
data.

3 Patch – software fix or upgrade intended to eliminate particular problems or errors
4 Keeve, A. ESET discovers dangerous malware designed to disrupt the industrial control systems, [in:] www.eset.com, 

access date: 26/07/2017. 
5 Malware – different malicious software that attempts to infect a computer or a mobile device.



 70 Jarosław Sordyl

By analysing the current level of security of ICT systems and ICS systems, PSE S.A. has long 
appreciated the scale of potential threats to Poland’s energy security. The only solution that 
was considered to be comprehensive enough and corresponding to the threat level was the 
appointment of an IT system operational emergency response team – SOC6, and a computer 
emergency response team – CERT.7 These two teams have been set up in response to present 
security threats; at the same time, they constitute a centre of competence and operations that 
aims to:

•	 Execute tasks of the Computer Emergency Response Team – CERT PSE

•	 Run ICT security laboratory

•	 Give opinion on and review new ICT solutions in respect of their compliance with safety 
requirements

•	 Cooperate with the ICT Department to build joint resilience and respond to cyber threats

•	 Manage ICT security systems that support SOC PSE’s activities

•	 Cooperate with the National Cybersecurity Center (NC Cyber) and other national and inter-
national institutions to build a resilient electric power sector capable of countering cyber 
threats.

The implementation of the above tasks results from the identification of the organisation’s 
needs to ensure access to services designed to enhance security, boost the systems’ resilience 
to the current and evolving modular/hybrid threats as well as raise awareness among the end-
users about potential Internet-originated threats.

In addition to standard tasks, CERT PSE seeks to establish broad cooperation with CERTs in 
Europe, following the analysis of current access needs for up-to-date information on vulner-
abilities, threats, and solutions securing IT/OT systems. As a consequence, CERT PSE had 
acceded to the “Trusted Introducer”8 organisation and commenced the accreditation process 
which ended in June 2017 with obtaining the status of an accredited unit. Furthermore, atten-
tion was drawn to the added value of cooperation outside Europe, where professional hubs 
such as ICS-CERT US9 were developed. ICS-CERT is a centre of competence and operations for 
the security of industrial solutions in the United States. CERT PSE’s additional area of interest 

6 https://exatel.pl/cyberbezpieczenstwo/security-operations-center/.
7 http://cert.pse-online.pl/cert-4/.
8 https://www.trusted-introducer.org/..
9 https://ics-cert.us-cert.gov/About-Industrial-Control-Systems-Cyber-Emergency-Response-Team.
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are associations and projects that foster cooperation in order to significantly reduce cyber-
crime and share best practices in the field of IT security. Currently, CERT PSE is a member of the 
project “No More Ransom”10, launched by Europol’s EC3 unit. 

At this point, it is worth recalling the NIS Directive11 concerning measures for a high common 
level of security of network and information systems across the Union. The Directive provides 
for building a systemic solution for CERTs by defining their scope of competencies and dividing 
them into national and sectoral CERTs, as referred to in article 9 of the cited document. In addi-
tion to the formal grounds that the Directive has helped to define, it may also drive a proper 
allocation of competencies at a national level to represent specific economic sectors, which 
at the same time can streamline communication channels, thus increasing the efficiency of 
information exchange. Taking into account these regulations as well as the experience of 
other countries in building an efficient and functional information framework and developing 
a uniform approach to cybersecurity, CERT PSE has made a decision to liaise with its counter-
parts on information sharing and building a system to foster the exchange of good practice. 
So far the invitation for collaboration has been extended to KraftCERT, a Norwegian sectoral 
energy-related CERT, with which CERT PSE has signed a cooperation agreement. CERT PSE has 
also connected with the Austrian CERT whose remit encompasses the energy sector. Also the 
cooperation with other centres that share and analyse information is something that cannot 
be underestimated. In the case of CERT PSE, this type of cooperation is focused on gaining 
access to the most recent information resources about solutions applied by software manufac-
turers, or the equipment used in the production environment. This also means learning about 
the latest developments in highly specialised fields such as industrial automation. This is done 
by distributing knowledge among the competent units responsible for the security of this area 
within the organisation. 

A very important part of each CERT’s set-up, especially one embedded in a homogeneous 
organisation, is the creation of an appropriate training programme and its systematic imple-
mentation to ensure an appropriate level of competencies and skills among all the employees. 
In CERT PSE’s experience, taking this type of action is essential in order for every employee 
to be equipped with expert knowledge of the specific nature of the tasks they perform. In 
addition to the standard training that is mandatory for every employee, CERT PSE has imple-
mented a system of training sessions/briefings during which the employees learn about the 
latest threats and how to protect against them. For example, training sessions have been 
designed to provide information on how to safely use wireless networks while being away on 
holiday. By increasing employees’ awareness of network threats and educating them about the 
safety principles of private data storage, CERT also reduces the risk of a malware attack being 
mounted on the organisation itself through the employee’s infected device. 

10 Established in 2013, European Cybercrime Centre, or EC3, is Europol’s unit that aims to strengthen cooperation 
between European law enforcement agencies in order to combat threats in cyberspace, i.e. fraud activities by 
organised crime organisations, paedophilia, and attacks on critical infrastructure and IT systems.

11 http://eur-lex.europa.eu/legal-content/PL/TXT/?uri=CELEX%3A52013AE1414.
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The use of standards in CERT operations

There are a number of elements that contribute to the implementation of tasks imposed on 
CERT that result from good practices, recommendations, or internal regulations. The most 
important of them is the right team; next are toolsavailable for the job, support systems 
to handle incidents and respond to ongoing security notifications, and access to a broadly 
defined intelligence, including trusted cooperation channels. Not without significance is the 
need to embed CERT in the hosting organisation in such a way as to ensure its independence 
from other internal units, so that it can freely carry out its tasks and execute the implementa-
tion of the requirements related to ICT security. Another element is designing an appropriate 
training system for the CERT team who must be on top of the game by constantly monitoring 
the latest “trends” in cyber threats.

References to all the components making up the work organisation framework and the 
delivery of services to which CERT is obliged can be found in the guidelines or recommen-
dations for implementation by the team. At the European level, an example of such a docu-
ment is ENISA report “A step-by-step approach on how to set up a CSIRT”.12 This document 
describes plans and guidelines for setting up teams like CERT/CSIRT as well as defining the 
areas of their operation within the organisation. It also contains information advising on the 
course of action from the moment of deciding to pursue the plan to establish such a unit in 
order to manage security incidents to its actual implementation in the operational structure 
of the organisation. In addition to establishing CERT itself, it is also necessary to facilitate 
the execution of its tasks by developing appropriate procedures in case of an incident, and 
arranging the completion of individual tasks, allocation of responsibilities, and definition of 
goals. The above steps can be planned on the basis of best practices provided by the ISO/IEC 
committee. The standard ISO/IEC 27035 Information Security Incident Management13 allows 
for efficient development of contingency plans. Given special operational circumstances, 
in its set-up process CERT PSE additionally utilises knowledge accumulated in the area of 
industrial automation security and imparted by NIST (National Institute of Standards and 
Technology)14 and ICS-CERT US to name but a few. Taking into account the recent attacks on 
the energy infrastructure in Ukraine in 2015 and 2016, i.e. in an environment where IT and 
OT (industrial automation) systems converge, it is particularly important to pay attention to 
current security and risk trends. The accumulation and use of knowledge that both institu-
tions provide is practically mandatory. Not without significance for CERT’s work is access to 
the current security-related information, organisation and development of security systems, 
emerging new IT solutions systems that support CERT’s work which is becoming increasingly 
complex every day and requires a flexible approach to the appropriate prioritisation of tasks.

12 https://www.enisa.europa.eu/publications/csirt-setting-up-guide-in-polish.
13 https://www.iso.org/standard/60803.html.
14 https://www.nist.gov/.
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E-CERT – a consolidation of IT security in the electric power 
industry

The CERT PSE team works in a very peculiar environment of the power grid operator whose 
services are critical for the state. This entails an additional responsibility for ensuring opera-
tional efficiency and security of the entire system comprising IT and OT systems supervised 
by IT networks. That is why CERT PSE engages in ongoing activities to maintain an adequate 
level of security of the supervised systems, which involves creating a wide-ranging group of 
stakeholders to aid collaboration in the energy sector. As part of this effort, in March 2017, 
CERT PSE signed a cooperation agreement with CERT Energa. The collaboration between these 
two CERTs aims to share information about risks and vulnerabilities that may pose a threat to 
both organisations. An additional element that is associated with the signed agreement is the 
exchange of experience among teams and the creation of a trusted channel for information 
sharing, which in the case of CERT underpins the reliability of the obtained data. In a short 
period of time, this initiative showed it was a step in the right direction. Drawing upon these 
experiences, further efforts have been made to sign similar agreements with other operators, 
manufacturers, and distributors in the energy sector. 

A core component of each of the agreements is the exchange of information about threats, 
vulnerabilities, and other data that may be pivotal to the security of the organisation and 
directly affect its growth. They also provide for a trusted system to exchange such informa-
tion and a centre of competence and management that processes and analyses information 
about the risks to be distributed to the appropriate organisations in the sector in a fast and effi-
cient manner. We can already say that the foundations we have designed for E-CERT are sound 
and functional. They have proven their value in action during “WannaCry” and “Notpetya” 
ransomware attacks or in the face of a threat to industrial systems posed by the “Industroyer/
CrashOverride” malware. Immediately following the receipt and verification of information 
from other external trusted sources, the transmission of information between CERT PSE and its 
sectoral partners was fast and efficient. Furthermore, it should be noted that the information 
collected was passed on to the national CERT – NC Cyber and the governmental CERT to be 
further shared with other parties that could use this information to take pre-emptive action 
and effectively prevent attacks on their IT structures. It seems this has legitimised the need for 
having a single point of contact for the entire energy sector that brings together information 
channels from different organisations. The mechanism enables the information to be harmo-
nised, verified and its reliability to be assessed, as its source and origin may vary. This, in turn, 
is important when it comes to taking further action in the field of security. This procedure is 
recommended for instance by NIST in one of its guides regarding threat information sharing. 
It emphasises that effective transfer of reliable information to other actors is the key to success 
in the fight against various threats.15

15 NIST Special Publication 800-150 – Guide to Cyber Threat Information Sharing.
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The formation of E-CERT will be part of the implementation of strategic plans that increase 
security not only in the energy sector, but also in the entire state. The argument in support 
of embedding an independent, specialised, and analytical energy sector security unit within 
CERT PSE is that as a state-controlled and non-commercial actor, the national transmission 
system operator does not exert a “negative” impact on the other cooperating organisations in 
the sector. This directly translates into independent and objective functioning of the computer 
emergency response unit. 

Conclusions

The creation of CERT, which is so important for the organisation’s ICT security, requires a thor-
ough analysis of the current needs, the level of threat and risk to the organisation, and the 
ability to maintain effective operation of such a structure. Not without significance is the broad 
support for the solution from the Board of Directors and the organisation’s management, 
because the initiative involves changing the organisation’s approach to security and incident 
management. All areas associated with such a unit must be reviewed/audited. Procedures and 
security policies should be established in order for CERT to be able to take authentic and effec-
tive action. As it has already been mentioned, it is very important to adequately embed CERT 
within the structure of the organisation. This allows for making a genuine impact on security, 
raising its level constantly to the one specified in the organisation’s policy, as well as ensuring 
smooth operation in the event of an incident. One has to bear in mind that the right selec-
tion of people for the team is absolutely critical. The group should comprise security experts 
representing the full spectrum of specialisations, for instance computer forensics, reverse engi-
neering, and industrial automation. The team should actively engage in the ongoing exchange 
of information both within the hosting organisation and beyond it. By joining CERT-dedicated 
associations it can tap into their pool of knowledge and share its own experiences with other 
CERTs in the country and abroad, which will contribute to improving the team’s competencies. 
CERT PSE has adopted this exact approach. Due to its organisational and sectoral position, it 
plays a significant role in building Poland’s security system and incident response.
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The growing cyber threat to Critical Infrastructure 

Over the last few years, critical infrastructure has become a prime target for a multitude of 
threat actors. They range from state-sponsored threat actors, and political Hacktivists to cyber 
criminals with a grudge and well-oiled ransomware armed cybergangs looking for a bitcoin 
payoff. The myriad of malicious actors may each have different motivations and intents. 
Whatever their motivations, be sure, these are serious and determined cyber criminals. 

The World Economic Forum defines Systemic Cyber Risk as the risk that a cyber event or other 
adverse event at an individual component of a critical infrastructure ecosystem will cause 
significant delay, denial, breakdown, disruption or loss, such that services are impacted not 
only in the originating component but consequences also cascade into related (logically and/
or geographically) ecosystems. 

The potential of even a limited successful attack on critical infrastructure could be devastating 
and result in severe financial, environmental and social costs. The attack on the Ukrainian 
power grid in 2015/16 which left tens of thousands without power, was a clear demonstration 
of the potential impact of even a “small scale” event. The attack demonstrated the very real, 
physical consequences of an attack on critical infrastructure. This was a sophisticated, metic-
ulously planned operation, perpetuated extremely skilled conspirators, who warily planned 
their incursion over many months, initially conducting reconnaissance to study the networks 
and appropriate operator credentials, then launching a well-rehearsed, coordinated assault. 
Many analysts have assessed the Ukrainian attack as a test or trial run by the attacker. 

The Wannacry ransomware attack earlier this year, while not specifically targeting critical infra-
structure (CI), managed to seriously impact Britain’s National Health Service (NHS). Operations 
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and appointments were cancelled and ambulances diverted as up to 40 hospital trusts became 
infected by the attack demanding payment to regain access to vital medical records. 

The potential consequences of a well-coordinated multi-target cyber-attack could paralyze 
an entire country or region. A hypothetical simultaneous attack directed at power, telecom-
munications, health and transport would effectively disrupt and possibly immobilize a nations’ 
ability to effectively respond. The fallout would be felt for years to come and would be meas-
ured in terms of the loss of life, financial and long term economic, social and political impact.

In today’s complex connected world, the one-size-fits-all approach to cybersecurity is simply 
not sophisticated enough to deal with the subtleties or the implications of securing today’s 
critical infrastructure. Malicious actors have plenty of time and choice, after all, they only 
need to find a single weak point. They can focus a direct attack exploiting a known vulner-
ability in specific device (such as, DCS, PLC or HMI). They can utilize a massive bot-driven 
Distributed Denial of Service (DDoS) attack against internet exposed systems, they can use 
their in-depth knowledge of ICS (Industrial Control Systems) or OT (Operational Technology) 
well documented processes, and cybersecurity, to launch a sophisticated and persistent attack 
with potentially catastrophic consequences. Critical Infrastructure such as Power, Oil and Gas, 
Transportation and others, have long relied on “security by obscurity” or presumed that the 
“Air Gap” will prevail. Time has demonstrated that hiding under a rock or behind a gap will 
not minimize the very tangible threats that are coming your way. Defense-in-depth has long 
been considered the de facto strategy for securing critical infrastructure, this a holistic defense 
strategy that requires cordoning both the IT and ICS networks into layers, each layer sepa-
rated by firewalls, data-diodes and other cybersecurity solutions to protect each layer and 
keep them isolated. The networks, protocols, and endpoints at each layer are also protected, 
presenting a formidable multi-layer defense. 

Aramco Security Incident, 2012

Saudi Aramco, one of the world’s largest oil companies

First stage of the cyber-attack began in July, was silent and included:

•	 Intrusion to a few Aramco computers

•	 Installing hostile programs

•	 Self-distribution of these programs to all windows-based computers connected to the IT 
network

Second stage of the cyber-attack took place in August that year and was very fast. 

•	 In a matter of hours, approx. 35,000 computers were partially wiped or completely 
destroyed. Without a way to pay them, gasoline tank trucks seeking refills had to be turned 
away. Saudi Aramco’s ability to supply 10% of the world’s oil was suddenly at risk.

•	 Five months later, with a newly secured computer network and an expanded cybersecu-
rity team, Saudi Aramco brought its system back online..
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While the introduction of IT-type security models has gone some way to lower the tide on 
the corporate network, it has had a negligible effect on the ICS network. This is due not only 
to the difference in technology (PCs and Ethernet vs. SCADA, PLCS, DCS, etc.), but also due to 
a fundamental difference in priorities. IT cyber security tends to focus first on protecting the 
confidentially of information and only then does it focus on integrity and availability. Whereas 
securing Critical Infrastructure is first and foremost concerned with safety and integrity. 

What makes Securing Critical Infrastructure so Challenging? 

Security officers are tasked with protecting everything from plants to refineries, drilling 
platforms to power stations. The locations are often geographical dispersed and some of 
the environments are often unsympathetic. The number and type of devices connected to 
ICS networks can be staggering, everyone is a potential backdoor into your organization. 
Control systems must be protected from both internal and external threats. These systems 
must be segregated from other networks and access points need to be protected and 
continuously monitored. Operating environments often require control system equipment 
and interfaces to be hardened to industry standards and best practices, and the Security 
Operations Center (SOC) is on constant vigil for unusual system activity and cyber-attack 
anomalies. Much of the legacy IT equipment may be running operating systems that are no 
longer supported, and is not uncommon to find HMIs (Human Machine Interfaces) running 
Windows XP. Most importantly, the focus on safety and integrity mean that any fail-safe 
must do just that – fail in a way that will not adversely affect other components in the chain 
and cause damage. 

Critical Infrastructure Cyberattack methods 

•	 Infecting ICS software with malware.

•	 Blocking data or sending false information to operators to prevent them from being aware 
of conditions or to initiate inappropriate actions.

•	 Sending inaccurate/false information to system operators, either to disguise unauthorized 
changes or to cause the operator to initiate inappropriate actions.

•	 Imposing unauthorized changes or disabling of alarm thresholds. 

•	 Interfering with the operation of the plant’s equipment, which can cause modification to 
safety settings.

•	 Blocking or delaying the flow of information through ICS networks, which could disrupt 
ICS operation.

•	 Making unauthorized changes to programmed instruction in local processors to take 
control of master-slave relationships between MTU’s (Master Terminal Units) and FTU’s.

•	 Modifying the ICS software or configuration settings.

•	 Overtaxing staff resources due to simultaneous failures of multiple systems..
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Attackers’ goals can range from service disruption to sabotage and data exfiltration. Potential 
vulnerabilities exist at every layer, from the physical architecture to the processes and policies put 
in place. Attackers have an almost inexhaustible array of techniques to carry out their malicious 
goals, from heavy handed DDoS attacks to more subtle data manipulations and code injection.

Attack scenario Reference Framework

AttackerGoals

Target Vulnerabilities

Attacker Techniques

Service Disruption

Manipulation

Sabotage

Data Exfiltration
DDoS

Insider Attack

Phishing

Sniffing

Architecture

Technology

Process

Protocol

Security Policies

Authorization 
Bypass

Spoofing

Malware/Ransomware

Data Manipulation

Code Injection

Reply Attack

Mind the Gap – the prevailing hypothesis

Some companies and industries have traditionally relied on the “Air Gap” as the main means 
of defense. Analogous of pulling up the drawbridge on the medieval castle, the concept is 
simply that if there is logically no pathway into the protected area, no one can come in. While 
this sounds rather logical, there are many flaws in this isolationist approach. Firstly, the gap can 
only be maintained if no one ever really needs access to the data in the systems, or configure 
or patch them. Reality shows that there are often plenty of pathways into air gapped solutions. 
Alternatively, the harmless USB may be the only thing needed to lower that drawbridge. It is 
now widely accepted that the infamous Stuxnet worm that infected the Iranian Natanz nuclear 
facilities in 2009 was introduces by a USB memory stick.

Isolation of industrial networks can no longer be considered an effective protective measure. 
The proportion of malware infection attempts involving portable media, infection of backup 
copies, use of sophisticated schemes for transferring data from isolated networks in complex 
attacks – all of these demonstrate that risks cannot be avoided by simply disconnecting a 
system from the Internet.
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The holistic cyber-physical paradigm for securing critical 
infrastructure 

Not only is there an obvious need to address the underwhelming activity and investment 
aimed at securing critical infrastructure, but rapid evolution dictates a novel approach. As CI 
networks become smarter and more connected, there is a dire need to address the cyber/
digital aspects and the vertical/physical aspects of protecting these networks. The best 
people, platforms, processes, knowledge and skills of both worlds can be fused to create 
uniquely capable team that brings a completely different approach to securing CI. 

To this aim, Verint Systems and the Israel Electric Corporation (IEC) have forged an elite team of 
CI cybersecurity professionals, aggregating a unique skill set with comprehensive experience 
in forensics, analysis, big data storage/visualization, anomaly detection, risk assessment, miti-
gation, process management, and with extensive global intelligence and investigative experi-
ence. The team is always focused on determining the root cause of operational or business 
malfunctioning, the key to detecting Advanced Persistent Threats (APTs), and understanding 
the related risk. 

Take power generation as an example. Power generation and distribution employs a complex 
grid  of interconnected network for delivering  electricity  from producers to consumers. We 
currently see a push for increased digitization and interconnection of these networks (smart 
grids, smart meter and IoT) aimed at increasing operational efficiency and reducing costs. 
While the aims are commendable, the action opens the grid to further complexity and further 
exposes the network to increased cyber threats. 

The Israel Electric Corporation (IEC) 

The Israel Electric Corporation (IEC) is the largest supplier of electrical power in 
Israel. The IEC builds, maintains, and operates power generation stations, sub-
stations, as well as transmission and distribution networks. Its installed gener-
ating capacity represents about 75% of the total electricity production capacity 
in the country and surrounding territories, servicing approximately 12 million 
people. It is a prime target for malicious actors from around the world. The IEC 
faces between 4 to 20 million threatening cyber “events” in an average month. 

The IEC has built its cybersecurity vertical expertise over decades of designing, integrating and 
implementing methodologies and regulations, procedures, guidelines and specifications in 
cyber defense in various stages of the project life-cycle. A deep knowledge is required in the 
cyber space defense of critical infrastructures both physical and logical, throughout the entire 
network and supply chain. 

https://en.wikipedia.org/wiki/Electricity
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This expertise also focusses on the implementation of best practice in cyber security, and 
the ability to identify vulnerability points (cyber security gaps) in various energy fields, such 
as power generation (thermal and renewable energy), transmission and distribution, smart 
meter and grid, smart home, energy efficiency, IOT, etc. 

Verint’s expertise is providing the next-gen Intelligence Security Operation Center (ISOC) capa-
bilities that enable organizations to be better prepared to face the onslaught of cyber threats, 
by shortening the time from detection to response and bridging the analysts’ skill barrier, 
powered by automatic investigation. 

A unified SOC, combining IT & OT, enables CI network operators to improve security visibility 
from across networks, centralize disparate capabilities and facilitate a faster and more holistic 
response to any identified threats. 

The joint approach assumes the network has already been compromised, so the effort is 
focused on discovery of the complete IT & OT attack storyline, full network & endpoint IT & OT 
forensics, remediation and reliance. 

The focus of the team is on early-stage detection of every cyber-attack with a large damage 
potential. This entails the initiation and management of processes to mitigate or reduce the 
effect of cyber-event. The main objective is to prevent a domino effect and a total loss of 
control of the system, and then to collect evidences for forensic and investigative purposes.

The sheer volume of cyber-attacks has never been higher. Much of the CI defenses are not auto-
mated, organizations struggle to keep up, and their risk is drastically increasing.  According to 
PWC, the average number of detected incidents at power and utility companies increased six-
fold over the past year, or more than 20 incidents per day, per organization. Malicious actors 
can access distributed cloud resource and superfast networks. Automation is a key component 
for success. 

Analyst firm Gartner states that “security operations centers must be architected for intelli-
gence, embracing an adaptive security architecture to become context-aware and intelli-
gence-driven.”1 Accordingly, Gartner recommends the following: “security leaders building or 
maturing a SOC must: (a) Adapt a mindset that is based on the assumption that they have 
already been compromised, (b) Instrument their SOC for comprehensive visibility, and (c) 
follow an intelligence-driven SOC approach with these five characteristics:

1. Use multi-sourced threat intelligence strategically and tactically
2. Use advanced analytics to operationalize security intelligence
3. Automate whenever feasible

1 Gartner, The Five Characteristics of an Intelligence-Driven Security Operations Center, November 2015
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4. Adopt an adaptive security architecture
5. Proactively hunt and investigate.

Verint’s own unique Intelligence-driven SOC centralizes these characteristics and functional 
parameters into a single, unified SOC, including: 

Data Sources – Diverse and comprehensive data sources that provide coverage and visibility 
across network, endpoints and files, complemented as needed by machine log data.

Detection Methods – Leveraging a wide set of specialized sensors designed to detect 
advanced threats even after initial breach (such as Command & Control, Lateral Movement, 
Deception traps, Dynamic File and Email analysis, etc.), as well as fusing and triaging alerts into 
incidents to provide comprehensive, in-depth coverage and holistic view.

Incident Investigation Methods – Applying dynamic investigation logic which leverages 
the integrated platform to automate investigation using proactive forensics queries and 
on-demand tools execution. The results are confirmed incidents with high visibility of the 
attack story.

Timeframe – Continuous monitoring and analytics. 

Forensic Capabilities – Forensic capabilities and instrumentation are built into the infrastruc-
ture and work processes. Adaptive security architecture allows for integrated mesh process of 
detection, investigation, and response.

The underlying theme of this new paradigm is to employ a single, unified approach to critical 
infrastructure cyber security, across both the Information and operational technology, focused 
on attacks and incidents detection, investigation and response. Often, critical details or threads 
may seem unimportant when viewing the disjointed picture. This may prevent operators from 
identifying the persistence and frequency of seemingly mundane threats that are part of the 
bigger picture. Breaking down the silos and creating a single unified Intelligence-driven SOC 
will enable security teams to view threats and connect events end-to-end, regardless of the 
initial identification and the entry point. The ability to track and investigate the full attack story 
across networks and technologies allows security teams to more swiftly identify and mitigate 
attacks and better prepare against future threats. 

Verint Systems and the Israel Electric Corporation (IEC) have launched a new joint initiative to 
combat the growing cyber threats and risk targeting global critical Infrastructure (CI). This new 
CI Cyber security taskforce brings an entirely innovative approach to protecting the essential 
infrastructure we depend upon.
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The taskforce leverages the vertical domain experience from IEC, including power generation, 
transmission and distribution, defending critical systems from intensive cyber-attacks over 
the last two decades and their knowledge of OT with the global security intelligence exper-
tise (identification, analysis, forensic, reporting and Big Data analytics), together with and the 
cutting edge technology and the cyber security domain expertise of Verint Systems. This part-
nership highlights a dramatic shift in the approach to securing critical infrastructure, uniting 
professionals with diverse areas of expertise, to secure every aspect of operational and infor-
mation technology in an increasing connected and complex world. 
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Characteristics and significance of PKP Energetyka S.A. 

In Poland’s economic reality, the company PKP Energetyka S.A. bears particular importance, 
mainly due to the infrastructure it owns and operates, which is essential for two network infra-
structure systems: energy and railway. The company’s two primary operational areas involve, 
first of all, converting alternating current to direct current and delivering it to the entire electri-
fied rail network in Poland (about 12,000 km of rail lines); second, ensuring that the traction 
power network is maintained in good technical condition. In connection with the above tasks, 
the company manages the network of traction substations that supply electric power to trac-
tion current lines and a fleet of about 100 specialised trains used for the construction and 
technical maintenance of the network that belongs to PKP Polskie Linie Kolejowe S.A. (Polish 
State Railways). PKP Energetyka S.A. is also a distributor of electric power. In this context, the 
company, despite its small share in the domestic energy market, is an important part of the 
system, simply by virtue of being the only entity that has a distribution network spanning the 
entire country. The company was appointed as the distribution system operator on 25 July 
2001. The decision was renewed on 14 March 2008 until 31 December 2030 (Electricity distri-
bution licence of 25 July 2001). An important area of the company’s business activity involves 
selling rail carriers fuel oil for diesel-engined rail traction units. In fact, it is the only entity in the 
Polish market that has a licence to sell fuel via railway fuelling stations.

Similarly to the energy sector, rail transport is one of the core building blocks of the 
country’s economic system. It is also the most expensive to maintain since its proper 
functioning is heavily reliant upon extensive infrastructure that must be constantly 
maintained and modernised. In Poland, this cost is magnified by additional investment 
spending necessitated by the complete overhaul of some of the rail lines. A few years 
ago, the expenditure in the 2014–2020 period in the entire sector was estimated at PLN 
35 billion (of which PLN 25 billion was expected to come from the EU funds). Today, the 
figure is said to be a staggering PLN 67 billion. It would be a total disaster if the part of 
the EU funding had to be given back. How real this threat is we could see in 2012, when 
PKP Group had to step up its investments in national rail infrastructure under threat of 
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having to return the part of the EU subsidy. The resolution of the Council of Ministers 
of 15 September 2015 year on the establishment of the “National Railway Programme 
Until 2023” (RM-111-16515) sets out tasks that involve modernisation, reconstruction 
or construction of the electric power distribution infrastructure for railway purposes. 
The progress in that area can be seen by the naked eye, with railways, passenger rolling 
stock, and railway station infrastructure undergoing complete modernisation, which 
also includes the accompanying electric power devices (e.g. PKP Energetyka S.A. has 
participated in the MUZa I scheme – Modernisation of Power Supply Units). All these 
measures are primarily aimed at making the rail transport system the third communi-
cation alternative for millions of Polish citizens and economic entities, following the 
road infrastructure and the rapidly growing air transport system; the alternative that is 
convenient, fast, modern and above all – safe.

Energy security and critical infrastructure components in 
the functioning of PKP Energetyka S.A.

Issues relating to Poland’s energy security are being incessantly discussed, with various 
facets of the same problems coming under the spotlight every now and again. Recently, the 
discussion has switched to problems related to the overall capacity of the national energy 
production, transmission and distribution system. This was caused by the introduction of 
limits on power demand in August 2015, in response to a heat wave that sharply decreased 
power supply while dramatically increasing demand for energy. An additional factor is full 
integration of the company’s distribution system with PKP PLK’s traction power supply 
system. In its Statute, PKP Energetyka S.A. specifies three basic areas of its business activity, 
which relate to: 

a) Electric power generation and supply (generation, transmission, distribution, trade) 

b) The provision of electric power services (equipment repair and maintenance; 
installing of machinery, equipment and appliances; construction of electric power 
and telecommunications grid lines; carrying out electrical installation work; engi-
neering and technical advice) 

c) Fuel sale (wholesale of fuels and related products; retail sale of fuels for motor vehi-
cles at service stations; gas fuel trade through mains)

From the perspective of Poland’s energy security, points a) and c) of the Statute appear to 
be most critical. However, in view of Polish Oil and Gas Company’s domination (PGNiG) in 
the market for the sale of gas through mains as well as PKP Energetyka’s ownership of 18 
railway fuel stations, point c) is of minor importance (if we do not count fuel supply for diesel 
locomotives). The share in the electric power distribution and trade market is also insignifi-
cant. Therefore, what mainly counts today is an extensive nationwide distribution network. 
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The activities described above are tightly regulated in the Act of 10 April 1997 – Energy Law 
(Journal of Laws 1997, No. 54, item 348). The company’s business activities in the area of energy 
security come under the following provisions defining the key concepts in this regard: Art. 3, 
paragraphs 16, 16a and 16b: 

•	 Energy security – the capability of the economy to meet the demand for fuel 
and energy of current and prospective consumers in a manner that is techni-
cally and economically justifiable, while observing the requirements for envi-
ronmental protection 

•	 Power supply security – the ability of the system to ensure the safety of the 
electric power grid operation and balance the supply of electric power with the 
demand for energy 

•	 Safety of electric power grid operation – continuous operation of the power 
grid, as well as the fulfilment of requirements for the quality parameters of 
electric power and consumer service quality standards, including maximum 
acceptable interruptions in the supply of electricity to end-users under reason-
ably foreseeable conditions of operation of the network (Journal of Laws 1997 
No. 54, item 348: art. 3, paragraphs 16, 16a and 16b) 

Other provisions in the Statute pertain to broadly defined renovation and construction works, 
transport, etc. which de facto are not explicitly subject to statutory regulation regarding 
energy security and the safety of rail transport. Nevertheless, they are elements of interde-
pendence between PKP Energetyka S.A. and other entities belonging to PKP Group. It should 
be mentioned that the grid asset boundary between PKP PLK and PKP Energetyka has been 
very carefully delineated and signifies the point where traction networks connect to distribu-
tion networks. PKP Energetyka fulfils the tasks of the distribution system operator (DSO) of 
the grid network assets excluding the traction network which remains an integral part of the 
railroad and is managed by PKP PLK. At this point, it is necessary to mention the concept of 
“rail infrastructure management” that encompasses the construction and maintenance of the 
rail infrastructure to ensure railway traffic safety. These tasks fall into PKP PLK’s remit. However, 
matters relating to traction network maintenance and power supply are the responsibility of 
PKP Energetyka. Given its ownership of the appropriate technical infrastructure, it is difficult 
to imagine the implementation of these tasks without it. The above leads to a conclusion that 
the most important characteristic of PKP Energetyka is the fact that it is a private owner of 
a nationwide power distribution network supplying electricity to the traction network on 
railway lines operated by PKP PLK.

The other essential element associated with the security of the power distribution infrastruc-
ture managed by PKP Energetyka is the exercise of the function of the critical infrastructure 
asset operator in the meaning of the Act of 26 April 2007 on Crisis Management (Journal of 
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Laws No. 89, item 590, as amended). As set out in the Act, critical infrastructure (CI) shall be 
understood as systems and mutually bound functional objects contained therein, including 
constructions, facilities, installations and services that are vital for the security of the state 
and its citizens and for the efficient functioning of public administration authorities, institu-
tions and enterprises (Art. 3 (2) of the Act). The legislature has specified the systems that are 
part of this infrastructure which include energy supply systems, energy resources and fuels, 
communications systems, telecommunications systems, financial systems, food supply, water 
supply, healthcare and rescue systems, systems ensuring the continuity of public administra-
tion activities and transport systems. Considering PKP Energetyka’s scope of business activity, 
the infrastructure the company manages is listed among the systems indicated by the legisla-
ture as critical for the normal functioning of the state. In addition, this is expressed explicitly in 
at least two of the areas detailed in the Act: electric power supply and transport. In 2015, the 
company participated in the work coordinated by PKP S.A. that aimed to create a single list of 
assets comprising the critical infrastructure for the entire PKP Group. As a result of privatisa-
tion processes, this initiative was abandoned, but PKP Energetyka re-launched it in 2016. The 
cooperation with the Ministry of Infrastructure and Construction resulted in the selection of 
assets administered by the company as critical infrastructure components. This decision was 
reflected in a harmonised list of facilities, installations and equipment composing the critical 
infrastructure that was put together by the Government Centre for Security at the end of 2016. 
In this way, the company has been incorporated into the system of cooperation aimed at 
executing specific tasks to strengthen the security of the state.

The system of critical infrastructure protection should be deployed to counter all types of iden-
tified threats, be they natural, intentional, or technical, as well as be prepared to restore the 
functions performed by a given asset as quickly as it is possible. In addition, the system should 
be comprehensible and flexible and, last but not least, easy to use and understand by those 
responsible for its protection. 

Actions taken to ensure the security of critical infrastructure assets have been defined in the 
“National Program for Critical Infrastructure Protection. Appendix 1: Standards to ensure the 
smooth functioning of critical infrastructure – good practice and recommendations.” They are 
intended to minimise the risk of infrastructure disruption by reducing the likelihood of occur-
rence of a threat, eliminating vulnerabilities, and mitigating the effects of a threat. Actions to 
achieve this include: 

•	 Ensuring physical security: a set of organisational and technical measures 
aimed to minimise the risk of CI disruption that results from people attempting 
to trespass on sites containing critical infrastructure 

•	 Ensuring technical safety: a set of organisational and technical measures aimed 
to minimise the risk of CI disruption that results from the disturbance of tech-
nological processes 
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•	 Ensuring personal safety: a set of organisational and technical measures aimed 
to minimise the risk of CI disruption that results from activities performed by 
people who are authorised to access critical infrastructure 

•	 Ensuring ICT security: a set of organisational and technical measures aimed to 
minimise the risk of CI disruption that results from unauthorised intrusions into 
control instruments as well as ICT networks and systems

•	 Ensuring legal security: a set of organisational and technical measures aimed 
to minimise the risk of CI disruption that results from legal action taken by 
external entities 

•	 Business continuity and recovery plans understood as a set of organisational 
and technical measures that lead to maintaining and restoring CI functions 

The application of specific measures to ensure security should be closely linked to disruption 
risk assessment.

It should be noted that the entire electric power conversion and supply infrastructure 
for the railway network in Poland that is operated by PKP Energetyka S.A. is controlled 
remotely by means of industrial automation systems through the so-called central 
control rooms to which an adequate number of traction substations is assigned terri-
torially. The above-mentioned safety rules recommended to protect critical infrastruc-
ture assets should equally apply to all infrastructures as best practice. This is especially 
important in order to ensure the security of industrial control systems. It takes on special 
significance in the era of a very dynamic development of network technologies. As a 
matter of fact, it is pointless to discuss industrial control from an OT classical perspective, 
i.e. separation from the telecommunications systems, since the minimisation of servicing 
costs is increasingly imposing its integration with different communications systems. 
Therefore, these systems are referred to as information and communications technology 
systems (ICT).

In the next part of this publication we will describe the ideal requirements – from the point of 
view of ICT cybersecurity – to ensure the security of remote control systems that supply the 
railway network with electric power. Both these factors, i.e. the deployment of universal solu-
tions and the operation of remote control systems within the Internet structure, increase the 
risk of disruption by making them more vulnerable to a dedicated cyberattack from outside 
or exposing them to negative network phenomena such as viruses, network worms, or limited 
network access. Supervisory systems controlling technological or production processes (e.g. 
SCADA or DCS) run on standard, popular platforms like Windows, Unix or Linux. Therefore, 
cyberattacks that exploit weaknesses in operating systems may in effect pose a serious threat 
to industrial systems.
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Cybersecurity in industrial control systems – model 
requirements 

 The cybersecurity of industrial control systems must now be regarded as an indispensable 
process whose maintenance and sustainable development is essential for the proper func-
tioning of a company that owns a controlled and managed technical ICS infrastructure, which 
is the main segment of OT automation. 

Due to the fundamental differences between OT and IT systems listed in the table below, the 
security of industrial automation was considered, until recently, without due diligence. Given 
these differences, a direct transfer and application of IT security policies in the OT world has 
proven impossible.

Differences between IT and OT

  Information Technology (IT) Operational Technology (OT)

Target data acquisition, processing and analysis process control, monitoring and management 

Architecture and 
components

mainly user workstations, servers, applica-
tions for which it is easy to implement 
security policies or apply quick updates

major components are automations, 
controllers, industrial switches and 
dedicated real-time systems for which 
the application of updates to eliminate 
vulnerabilities is very limited

Interfaces GUI, web browsers, terminals, keyboard, mouse
sensors, switches, controllers, 
actuators, display units

Owner IT and CIO
engineers, technicians, opera-
tors, dispatchers, managers

Communications an IP-based network: LAN, corporate, Internet, 
dedicated and control networks, current mode 
control, hard twisted pair, IP-based automation 
protocols: Modbus, PLC, M-BUS, DNP3, etc.

Role support for people machine control

In view of the above-mentioned differences between IT and OT infrastructures, the priorities 
in the protection of the OT telecommunications infrastructure are also significantly different. 
In the IT field, the primary protected element and simultaneously its most valuable asset is 
data, including its confidentiality, integrity, and availability. In OT, the most valuable protected 
elements are the reliability and availability of a technological/industrial process, and then its 
integrity and confidentiality. 

The natural evolutionary factors in the world of automation such as process and cost opti-
misation or the need to keep up with growing functional requirements, imposed its inte-
gration with analytical and business systems, as well as the deployment of remote control 
solutions and the sharing of communication channels. The two worlds of IT and OT began 
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to interpenetrate, opening the previously hermetic OT environment to new threats posed 
by cybercrime and cyberterrorism. Despite earlier successful attacks on industrial systems, 
commonly known as SCADA systems, which are responsible for supervising technological 
processes in enterprises, a genuine breakthrough in raising user awareness of the conse-
quences of such attacks came in 2010. In July that year a new, dangerous virus called 
Stuxnet was detected. Its specific target was to compromise the technological process of 
centrifuge uranium enrichment in the Iranian nuclear facilities, which in the worst case 
scenario could even lead to a centrifuge explosion. The following years saw other, more or 
less spectacular attacks on the industrial infrastructure in virtually every industry around 
the world. Recent incidents involving a power outage in Ukraine or Turkey or production 
downtime at a Honda plant in Japan showed how easy it is for a well-crafted and targeted 
attack to seriously compromise the company’s technological processes. Targeted cyberat-
tacks and taking control over critical infrastructure are already included in the “portfolio” 
of virtually every military arsenal as one of the military options in the event of an armed 
conflict. One of the common reasons why these types of attack are so effective is the exist-
ence of a “technical debt” in the implementation of security mechanisms in ICS devices and 
systems in relation to the existing safeguards in the IT world. Today, “technological back-
wardness” makes the automation infrastructure a relatively easy and extremely tempting 
target for cybercriminals, bringing them greater financial benefits (due to blackmail) and 
media attention.

Despite its nationwide uniqueness and the fact of controlling direct current devices, the OT 
infrastructure in PKP Energetyka’s electric power system does not significantly differ from 
other similar automation systems for alternating current. Its server infrastructure is partially 
centralised whereas broadly defined telemechanic devices located on electric substations 
are dispersed. Electrical substations are controlled from a dozen or so regional dispatching 
centres, while the entire infrastructure is supervised from a single central monitoring point. 
Communication in the remote control network occurs via separated traffic in a dedicated 
network infrastructure. When it comes to the security of OT systems used in PKP Energetyka, 
the primary goal is to ensure operational continuity and their control availability. This is 
supported by the duplication of communications links to electrical substations based on IP 
VPN (basic) connections and dedicated APN GSM communication (redundant connections). In 
PKP Energetyka, automation infrastructure security is also supported by internal regulations 
in the form of procedures and instructions complying with the requirements of ISO/IEC 27001 
that specify the rules for a distribution operator workstation or a station of a telemetry oper-
ator who implements changes in electric meter software. 

Innovative systems and technologies developed worldwide enable traditional electric power 
networks to transform into intelligent networks (smart grids). This evolution brings undeni-
able benefits in terms of improved reliability, security, and the stability and quality of power 
supply, which directly translates into high quality services provided to consumers. An example 
of such innovation in the electric power sector are FDIR systems (Fault Detection, Isolation and 
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Restoration), which constantly monitor electric power infrastructure and automatically detect 
any network failures, limiting their range to the point of their occurrence and bypassing the 
damaged part of the infrastructure. 

In order to benefit from this, PKP Energetyka decided to launch a project of comprehensive 
modernisation of the remote control system, including some parts of the OT system and the roll-
out of a fully functional ADMS system (Advanced Distribution Management System).The scope 
of this project will also cover the improvement of industrial automation cybersecurity mecha-
nisms in PKP Energetyka. The company will observe the following standards and publications 
as guidelines on the selection and deployment of solutions, good practices or directions for the 
construction of the individual security mechanisms in the system in PKP Energetyka: 

•	 ISA 62443 (ISA99) standard – developed by the International Society of 
Automation Committee for Industrial Automation and Control System Security 
(USA)

•	 NERC’s CIP – North American Electric Reliability Corporation – Critical 
Infrastructure Protection

•	 NIST SP 800-82 – Guide to Industrial Control Systems (ICS) Security
•	 ENISA (European Union Agency for Network and Information Security) 

guidelines
•	 IEC 62351 standard (1 to 11)
•	 ISO/IEC 27002 standard – including guidelines related to establishing, imple-

menting, operating, monitoring, reviewing, maintaining and improving the 
Information Security Management System

The main objective of the security architecture for automation systems is to build clearly 
defined zones between which the communication is limited to secure communication chan-
nels. The zones are made up of groups of devices or objects that share common features and 
functionalities to which a common protection policy can be applied.

Master security architecture of automation systems based on zoning and communication

Programmable 
controller zone

Engineering zone

Control zone 

Channel

Channel

The communication channels include any potential method of communication between the 
zones involving data exchange via protocols, control signals, service channels, direct console 
connection, or the transfer of files using any medium. The selection of a security technology 
for the communication channels between zones, with the support of the internal regulations, 
policies and safety instructions, will allow for the mapping of the OT infrastructure in line with 
the following ISA99 reference model:
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The main design premises for the construction of security architecture for remote control 
systems should meet the following requirements:

•	 The coexistence of two isolated LAN networks – for the IT office environment 
and the TAN (Technology Area Network) technological environment

•	 The redundancy of servers for remote control systems with the possibility to 
work in one of the following modes: active-active and hot standby to ensure 
servers recover in the shortest possible time

•	 The redundancy of network connections in conjunction with the use of IP 
dynamic routing protocols

•	 The creation of DMZ for the point of contact between LAN and TAN networks 
and network traffic inspection using NG Firewall appliances

•	 Securing communication between all the system components and the external 
systems using protocols with a mutual authentication mechanism

•	 The use of cryptographic methods for authenticating system components
•	 Ensuring high availability by means of mobile terminals
•	 Virtualisation of remote telemechanic nodes
•	 The implementation of the PAM (Privileged Access Manager) system for engi-

neering channels, service calls and highly privileged accounts
•	 The implementation of NBAD (Network Behaviour Anomaly Detection) analytical 

tools
•	 The implementation of the SIEM event correlation and notification tool 

Enterprise Network (corporate network):  network services (Internet, 
VPN, RDP), enterprise systems (ERP, BI, CRM)L5

Business Planning and Logistic (system layer):business, logistics, 
and engineering apps; IT services (email, security, monitoring, VoIP)

DMZ safety zone separating IT and OT worlds

L4

Operations Management(management layer): technology process 
and security management; IT services (DHCP, DNS, LDAP, FTP, etc.)L3

Supervisory Control (supervision and control layer): 
supervision zone, process controlL2

Basic Control (controlled automation layer): drivers, controllers, etc.L1

Proces technologiczny: controlled automation using controller-based 
communication mechanisms: machines, robots, sensors, servomechanismsL0

Safety critical (security systems platform): devices, sensors 
and other equipment supporting the security system

Enterprise
Zone

Manufacturing
Zone

Area
Zone

Safety
Zone

IT

OT
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The target system architecture should provide for communication and the exchange of infor-
mation between IT and OT infrastructures. Both areas (LAN and TAN) communicate internally 
through an appropriately designed DMZ buffer zone. Due to its strategic importance for auto-
mation security, DMZ should be equipped with security mechanisms to allow each occurrence 
of communication traffic (also encrypted) between zones to be closely verified, inspected, IPS/
IDS probed, filtered through a firewall, and possibly analysed with sandbox systems. Each of 
the system components should have cryptographic safeguards – both in the area of authenti-
cation and communication. Identification of appliances and users should employ certificate-
based authentication and mutual authentication protocols whereas the system itself should 
be equipped with an internal Authorisation Centre (CA) to provide certificates.

Mechanisms to verify and control system user’s sessions, particularly engineering accounts 
and remote service access, should be considered an important aspect of security. PAM tools 
applied in this case have mechanisms for managing highly privileged accounts, recording 
sessions (e.g. for evidence collection), and restricting the possibility for communication only 
to specific resources. Basing server systems (or even operator stations) on virtualisation allows 
the infrastructure to swiftly recover and resume operation following a critical failure that makes 
the environment or its single unit fully unavailable. Additionally, in order to increase the avail-
ability of resources, it should become obligatory to provide for redundant server and network 
appliances, including LAN, TAN and WAN infrastructures. For balancing load and ensuring 
uninterrupted access to resources, the use of performance clusters and traffic prioritisation 
mechanisms is considered. In order to run TAN diagnosis and verification tasks for selected 
users, it is necessary to secure remote access at a few levels: PAM tool policies, verification of 
the workstation from which the connection is made and the user who establishes a session.

The main principle behind each real-time system, such as the remote control system, should 
be no maintenance downtime during its routine operation. The system availability should be 
set at 99.9% a month (working 24 hours, 7 days a week), while the construction of the system 
architecture (including backups) should secure data in such a way that when a critical failure 
occurs, the data loss will not exceed 2 hours of data captured. In order to achieve a high avail-
ability rate, it is necessary to ensure mechanisms for early failure detection (proactive perfor-
mance and capacity management of system resources). Backups must be made online without 
the possibility of shutting down the entire remote control system. In the case of a failure of 
architecture system components or the need for maintenance (upgrade), the applied redun-
dancy mechanisms must ensure uninterrupted operation of the system in the backup location. 

What is extremely important for the protection of remote control systems against cyberattacks 
is the implementation of solutions to ensure the systems meet the requirements of integrity, 
confidentiality, availability, and accountability.

To ensure information integrity of the remote control system, data that is stored in logs 
and event log files must be protected from being edited or deleted. The system must have 
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mechanisms for automatic event notification registered outside of the specified tolerance 
range, such as an attempt to use an ID badge in order to perform unauthorised actions. To 
ensure the integrity of particularly sensitive or important data, they must be secured using 
cryptographic methods. To meet the requirement of confidentiality which assumes that 
data should never be made available or disclosed to unauthorised individuals, processes, 
or other entities, it is necessary to use data encryption and access control systems.  
The control system must allow the data and functions to be accessed only by authorised users 
at all times (availability). When typing in passwords, they must be masked and encrypted 
if stored. Workstations that use the system must also be authenticated by employing addi-
tional cryptographic mechanisms like certificates. Communication between workstations and 
the system must be protected using an encryption algorithm whereas the system information 
shared using a browser user interface should only be possible via encrypted connection.

In order to meet the requirement of full access accountability, the mechanisms implemented 
in the remote control system must enable an unambiguous assignment of every activity in 
the system to a physical person or process and mark them using a time stamp. For efficient 
management of system permissions, it is necessary to implement identity management mech-
anisms that provide users with access to IT services, data or other resources in the remote 
control system by means of a specific authentication method. Permission management mech-
anisms must be capable of determining the level of access to information related to specific 
screens, reports, documents, business asset groups, assets meeting certain criteria, geograph-
ical areas, system functions, or individual records. Defining access permissions for users should 
employ role-based (profile) access control mechanism with profiled permissions assigned to 
them. Mechanisms for unequivocal verification and confirmation of declared identity of the 
user or process should ensure a proper authentication of users in the system. In addition to the 
use of specialised tools to monitor, inspect, filter and study traffic anomalies in communication 
channels, the remote control system architecture itself must be resilient to common attacking 
techniques and intrusions at application and network levels through the use of partitioning 
and network segmentation with the determination of the boundaries of that separation. 

Conclusions

In recent times, more and more entities operating industrial automation systems have become 
aware of the progressive integration of those systems with ICT. At the same time, however, 
this trend has been increasingly dwindling their sense of security associated with the original, 
historic separation of OT systems that assured their uninterrupted functioning. The exam-
ples of remote disruption caused by specialised groups that hit the headlines and are cited in 
this article reveal a painful truth about how many security issues tend to slip through the net 
during design, upgrade, and daily operation. Every day this, sometimes inadvertent, ignorance 
exposes many businesses to genuine financial harm that is impossible to assess in real terms. 
The majority of entities does not inform about disruption incidents affecting the systems they 
administer. Fortunately, awareness in this area is constantly on the rise. What contributes to this 
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is actual incidents recorded by system operators as well as legislative and organisational activi-
ties carried out by governmental institutions. Entrepreneurs make extensive efforts to analyse 
risks and implement solutions that will protect them against cyberattacks in all cases, not only 
in scenarios covered by the law, for example when administering critical infrastructure assets. 
In the energy sector, these activities are intended to secure energy supplies to the end-users 
and ensure the safety of the power distribution grid operation. The consequences of disrup-
tion of these systems can have a huge impact on the current functioning of all branches of the 
economy, including production, communications, and transport systems. With that in mind, 
the energy sector in Poland is engaging in advanced operations in order to mitigate this risk. 
There are operators who have already established their own CERTs and many others who are in 
the process of setting them up. Drawing upon their own knowledge and experience as well as 
the known cases of attacks and assumptions described in this publication, energy experts are 
working together to develop industrial automation safety standards for the energy sector. The 
effort is coordinated by the Government Centre for Security. It is to be hoped that in the near 
future this work will bring tangible results in the form of the formal release of these standards. 
This is a very good example of cooperation between business and government administration 
to counter risks associated with possible cyberattacks. What is particularly worth noting is that 
business entities are raising their awareness of possible risks that are or may be emerging in 
this domain. This is absolutely essential in order to effectively secure industrial automation 
control systems – systems which often manage core production processes in enterprises.
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The last two decades have seen a continuous rise in the risk of cyber threats due to the 
increasing use of information technology in companies. Cyber threats were initially margin-
alized or ignored altogether. At best, businesses would implement simple preventive mech-
anisms in their IT systems. However, it quickly became clear that the safety of an IT system 
must constitute the foundation of its functionality. Awareness of cyber threats is now even 
greater when they can endanger other systems, technical infrastructure, or devices, potentially 
leading to mass malfunction. Advanced metering infrastructure (AMI) is a good argument for 
the claim that technical infrastructure and devices are an essential part of ensuring a secure 
system of national energy.

Advanced metering infrastructure 

AMI is a comprehensive system encompassing meters, transmitters, reader applications, 
communication protocols, and organizational processes established in order to read, super-
vise, and control smart meters. AMI solutions bring many benefits to a wide range of inter-
ested parties, including end clients, distribution system operators (DSOs), and electric power 
retailers. The benefits primarily involve savings thanks to optimized business processes, 
decreased costs of power delivery, and the ability to make informed decisions about power 
usage. 

A smart meter allows clients to read measurement data directly from the meter’s interface or 
through a dedicated platform or mobile application (such as the TAURON eLicznik platform). 
Clients are able to monitor their daily power usage and access basic power consumption statis-
tics, which are provided by the application. 

Krzysztof Podwiński (TAURON Dystrybucja S.A.) 
Mariusz Jurczyk (TAURON Dystrybucja Pomiary sp. z o.o.)

Role of AMI in Ensuring National 
Energy Security in the Context of 
Cyber Threats
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The obligation to install AMI was provided in Directive 2009/72/EC of the European Parliament 
and of the Council of 13 July 2009 concerning common rules for the internal market in elec-
tricity. According to the directive, if a member state approves the implementation of smart 
systems, it should equip at least 80% of clients with them by 2020. 

Figure 1 shows the architecture of AMI.

Figure 1. AMI Architecture
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AMI consists of smart meters, a transmis-
sion medium, and a head-end system (HES). 
Smart meters measure power and elec-
tricity consumption, power grid statistics, 
and events. They also enable pre-payment, 
function as a power guard, and allow power 
supply to be turned on or off remotely. 

Smart meters have a communication inter-
face linking into both HES readers and the 
home area network (HAN). 

The communication interface linking 
into HAN usually incorporates the M-Bus 
protocol, wireless M-Bus, ZigBee, and a 
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power line communication band (PLC-C 
band). It is very important to ensure that the 
data that are exchanged between a smart 
meter and HAN are secure, and that commu-
nication uses authentication and encryption 
techniques. Bear in mind that measurement 
data constitute information about power 
consumption, which should be protected 
from access by unauthorized parties. 

Conversely, the communication interface 
linking into HES usually incorporates power 
line communication (PLC) through PLC 
A-Band, broadband over power lines (BPL) 
communication, GSM, or RF. 

For PLC or BPL, communication takes 
places along a low-voltage line at partic-
ular subcarrier frequencies. A concen-
trator is also used to manage a group of 
smart meters by enabling communication 
between AMI meters and HES. It is installed 

on MV/LV electrical substations. In addition, 
a concentrator registers events related to 
its operation (device supervision, manage-
ment over the concentrator operating 
system, communication with meters and 
HES, memory management, alert reporting, 
and operating system diagnostics). It is 
important to ensure that communication 
between the concentrator and AMI meters 
and between the concentrator and HES is 
encrypted and authenticated. 

In GSM networks, communication takes 
place directly between an AMI meter and 
HES. In this case, the communication should 
also be encrypted, and the devices within 
HES should also undergo authentication. 

HES constitutes the central application in 
AMI that manages the AMI meter park and 
concentrators. 

TAURON Dystrybucja S.A. has implemented AMI for over 10 years. TAURON’s largest projects 
comprise solutions based on PLC:

a) An installation in the OSGP standard. A total of 350,000 smart meters in Wrocław (the 
AMIplus Smart City Wrocław project);

b) An installation in the DCSK standard. A total of 21,000 smart meters in Lower Silesia 
(departments in Opole, Legnica, Wałbrzych, Wrocław, and Jelenia Góra);

c) An installation in the IDIS standard. A total of 15,000 smart meters in the department 
in Gliwice;

d) An installation in the PRIME standard. A total of 3000 smart meters in the Tarnów 
Department.
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TAURON Dystrybucja S.A. is the only company in Poland to have implemented smart systems 
that operate under different PLC standards (PRIME, IDIS, and OSGP) with the largest number of 
implementations in Europe. The implementation of these systems has allowed the company 
to gain experience related to the technical, functional, and security aspects of these solutions. 

The implementation has also changed the way in which readings from electric power meters 
are collected. The meters are now read remotely, with no need for door-to-door reading. 
Furthermore, measurement systems are maintained remotely as well, without the need for 
technical assistance staff. This has improved customer service, making it faster and more effec-
tive. TAURON Dystrybucja S.A. was also able to reduce the costs of local maintenance of meas-
urement systems.

At the same time, AMI allows for the monitoring of incidents by registering events with smart 
meters and other devices that make up its structure, such as concentrators. Events can either 
be spontaneous or non-spontaneous. Spontaneous events are relayed by the device to HES 
and given top priority in communication. Non-spontaneous events are saved in the device’s 
internal memory and relayed to HES according to schedule. Information about incidents 
registered by a meter is especially significant in the context of cyber security, as it indicates 
whether an unauthorized party is attempting to manipulate the measurement system and 
denotes its operating state. This information allows for informed decision-making related 
to maintaining optimal operating conditions for AMI. 

AMIplus Smart City Wrocław Project

The AMIplus Smart City Wrocław is the largest implemented AMI that meets the condition 
of AMI meter interoperability. The installation is based on PLC under the OSGP standard. The 
distribution network contains AMI meters manufactured by NES and APATOR. The meters are 
able to communicate between one another, and the OSGP meets the condition of smart meter 
interoperability. Communication between the devices is encrypted with a 128-bit key, and is 
further authenticated through additional keys. This solution is crucial, as it prevents unauthor-
ized external access to the devices and to measurement data. 

Figure 3 shows the structure of AMIplus Smart City Wrocław.

Communication between a concentrator and HES is based on a GSM-LTE network. This commu-
nication channel is also secured, and communication is encrypted. 

TAURON’s clients can assess measurement data from smart readers by using the TAURON eLic-
znik platform. Connection to the platform is encrypted, which prevents unauthorized access 
to the data by “incidental” viewers. The platform can be accessed through the company’s 
website or from mobile devices. In addition, TAURON Dystrybucja S.A. is the first DSO in Poland 
to give their clients real-time access to measurement data directly from a meter. This service 
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is called HAN TAURON AMIplus. It is provided through a wireless M-Bus interface, mounted 
in each meter, as part of the AMIplus Smart City Wrocław project. The service is activated 
from the TAURON eLicznik platform. After activation, each client is given a dedicated number 
for communication and an authorization key. Figure 4 shows the structure of HAN TAURON 
AMIplus.

Figure 3. Structure of AMIplus Smart City Wrocław
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The installation in Wrocław has a very high reading indicator, amounting to 99.5%. Such a 
high percentage indicates that the solution is very secure, as a high reading indicator trans-
lates into access to a meter. Thus, TAURON has been able to introduce new services for clients 
and accomplish its goals without compromising the safety of its operations and services. The 
company is also able to manage smart meters and offer additional services (such as AMI pre-
payment) to clients without compromising the safety of business processes. 

Benefits of AMI

The implementation of AMI brings benefits to many interested parties, that is, the DSO, the 
transmission system operator, the clients, and the retailers. For the DSO, AMI translates first 
and foremost into shorter acquisition and processing time of readings of power meters. 
Furthermore, AMI provides information about the architecture and topology of low-voltage 
connections in the distribution network, which constitutes additional source of data 
required to make the management and maintenance of AMI secure by visualizing the elec-
tric connections between the devices. Direct communication with an AMI meter also helps 
verify the correctness of measurement system connections, which is important considering 
the increasing number and share of sources of distributed generation. Measurement and 
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event information collected from AMI meters enables various analyses on the level of the 
central application. The most notable analyses include balancing of low-voltage circuits, 
which limits illegal power usage and trade losses. These actions make the management of 
the distribution network safer, as it provides the DSO with up-to-date, reliable measure-
ment and balance data. 

Readings from smart meters collected several times per day also provide information about 
the usage of the distribution network, that is, the amount of power consumed in each part of 
the network. This, in turn, affects decisions concerning the optimal division of network points 
and the verification of coincidence factors. Furthermore, an AMI meter can register effective 
voltage, allowing for the optimization of voltages in the low-voltage network. 

AMI allows the DSO to maintain measurement systems without on-site interventions (audits, 
changes to payment plans, or readings). In addition to decreased operation costs, the DSO also 
benefits from a faster and more effective customer service compared to what can be provided 
for ordinary induction and static meters. 

The individual values, collected as a whole, help to ensure that an electric power system is 
secure, i.e., that access to correct measurement data about the operation of the distribution 
network is provided. Correct measurement data helps the DSO to carry out actions adequate 
to the situation at hand. Note, however, that remote control must comply with security and 
protection requirements for AMI. Good practice suggests that the DSO should develop and 
apply security policies for the implemented AMI.

AMI security based on AMIplus Smart City Wrocław

Modern AMI is a collection of distributed technical facilities, information technology, appli-
cations, and network-level communication channels within an electric power distribution 
system. The original functionality of remote reading systems, rather than AMI, was to collect 
data about a user’s power consumption remotely and to transfer these data to the DSO’s data-
bases. In addition, a dynamic development of information and transmission technology for 
measurement data has created an area that encompasses a range of possibilities for inter-
action with clients through additional functionalities of smart meters and aggregated AMI 
functionalities.

The development of network solutions supported by IT and remote communication 
enforced a shift in attitude to the security of power distribution systems that would take 
into account the role of AMI smart meters and measurement systems. Data contained 
within a meter or the system and the transmission and processing thereof are not the only 
important aspects of security. Important aspects also include the technical and physical 
security of devices, which translates directly into the security of the DSO’s infrastructure, 
the distribution network, and energy supply to the user. From the viewpoint of the AMI 
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reading system, the goal is to reach an optimal level of security and operating conditions, such 
that would allow the DSO to carry out the planned functionalities and benefit from the AMI 
system, thus achieving the desired efficiency. 

The main factor that enable a high level of security in a system is the confidentiality, integ-
rity, and accessibility of information. Other factors that must be taken into account include 
authenticity, accountability, incontrovertibility, and reliability, which are directly tied to 
the aspect of the DSO’s business activity. In order to ensure a sufficiently secure AMI, precise 
rules and procedures have to be defined that delineate security-building mechanisms already 
at an early stage. Next, starting from such a foundation, these mechanisms need to be built, 
implemented, and applied throughout the operating cycle accordingly. It is important to base 
these actions on models of security. 

As part of AMIplus Smart City Wrocław, TAURON Dystrybucja has implemented a model 
containing components that determine which assets should be protected and how. These 
components include secure methods for data processing and asset sharing that indicate the 
necessary competences, organizational means, and technical means and establish duties and 
responsibilities.

AMIplus architecture contains two basic models of technical implementation that are based 
on the type of communication used by a meter. According to the first model, transmissions 
between a meter and a concentrator use PLC. The data are then transmitted through mobile 
network to AMI servers. 

According to the second model, a meter communicates with HES through a GSM network. An 
AMI meter that communicate through GPRS use IP for networking and TCP for transportation. 

Both PLC- and GPRS-based functionalities provide all AMI services equally well. To enable the 
use of the GPRS model in addition to the basic PLC model, security mechanism for the PLC 
network need to be adapted for GPRS architecture. The use of single- and triple-phase electric 
power meters, which have been provided by two manufacturers in PLC technology and one 
manufacturer in GPRS in technology, is another factor affecting the model of security.

Figure 5 shows AMI security architecture, including all technical components and commu-
nication media and division into zones, i.e., areas of activity on the part of the client and 
the DSO. Both zones contain physical and logical elements of AMI with dedicated security 
policies. Both devices and communication have been developed in accordance with cyber 
security requirements for smart metering networks. All communication routes and devices 
in the client zone and the DSO zone form a security chain: in all sections, communication is 
encrypted and authorized. Furthermore, the use of OSGP allows security keys for individual 
devices to be exchanged. 
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Figure 5. AMI security architecture
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Directive (EU) 2016/1148 of the European Parliament and of the Council of 6 July 2016 
concerning measures for a high common level of security of network and information systems 
across the Union (NIS Directive) states that key service operators have to be defined by 
November 8, 2018. As of today, DSO s have not issued a definitive statement on whether it 
is justified and necessary to consider AMI a key service in the energy sector. Regardless of 
the ongoing discussions, TAURON Dystrybucja has taken steps in this direction by incorpo-
rating the basic security guidelines of the NIS Directive into the AMIplus system. In accordance 
with the directive, the company is building a high level of AMI security, proportionate to the 
existing risk, by taking into account the following aspects: 

•	 Security of systems and objects; 
•	 Procedures in case of incidents; 
•	 Business continuity management; 
•	 Monitoring, audits, and testing; 
•	 Compliance with international standards. 

Potential cyber threats for AMI solutions

Comprehensive familiarity with the architecture of a system and the operating rules of its 
elements along with appropriate technical knowledge are factors that, depending on intentions, 
may become either effective security measures for that system or an extreme security risk.

One of the primary functional elements of AMI that affect the security of a national power 
grid is the ability to remotely turn on or off the power supply for any client with a smart meter. 
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Of course, turning an individual client’s power supply on or off poses no threat to a national 
power grid. However, doing so for a large number of meters at the time does contain a risk. 
Another type of security measures for a national power system are demandside response (DSR) 
solutions, which improve the stability of a national power grid based on data collected from 
smart meters. Disturbances in meter operation, communication with HES, or HES itself can 
significantly hinder the aforementioned functionalities, which, needless to say, would impact 
the security of a national power grid. 

The functioning of AMI is strictly tied to teleinformation technology, in combination with 
the architecture of the system, creates a relatively plane of vulnerability to external factors 
and changes that occur in the vicinity of the system, naturally enforcing the development 
of AMI cyber security measures proportional to the threat at hand. Threats include tech-
nical malfunctions, human error, and deliberate hostile actions in the cyberspace. For several 
reasons, it is that last type of threat that – despite its rarity – is considered a real risk due 
to its severe potential consequences. Anyone considering the issue of cyber security 
should bear in mind that a disturbance in AMI operation or a complete shutdown thereof 
and destruction of data may be caused by an attack on the infrastructure of the system. 
Cyberspace attacks are relatively cheap to prepare and carry out, and at the same time can 
cause major losses for the target. The fact that perpetrators of cyber attacks are difficult to 
detect, convict, and punish encourages such activities even further. 

Regardless of the potential threats resulting from deliberate destructive action using 
IT, ensuring protection from technical malfunctions, human error, and natural disasters 
remains a key consideration. Risks to system security related to the physical safety of devices 
are frequently underestimated. While this type of risk is vastly different to cyber threats, insuf-
ficient physical protection may initiate threats related to cyber security or communication. 

TAURON Dystrybucja S.A. has implemented AMI in accordance with the “privacy by design” 
principle, with the following seven basic rules:

•	 A proactive approach to preventing events that may compromise security is 
assumed;

•	 Safety is the default state that guarantees clients’ privacy;
•	 Privacy is, by default, integrated with the basic AMI service already at the plan-

ning stage;
•	 Full functionality is provided by incorporating legally viable interests and goals 

in order to ensure mutual benefits;
•	 A system is established that ensures privacy across all communication routes 

and the data included in these routes; 
•	 The structure and rules of the system are transparent; 
•	 The good of the user is the company’s central interest and allows no 

compromise.



 104 Krzysztof Podwiński, Mariusz Jurczyk

For a system to be secure in terms of cyber attacks, it requires not only an extensive mecha-
nism of teleinformation protection, but also a set of defined organizational and technical 
means that can restore it to full power and technical efficiency in case of malfunction. 
A DSO should develop pre-tested emergency procedures that will help maintain continuity 
of operation or limit the effects of a malfunction, should the need arise to restore or repair 
the system. These emergency procedures can limit the efficiency of the system or the amount 
of processed information, but should do so while maintaining the basic functionalities of the 
system. 

Following are examples of events in AMI that should be considered:
•	 Malfunction of a single communication nodes; 
•	 Malfunction of a single server that takes part in a connection;
•	 Malfunction of a single server that takes part in HES operation;
•	 Malfunction of a VPN load balancer;
•	 Malfunction of HES service servers;
•	 Restoration of the memory of servers or systems in case of complete loss of 

data on physical media (restore from a backup copy).

AMI is developed and configured in such a way that prevents the malfunction of a single tech-
nical component from shutting down the entire system; such a malfunction can only cause a 
loss of efficiency or a partial loss of functionality.

The above is not an exhaustive list of all possible situations that may arise due to an AMI 
malfunction. It is, however, a source of information and a starting point for the development 
of response and restoration plans. A key step is to establish a foundation for a redundant zone 
that will help restore malfunctioning services and functionalities of the system. It is worth 
reminding the reader at this point to also analyze the parameters of service-level agreements 
(SLAs) with clients who share their hardware, application, and support services that form the 
basis of AMI. The values of SLA parameters are factors that strictly tied to the time needed to 
restore or repair the system or restore its efficiency, which in term translates into finances: on 
the one hand, better SLA parameters mean higher costs, and on the other, they are a form of 
guarantee and a basis for minimizing losses caused by malfunctions. 

AMI audit 

The construction of a fully-functional and secure system does not end with the implementa-
tion stage. On the contrary: closing the implementation stage shows the issue of cyber secu-
rity as viewed by the engineers and specialists who have built the system. Note that these are 
a large group of people with considerable knowledge and competences in their fields who are 
perfectly familiar with the field and regional solutions they apply. Therefore, it is obvious that 
the product they have put every effort in developing meets all functional requirements arising 
in the project stage as well as being top-quality product in the technical sense.
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Nonetheless, the changing conditions that accompany implementation encourage verifying 
and adjusting the effectiveness of solutions that have been developed or already imple-
mented. Of course, end-of-implementation assessment is based on on-delivery tests that 
check whether the requirements put forward at the project and building stages are met. 
However, the requirements often do not encompass all vulnerabilities of the system, specifi-
cally, the vulnerabilities that have not been identified or discovered during project and system 
development. An effective tool that is also adequate to the scope in which we want assess 
the security of a system and its potential vulnerabilities is a security audit. First and foremost, 
before conducting an audit, ask yourself if it is the right time do it. The question may seem 
trivial, but it is actually very important, as an audit should be held on an already-implemented, 
stable system, because only then will the audit provide reliable and precise information about 
the areas, scope, and types of the vulnerabilities that are present in the system. It is worth 
using a system risk map in order to identify the most vulnerable areas of the system, and thus 
the most vulnerable areas of the supported business zone. 

An audit by itself is not going to solve any security-related issue, but it does form a source of 
information for further actions aimed at improving security. The most beneficial, efficient, and 
effective method of tackling the identified vulnerabilities is to focus first on the easiest to elimi-
nate, high-risk ones. Once these are addressed, focus on the other, more complicated, vulner-
abilities. Refer to the risk map for each vulnerability: classifying vulnerabilities by measuring 
them on the risk map provides synthesized data on the criticality of a given asset. The next 
aspect that an audit should investigate in detail is the set of anti-malfunction measures. This 
may be a set of precisely-selected, dedicated technical means or a recurring recommendation 
to introduce changes on the operational level, unrelated to technology. 

It is crucial to use non-audit knowledge to develop operating procedures for the system that 
will apply during and after a malfunction, as well as methods of identifying early symptoms of 
malfunction that may not be apparent at first glance but have a noticeable impact. In terms 
of post-audit recommendations, focus on two aspects that require further action, namely, the 
set of anti-malfunction measures and the procedures for restoring functionality following a 
malfunction. If anti-malfunction measures eliminate a given risk or causes of that risk in 100%, 
then there is obviously no need to define such procedures for this particular vulnerability.

A periodic review of the system is a tool that helps maintain an appropriate level of AMI opera-
tion, including operation with respect to cyber security. While an audit is usually carried out by 
a team of independent experts, a periodic review should be carried out by a team of persons 
who are involved in the operation of the system. The main difference between an audit and 
a periodic review lies in determining which elements to analyze and how. An audit is a spon-
taneous action that stems directly from the auditor’s attitude, which in turn is a derivative of 
his or her knowledge and experience. In contrast, a periodic review is limited to a pre-defined 
procedure. The role of reviewers in a periodic review does not exceed carrying out this proce-
dure. Another difference between an audit and a periodic review is the precedentiality of the 
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former, that is, an audit is expected to discover new vulnerabilities, whereas a periodic review 
only checks the functioning of already-implemented mechanisms that have been developed 
as a result of previously discover vulnerabilities.

Both an audit and a periodic review enable you to define which areas to investigate. Such 
a selective approach directly determines the competences and qualifications of persons 
carrying out an audit or a periodic review. 

Conclusions

AMI is crucial to national energy security. The role of AMI in managing traffic in a distribu-
tion network, delivering power to clients, and managing payment for power is very important. 
Measurement data collected from AMI devices directly affects the DSO’s business processes 
and operations related to customer service, payments, delivery management, and introduc-
tion of DSR programs. AMI security depends largely on how the individual devices and layers 
of communication (HAN – AMI meter, AMI meter – concentrator, and concentrator – HES) have 
been secured. When designing AMI, attention should be paid to software and the introduc-
tion and application of security policies. Security policies should encompass the entire area 
where AMI is used and should also define the behavior and responses that are to follow 
potential events. AMI affects the operation and balance of an electromagnetic system by 
providing the ability to remotely detach an electric power meter. This functional area of 
AMI must undergo special management and follow special rules. 

AMI security also involves maintenance policies and procedures in the IT layer. Redundancy 
of assets, restoration procedures, response rate of maintenance teams, and response rate of 
solution providers all have a significant effect on the safety of the DSO’s business processes. 

Another important part of AMI is communication, which forms the foundation for access to 
measurement data and devices. Therefore, solutions should be used that deliver good protec-
tion against conducted disturbance and radio disturbances. This area should also be moni-
tored for correct and incorrect operation. 

Furthermore, AMI is a tool that helps introduce programs aimed at reducing power consump-
tion on the client’s side. European companies use DSR programs that under particular operating 
conditions of an electromagnetic system prompt clients to limit their power consumption. AMI 
serves an intermediary between the DSO and clients. On the client’s side, DSR commands are 
processed by HAN, which manages home electrical infrastructure. DSR programs improve the 
security and stability of an electromagnetic system, especially in terms of preventing blackouts. 
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