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5G – SOFT AND HARD 
POWER PROJECTION
As little as a year ago few experts would probably anticipate 
the fifth-generation telecommunication network development 
issue along with 5G vendor choice to become an acid test for 
new geopolitical and geoeconomic alignments of states and 
regions. Meanwhile, soft and hard power projection is taking 
place constantly all over the world, shaping international rela-
tions and redefining power distribution. After WW2 the US 
has been in the lead in this game; the Marshall Plan gives a sig-
nificant instance of soft power projection.

Today, the global power balances are shaping up to look much 
different. We are in the moment when the economic growth 
policy of the People’s Republic of China (PRC), pursued con-
sistently for years in conjunction with soft power projection 
both within Asia and more and more globally via the bold Belt 
and Road Initiative, is resulting in alliance shifts and geopo-
litical upheavals. State-of-the-art technologies are starting 
to play a pivotal role1 in the soft power toolbox, including 
5G. Yet, this type of network also shows the potential to 
become a hard power tool in the future, as it has a potential 
military use, gives the opportunity to disrupt network func-
tioning for one’s foes et cetera. We should bear in mind that 
5G is going to be a crucial factor in national and economic 
security of states.

1 Jonathan McClory, “The Soft Power 30. A Global Ranking of Soft 
Power 2018”, https://softpower30.com/wp-content/uploads/2018/07/
The-Soft-Power-30-Report-2018.pdf.

It is because of the possibilities that 5G growth entails that 
for the past few months we have been witnessing, in Europe 
and elsewhere, a valiant technological foray by Huawei 
supported by the PRC government2 on the one hand, and 
the attempts – involving threats, pleas, and sanctions – to 
thwart further Chinese technological expansion made by 
Donald Trump administration on the other. The US is trying 
hard to prevent China’s Huawei from taking the pole posi-
tion in 5G network construction. Hence, Washington keeps 
pressuring its allies to back the US by closing their markets 
to Chinese 5G solutions or by making it far more difficult 
for the Chinese corporation to operate in said markets. The 
United States claims that Chinese partners building 5G net-
works is a threat to national security and to key areas of state 
activity. Accusations of potential espionage feature high on 
the list. Americans are also suggesting to their partners that 
not following their lead in restricting Chinese companies can 
cause serious difficulties for ongoing partnerships with the 
US.3 For their part, Chinese companies are vocally opposing 
the “political” accusations levelled at them by the US as they 
declare their willingness to cooperate transparently and drive 
home the argument of lower prices their products have and 
shorter time spans their 5G architectures would need.4

2 “China’s soft power is further boosted by the opening of hundreds of 
Confucius Institutes, extensive international branding initiatives, as well 
as the global success of brands such as Huawei and Alibaba.” Ibid., p. 90.

3 It can, for instance, be a factor in blocking information exchange, so vi-
tal in security matters.

4 Which has to do with the level of technical sophistication.
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The American “pressure” mentioned above are not only 
of diplomatic nature, since they are now economic as well as 
a result of “blacklisting” Huawei and seventy Chinese busi-
ness partners of this corporation, who are included on the 
Department of Commerce Entity List. This has set in motion 
the global supply chain disruption process in the ICT sector, 
and if the ban on selling American firms’ components and 
technologies to Chinese businesses remains in force5, it may 
even lead to the emergence of two separate technology sys-
tems.6 Huawei market position in the US is likely to suffer 
another blow due to the Executive Order signed by President 
Trump on 15 May 2019. The order, even though it does not list 
China and Chinese companies explicitly, proclaims a national 
emergency owing to communication infrastructure and for-
eign services threats. This declaration will serve as the basis 
of the administration’s decisions to bar certain entities from 
the American market.7 It seems that after the Osaka sum-
mit the position of the American administration towards the 
cooperation of American companies with Huawei and other 
Chinese companies will not be significantly eased. It has been 
forced for months, irrespective of Department of Commerce.

Regardless of how the course of events will go, Europe is fac-
ing a strategic fork in the road today regarding its 5G network 
construction choices. “Go East or go West?” the continent’s 
decision-makers seem to be pondering, as are the leaders in 
numerous other countries. It is truly one of the most impor-
tant dilemmas we are confronting, since 5G implementation 
illustrates broader technological challenges and is poised to 
define the position that the European Union occupies glob-
ally in the years to come. Apart from “political” ramifications 
and the criteria of price and competitiveness, EU member 
states are also approaching the 5G conundrum through the 

5 Following Donald Trump’s statement after meeting Chinese President 
Xi Jinping at the Osaka G20 summit, analyses are ongoing as to how the 
American administration will change its approach to Chinese companies 
put on the Entity List. According to National Economic Council chair-
man Larry Kudlow “it’s not ‘a general amnesty.’ US businesses are only 
allowed to sell readily available products such as chips.” (Sean Keane, 
“Trump official: Eased Huawei restrictions only apply to widely available 
products”, CNET, 1 July 2019, https://www.cnet.com/news/trump-of-
ficial-says-eased-huawei-restrictions-only-apply-to-widely-availa-
ble-products/.) “While White House trade adviser Peter Navarro noted 
on Tuesday that the government would allow ‘lower tech’ chip sales to 
the company, which don’t impact national security. It is unclear when the 
Commerce Department will provide its enforcement staff with additional 
guidance, based on Trump’s promises, and how that might alter the likeli-
hood of obtaining licenses.” (“U.S. government staff told to treat Huawei 
as blacklisted”, Reuters, 3 July 2019, https://www.reuters.com/article/us-
china-usa-huawei/u-s-government-staff-told-to-treat-huawei-as-black-
listed-idUSKCN1TY07N.)

6 Izabela Albrycht, “Cyfrowa zimna wojna”, Forbes, https://www.forbes.
pl/opinie/cyfrowa-rywalizacja-miedzy-usa-a-chinami-komentarz-instytu-
tu-kosciuszki/7kh4nhv.

7 Donald J. Trump, “Executive Order on Securing the Information and 
Communications Technology and Services Supply Chain”, 15 May 2019, 
https://www.whitehouse.gov/presidential-actions/executive-order-se-
curing-information-communications-technology-services-supply-chain/.

lens of varying economic conditions. These stem from the 
existing saturation of telecom markets and critical infrastruc-
tures with the Chinese manufacturer’s solutions, from a web 
of connections in the global supply chain, and so forth.

First and foremost, Europe cannot afford losing the 5G con-
struction race. What is at stake will not only be the question 
of the continent’s future technological prowess, important 
as it is (including AI or quantum computing with their need 
for much faster data transfers). It will also involve Europe’s 
strategic (digital) autonomy and standing in the global sup-
ply chain that will be established along with the growth and 
deployment of 5G technologies and the innovative end-point 
solutions that follow – not unlike what happened in the case 
of LTE (fourth generation) networks, whose rapid develop-
ment in the US led to the American ICT sector dominating 
the wireless ecosystem.8 The game is also about the compet-
itiveness of the European economy and Industry 4.0, which 
due to 5G technologies is going to build up its competitive 
advantages and change the structure and effectiveness of 
production processes, with the end result of closer digital 
convergence in not only ICT technologies and sub-industries9 
but also all sectors of the economy, irrevocably fused with 
information technology. Finally, what needs to be highlighted 
more clearly in the ongoing debate is that the national secu-
rity of Old World states is at stake in the first place. Smooth 
operation of member states’ critical infrastructure is going to 
hinge on the 5G network, the network that will find strategic 
and tactical uses in the modern battlefield.

Quo vadis, Europe, then, in the 5G contest for another 
soft and hard power projection tool?

There are three vital dimensions to the problem. The first 
regards the EU as a whole – the bloc’s policies related to dig-
ital capacity building. The second has to do with state-level 
actions. And the third concerns the influence that 5G has on 
military security of current states.

8 Milo Medin and Gilman Louie, “The 5G Ecosystem: Risks & 
Opportunities for DoD”, April 2019, p. 2, https://media.defense.gov/2019/
Apr/03/2002109302/-1/-1/0/DIB_5G_STUDY_04.03.19.PDF.

9 Mirosław Raczyński, 2008, “Implikacje konwergencji w branżach ICT 
dla polityki regulacyjnej”, http://mikroekonomia.net/system/publication_
files/249/original/17.pdf?1314948750.
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5G AND EU STRATEGIC 
AUTONOMY
In political declarations, strategic autonomy has emerged as 
the EU lodestar – the aim which determines strategic lines 
of action for the whole community to pursue. No wonder, 
since member states see strategic autonomy, Paul Timmers 
notes, as “a means to realise sovereignty”.10 The researcher 
defines the notion as “the ability, in terms of capacity and 
capabilities, to decide and act upon essential aspects of 
one’s longer-term future in the economy, society and their 
institutions”.11 Its aim is thus the possibility to work towards 
one’s goals, mostly on one’s own, and in this way to actively 
influence the environment which one acts in. The stake is 
no less than retaining subjectivity instead of becoming 
an object in the global game.

Today, it is obvious that the pillar of power, might, and 
agency that global actors may have is the technological 
potential they possess. The import of digital dimension for 
overall strategic autonomy is undeniable. Digital capacity 
building was identified by Brussels decision-makers as a key 
objective. Certain results of how this policy is being put into 
action are already evident – EU Digital Single Market, cyber-
security capacity building, increasing citizens’ digital compe-
tences, to mention a few.

In light of the above, the solution to the 5G dilemma 
is simple, although very difficult to achieve in practice. 
Instead of constantly thinking whether to join forces with 
Washington or Beijing, the EU should follow the princi-
ple of strategic autonomy, that is make the generational 
transition on its own terms and using its own resources 
wherever possible. The crux of the issue is not to postulate 
autarky, but rather to rationally strengthen one’s potential. 
Taking Trump administration labile politics towards radical 
Huawei sanctions into account, this attitude seems all the 
more right.

Before Europe starts to chart the course, however, it should 
ask itself a few painful questions and draw appropriate con-
clusions from the answers it finds: How did it happen that 
as Europeans we got to the point where the need to “fol-
low” someone not quite on our own terms seems to be the 
only option? How did it happen that our technological pro-
gress appears to be hostage to a Hobson’s choice? Why are 
we still not doing enough to fulfil our aims in terms of build-
ing our digital capacities, including the topic of telecommu-
nication infrastructure and effectively controlling its secu-
rity? Why, despite so many digital programmes and funds 

10 Paul Timmers, “Strategic Autonomy and Cybersecurity”, EU Cyber 
Direct, 2019, https://eucyberdirect.eu/content_research/strategic-auton-
omy-and-cybersecurity/, p. 2.

11 Ibid.

to support them, haven’t we been able to make European 
capacities robust enough to stand on our own two feet 
in the field as critical as digital progress, or at least to have 
the means to verify and control components from trusted 
third parties that we put into use?12

The bleak picture is only confirmed by the market’s assess-
ment. As Financial Times reports, Stéphane Richard, Orange 
CEO, stated that “we [Europe] are investing less [in telecoms 
and technology] than anywhere else in the world”.13 He claims 
that “on a per head basis, investment is running at half that 
of the US”.14 Likewise, Atanas Dobrev, the CEO of Bulgarian 
operator Vivacom, says the EU “is arguably the worst place 
to invest in telecoms and technology”.15 Market fragmenta-
tion is definitely not helping. Meanwhile, the rivals are mak-
ing the advances in 5G their strategic aim. China is expected 
to invest over USD 150 billion in its 5G networks through 
2025.16 Huawei is planning to invest over USD 1.45 billion 
into their 5G R&D this year alone.

Once we reflect on that, lightning-quick and very decisive 
actions should follow: the EU ought to foster the condi-
tions for the fastest possible way to catch up in 5G net-
work development while establishing European auton-
omy. In this context it should be understood not only as 
building Europe’s future technological potential mostly 
on the basis of domestic companies which provide 5G 
solutions in supportive (not one-sided) cooperation with 
trusted partners, but also as currently avoiding and mini-
mising dependencies which threaten to result in 5G secu-
rity breaches by third countries, especially those that are 
not like-minded.17 Perhaps some concessions in the pace of 
5G network construction will have to be made18, perhaps 

12 On the one hand, considering the conditions for state-of-the-art 
technology development, it is hard to imagine the situation where one 
state or even a group of them such as the EU is able to develop a given 
technology completely on its own since the value chain is so complicat-
ed. On the other hand, in view of the current events, what was unthink-
able just a few years ago is now becoming the reality. Seemingly, the 
production of new technologies may soon be handled on a regional, not 
global, basis. No matter how far the observable trends lead, every effort 
should be taken to bolster the EU standing.

13 Nic Fildes, “5G: Can Europe match the US and China on mobile 
networks?”, Financial Times, 27 January 2019, https://www.ft.com/
content/650d3bf8-1e32-11e9-b2f7-97e4dbd3580d.

14 Ibid.

15 Ibid.

16 Juan Pedro Tomas, “China to invest over $150 bil-
lion in 5G networks by 2025: Report”, RCR Wireless News, 
2 July 2019, https://www.rcrwireless.com/20190702/5g/
china-invest-over-150-billion-5g-networks-2025-report.

17 According to what Antonio Missiroli said at CYBERSEC Brussels in 
2019, “for example Australia, New Zealand, Japan and South Korea have 
all invested heavily in cyber defence and it would serve us well to contin-
ue to build these relationships.” (Opening: Cybersecurity Call - One for All. 
All for One, https://www.youtube.com/watch?v=HYmXriY7WKM).

18 If the information on how technologically advanced Huawei solutions 
are turns out to be correct.
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its first implementations will involve higher costs.19 But the 
focus should stay on building telecommunication infrastruc-
ture with components from trusted suppliers and those who 
invest in Europe at a high level of value chain, including engi-
neering activities, such as research and development, as it is 
the most important investment in strategic autonomy and in 
Europe’s global position that we can make today. And con-
trary to received wisdom, Europe’s standing in the 5G race is 
not dire – it needs further action but does not consign us to 
fighting a losing battle. This is amply proved by the examples 
of successful global-scale 5G technology pilot implementa-
tions achieved by European companies (see descriptions 
below), which were able to develop end-to-end solutions for 
5G networks on a par with Huawei.

Quality assessments regarding products offered by leading 
European vendors and those developed by their rivals seem 
to point to an additional competitive advantage of European 
businesses and 5G Made by EU. A recently published report 
by Finite State20 affirms the number of vulnerabilities in 
equipment produced by Huawei rivals was markedly lower 
than the average number in Huawei devices.21

Following on the heels of such conclusions, the new 
European Commission and the Council of the European 
Union should decide to make it the union’s strategic mis-
sion to develop European technological capacity – Made 
in EU as an answer and a counterbalance to Made in China 
2025. The EU member states are already becoming aware 
of the need as well. In May this year, during the Bratislava 
GLOBSEC Forum, President of Slovakia Andrej Kiska said: 
“We need to think in terms of technology, security and 
strategy together. We absolutely ignore the strategic 
importance of a jointly owned and developed European 
technology. Not only in terms of a new European super-
sonic fighter or armed vehicle. I am talking about the 
European Chip. This most sensitive part of the infrastruc-
ture must stay in our European hands. And not to be given 
to someone who can switch off our infrastructure in a sec-
ond. Or just stop providing support to leave us vulnera-
ble. That is why I consider the question of European Chip 

19 The European Commission estimates the spending on 5G develop-
ment (including optic fibre infrastructure) to reach EUR 500 billion – Nic 
Fildes, “5G: Can Europe match the US and China on mobile networks?”

20 The report, Finite State Supply Chain Assessment (https://finitestate.io/
wp-content/uploads/2019/06/Finite-State-SCA1-Final.pdf), was pre-
pared by an IoT security company based in Columbus, Ohio and given a 
review in The Wall Street Journal: Kate O’Keeffe and Dustin Volz, “Huawei 
Telecom Gear Much More Vulnerable to Hackers Than Rivals’ Equipment, 
Report Says”, 25 June 2019, https://www.wsj.com/articles/huawei-tele-
com-gear-much-more-vulnerable-to-hackers-than-rivals-equipment-re-
port-says-11561501573.

21 The security of Huawei devices was found to be lower than that of 
“other vendors” (Finite State Supply Chain Assessment, pp. 3, 4), and “of all 
the firmware images analyzed, 55% had at least one potential backdoor” 
(ibid.) – a vulnerability that could allow an attacker with sufficient knowl-
edge and with the appropriate cryptographic key to log into the device.

of a more strategic security issue. With far more serious 
security impacts, than any current thinking of building new 
security institutions in the EU.”22

The chip, as the central element of IT architecture and thus 
of the digital world, used in CPU production or 5G equip-
ment manufacture, can in this situation be regarded as the 
symbolic aim on the way to Europe’s technological sover-
eignty. Andrej Kiska made similar remarks concerning the 
need not to let 5G networks leave “European hands” as he 
stressed that strategic aspects of network security had to 
be followed more closely.

Building the world’s 5G architecture:

Samsung

The South Korean company is one of the most advanced 
in the 5G market. In addition to optic fibre, microwave 
and other transport assets, the company is also offer-
ing 5G end-to-end solution23. Samsung’s 5G innovation 
started as early as 2012, the first proved steps ahead 
were made that same year with the successful test of 
5G millimetre wave. Along with Huawei, the company 
is also embedded into the smartphone market as part 
of its 5G end-to-end strategy and in the first semester 
of 2019 unveiled its first 5G smartphone.

22 President Kiska at GLOBSEC Forum: “We need a strong and united 
Europe”, https://forum.globsec.org/president-kiska-at-globsec/.

23 European Commission, “5G Obsevatory —Quarterly Report #3”, 2019.
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Huawei

Huawei has presence in over 170 countries, 36 joint innovation centres, and 14 R&D Institutes. The company headquar-
tered in Shenzhen says it has increased its number of commercial contracts for 5G rollout from 22 at the end of 201824 
to 46 in June 201925.

Huawei has a strong position as the 5G supplier in Europe and even though the ban in different countries around the 
world has negatively affected the company’s image, some of the EU member states are unlikely to ban the Chinese ven-
dor, although security concerns have ignited debate and further limitary measures might be put into place26.

Map 1. Decisions on letting Huawei participate in 5G building.

24 IEEE, “Huawei has 22 commercial 5G contracts; U.S. government 
warns allies about the company” IEEE Technology Blog, 23 November 
2018, https://techblog.comsoc.org/2018/11/23/huawei-has-22-com-
mercial-5g-contracts-u-s-government-warns-allies-about-the-company/.

25 Xinhua, “Huawei obtains 46 commercial 5G contracts in 
30 countries”, 06 June 2019, http://www.xinhuanet.com/en-
glish/2019-06/06/c_138122365.htm.

26 European Parliament. “5G in the EU and Chinese telecoms suppli-
ers”, April 2019, https://www.europarl.europa.eu/RegData/etudes/
ATAG/2019/637912/EPRS_ATA(2019)637912_EN.pdf.

Source: Statista, 2019.27

27 Katharina Buchholz, “Which Countries Have Banned 
Huawei?”, 21 May 2019, https://www.statista.com/chart/17528/
countries-which-have-banned-huawei-products/.

https://techblog.comsoc.org/2018/11/23/huawei-has-22-commercial-5g-contracts-u-s-government-warns-allies-about-the-company/
https://techblog.comsoc.org/2018/11/23/huawei-has-22-commercial-5g-contracts-u-s-government-warns-allies-about-the-company/
http://www.xinhuanet.com/english/2019-06/06/c_138122365.htm
http://www.xinhuanet.com/english/2019-06/06/c_138122365.htm
https://www.europarl.europa.eu/RegData/etudes/ATAG/2019/637912/EPRS_ATA(2019)637912_EN.pdf
https://www.europarl.europa.eu/RegData/etudes/ATAG/2019/637912/EPRS_ATA(2019)637912_EN.pdf
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Ericsson

The Swedish firm has a wide global presence. By the end of May 2019, the company has had already publicly announced 
(together with customers) 23 signed 5G commercial contracts and 47 5G operator agreements28. Out of the globally live 
5G deployments, Ericsson has secured 9 of these across four continents. The company is currently present on all five 
continents, success stories ranging from a superfast 5G ferry trial in Estonia to the first deployment of 5G in South Korea. 
Ericsson’s Radio System could be vital in the interoperability of 5G networks as well as the company’s accent in a smooth 
transition from 4G networks to 5G – advantageous in early 5G deployments – that brings increased flexibility for spec-
trum asset usage29 . Moreover, the company is investing in providing a secure network, introducing blockchain technol-
ogy in user identity.

Map 2. Global investment activities by Sweden’s Ericsson.

Source: Ericsson, 2019.

28 Ericsson, “Publicly announced 5G contracts”, https://www.ericsson.
com/en/5g/5g-networks/5g-contracts.

29 European Commission, “5G Obsevatory – Quarterly Report #3”, 2019. 
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Nokia

By June 2019, Nokia had announced 42 5G commercial contracts worldwide and 9 live 5G networks across six conti-
nents, including North America, South East Asia, and Europe30. The Finnish company is able to deliver an end-to-end 5G 
portfolio in all parts of the world. Their 5G solutions include the AirScale radio and active antenna products for macro 
networks in all markets, a multi-award-winning small cells portfolio providing dependable outdoor and in-building cover-
age, cloud-native core and transport solutions, all supported by a wide range of support services to help operators realise 
their 5G future.

If Europe fails to support European capacity related to tel-
ecommunication infrastructure building and relies largely on 
external entities, which are additionally under little control, 
we risk a multidimensional strategic dependence of both 
our economy (the maintenance costs of the network would, 
if third-party technology serves as its basis, profit that third 
party for years) and data security along with the continuity 
of infrastructure operation. 

The scenario in which, in case of conflict, 5G network could 
be severely disrupted is possible and technically feasible. 
That is why the consequences of digital dependence can be 
felt for years, at least for the whole wireless generation which 
5G is at the centre of. Whoever sits at the table first, is going 
to be among the major players. Loss of knowledge, capacity, 
resource at the start won’t be easy to offset. The following 
table shows several area related to the influence an exter-
nal actor can wield once this actor is improperly relied on for 
infrastructure building projects.31

30 Nokia, “Nokia confirms 42 commercial 5G deals 
across the globe”, 03 June 2019, https://www.
nokia.com/about-us/news/releases/2019/06/03/
nokia-confirms-42-commercial-5g-deals-across-the-globe/.

31 At various stages (phases) of a project. More details in: Jonathan E. 
Hillman, “Influence and Infrastructure. The Strategic Stakes of Foreign 
Projects”, 2019, CSIS, p. 2.

Europe should enter the 5G contest for numerous reasons. 
Mostly to be in charge of building its digital foundations on 
its own terms, but also to become an equal partner of the 
US and PRC in runaway technological growth in the future. 
Otherwise it risks becoming merely a passive recipient 
of innovations which others create (a latecomer syndrome) 
or running industrial and digital infrastructure which is vul-
nerable to interference by the states that are seen as not 
upholding the rules of digital conduct.

The future business facet of this strategic investment should 
be noted as well. Europe-wide solutions can end up being 
very attractive to those who understand how important it is 
for digital products and solutions to meet the highest stand-
ards. Applying the cardinal principles of privacy by design 
and security by design can serve as the European compet-
itive advantage in technology solution design. In the digital 
realm, 5G Made by EU may well mean quality that firms look 
to invest in. 

Source: Nokia, 2019

Map 3. Commercial 5G agreements.

https://www.nokia.com/about-us/news/releases/2019/06/03/nokia-confirms-42-commercial-5g-deals-across-the-globe/
https://www.nokia.com/about-us/news/releases/2019/06/03/nokia-confirms-42-commercial-5g-deals-across-the-globe/
https://www.nokia.com/about-us/news/releases/2019/06/03/nokia-confirms-42-commercial-5g-deals-across-the-globe/
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STAGE FINANCE DESIGN & CONSTRUCTION OWNERSHIP & OPERATION

STRATEGIC OBJECTIVES Win political concessions Set standards Collect intelligence

Reward supporters Transfer technology Restrict access

Set standards Collect intelligence Adapt to disruptions

Access resources Monopolise skills 
& technologies

Control operations

5G AND THE STATE LEVEL
By and large, the decision how and with whom to build the 
5G network rests on the member states. Still, particular 
countries should, when analysing the situation through the 
lens of their interests,32 opportunities and threats, reach sim-
ilar conclusions outlined above.

A non-negotiable assessment criterion must be the ability 
to ensure security in critical areas of functioning for each 
state entity, tightly related to 5G spread. Here a conclusion 
arises: taking digital infrastructure specificity into account, 
the right level of certainty33 might be reached in two cases. 
First, if we mostly develop our own high-standard solutions; 
second, if proper control mechanisms are in place to make 
vetting external providers’ products and services possible. 
Let us explore this issue, especially in view of the EC’s rec-
ommendation to make decisions on 5G rollout after con-
ducting and completing national and then pan-European 
risk assessment.34 Assessing risks is a widely endorsed and 
practiced approach in the general scope of security actions. 
As a rule, it analyses a few aspects: threats, likelihoods, con-
sequences. Yet, the 5G network development problem is by 
its nature so convoluted that it makes risk determination 
thus defined truly arduous.

For 5G network, to merely assess the threat landscape and 
the current level of technological security (including vulner-
abilities) is difficult enough. To fully understand the whole 
architectural complexity (the underlying parts, often coming 
from external vendors) is tremendously complicated. Few EU 
countries are endowed with sufficient capabilities, knowl-
edge, analytic powers to determine from A to Z how secure 
a 5G solution is.

32 Even considered separately from strategic and long-term EU agenda.

33 Never 100%.

34 European Commission, “Commission Recommendation of 26 
March 2019 on Cybersecurity of 5G networks C(2019) 2335 fi-
nal”, p. 4, p. 5, https://ec.europa.eu/digital-single-market/en/news/
cybersecurity-5g-networks.

In the EU, we are on the eve of a certification framework 
expansion for products and services (pursuant to the recent 
Cybersecurity Act). Measures in this regard should firstly be 
directed at analysing the issues that surround 5G. Still, this 
is just the beginning of the path. Each EU state (or at least 
evenly spaced regional centres) should have the poten-
tial35 to evaluate rigorously the security-critical systems and 
solutions being implemented. Such assessments require 
resources and investments which stakeholders should be 
prepared for. At present, not every member state – in fact, 
few of them – can afford it. How to realistically assess tech-
nical security of products and services then, especially when 
security evaluation for particular 5G solutions today doesn’t 
mean much tomorrow? The key role in 5G networks is played 
by software. Therefore, even if a valid security level assess-
ment is carried out, there is no guarantee the system stays 
the same after changes and upgrades over the rest of its life-
cycle. This circumstance makes it necessary to care about 
process safety. Here we’ve come full circle. 

Testing solutions is to be a constant process, which neces-
sitates amassing even more comprehensive resources, capa-
bilities, and degrees of technical acumen. Until we can thor-
oughly check the cybersecurity of 5G products and services, 
however, the risk remains too high.

States such as the UK, highly advanced and with greater abil-
ity to control third-party components yet are still beset by 
uncertainties, offer a clear illustration of the difficulty level 
in security matters. In 2010, an agreement between Her 
Majesty’s government and Huawei was signed to let British 
intelligence services perform advanced infrastructure, equip-
ment, and software testing as part of the so-called Huawei 
Cyber Security Evaluation Centre (HCSEC). From its last 
report from 2019 we learn that HCSEC is only able to ensure 
with limited certainty that using the Chinese giant’s devices 
poses no risk in the long term. The report presents low cyber-
security of these solutions as the reason.

35 In terms of funding as well.

Figure 1. Avenues of influence in three stages of an infrastructure project (incl. digital). Source: Hillman, 2019.

https://ec.europa.eu/digital-single-market/en/news/cybersecurity-5g-networks
https://ec.europa.eu/digital-single-market/en/news/cybersecurity-5g-networks
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The British situation has another interesting side to it, one 
related to the chance to eliminate 5G network security risks. 
A few weeks ago the media was ablaze with the news the 
British PM was planning to ban Huawei solutions from 5G 
network “core”.36 Her action was an attempt to keep British 
cooperation with the Chinese corporation alive and to make 
sure the basic elements of security are under control at the 
same time. The caveat is that what the 5G infrastructure core 
precisely is and how to control its links to the rest of the sys-
tem has to be pinpointed. Which is no easy task. A mission 
impossible, some experts say, due to a network architecture 
different from that of 4G, with core difficult to separate from 
radio access network (RAN). NATO CCDCOE report states 
that “5G technology reduces the separation between edge 
and core communication networks, meaning that it is no 
longer possible to limit vendor impact to the edge: a potential 
threat anywhere in the network will be a threat to the whole 
network.”37 Do countries of Europe have an answer to that?

Technical security is not all38 – in the 5G context, the threats 
are multidimensional. Both the Prague Proposals39 and the 
EC recommendations point to potential political, economic, 
and social risks as factors to involve in risk determination. 
Accusations levelled at Chinese entities by the US and its allies 
say that China has a long and rich history of cyberspace-re-
lated industrial espionage activities to the detriment of vari-
ous economic entities.40 In addition, Chinese law supports 
the cooperation between intelligence service and business. 

36 Dan Sabbagh, “May to ban Huawei from providing ‘core’ 
parts of UK 5G network”, 24 April 2019, The Guardian, 
https://www.theguardian.com/technology/2019/apr/24/
may-to-ban-huawei-from-supplying-core-parts-of-uk-5g-network.

37 Kadri Kaska, Henrik Beckvard, and Tomáš Minárik, “Huawei, 5G, and 
China as a Security Threat”, Tallinn 2019, p. 6, https://ccdcoe.org/up-
loads/2019/03/CCDCOE-Huawei-2019-03-28-FINAL.pdf.

38 Although it is extremely important; as the UK’s NCSC has stressed, 
the source of most important objections against Huawei’s technical offer 
is its low cybersecurity level.

39 Prague 5G Security Conference, “The Prague Proposals. The 
Chairman Statement on cyber security of communication networks in 
a globally digitalized world”, 3 May 2019, https://www.nukib.cz/down-
load/5G%20site/Prague-Proposals-5G-Sec-190503.pdf.

40 E.g. Steinberg, J. (2015). “10 issues with the China–US Cybersecurity 
Agreement”, https://www.inc.com/joseph-steinberg/why-the-chi-
na-us-cybersecurity-agreement-will-fail.html (13.01.2018); Feakin, T. 
(2013). “Enter the Cyber Dragon. Understanding Chinese intelligence 
agencies’ cyber capabilities”. Australian Strategic Policy Institute, 50, 
1–12; Google. (2010). “A new approach to China”, https://googleblog.
blogspot.com/2010/01/new-approach-to-china.html (02.11.2017); 
Lewis, J. A. (2013). “Cyber espionage and the theft of U.S. intellectu-
al property and technology, statement before the House Energy and 
Commerce Committee, Subcommittee on Oversight and Investigations”, 
https://csis-prod.s3.amazonaws.com/s3fs-public/legacy_files/files/at-
tachments/ts130709_lewis.pdf (08.01.2018); Office of the National 
Counterintelligence Executive. (2011). “Foreign spies stealing US eco-
nomic secrets in cyberspace. Report to Congress on Foreign Economic 
Collection and Industrial Espionage. 2009–2011”, http://www.ncix.gov/
publications/reports/fecie_all/Foreign_Economic_Collection_2011.pdf 
(01.01.2018).

Huawei rejects the allegations, as it claims it does not work 
with intelligence services and does not divulge information 
on its customers. At the end of the day, all the above cir-
cumstances, coupled with capabilities offered by 5G41, need 
to be taken into consideration, since they notably increase 
the risk level in infrastructure deployment from the states’ 
point of view42.

FOR A BROADER CONSIDERATION: A PROPOSAL 
FOR TRUSTWORTHINESS CRITERIA

• Objective: company trustworthiness assessment 
by an independent institution, meaning that the 
selected company won’t use its privileged position 
to induce malicious actions. 

• Methodology: evaluating the company as a whole 
(holistic view) and its geopolitical environment, 
not only key parts.

Trustworthiness indicators:

• The company has a clear and transparent 
ownership structure & publishes its annual 
accounts which are audited, and this reporting 
follows international standards.

• The company has a track record of compliance 
culture and has a code of ethics.

• If there had been cases of past misconduct 
(industrial espionage, unfair competition…) 
trustworthiness means the company has made 
impeccable efforts and proven actions of 
investigating, reporting, and remediating the 
problem and reaffirms its commitment to comply 
with the law.

• The higher the concentration of a company’s R&D 
resources and manufacturing in a single country, 
the higher the chances of its influence on that 
country’s government and market.

• The company would be more likely to be subject 
to state influence if it over-relies on state subsidies 
and financing.

• Does the country of residence have data-
disclosure laws? Which data is that? Is it sensitive 
information? It is also important to assess 
the state’s reputation concerning corruption 
and respect for the international and national 
rule-of-law principles.

41 High-speed transfers and huge amounts of data.

42 Via new types of threats and the increasing likelihood of facing them.

https://www.theguardian.com/technology/2019/apr/24/may-to-ban-huawei-from-supplying-core-parts-of-uk-5g-network
https://www.theguardian.com/technology/2019/apr/24/may-to-ban-huawei-from-supplying-core-parts-of-uk-5g-network
https://ccdcoe.org/uploads/2019/03/CCDCOE-Huawei-2019-03-28-FINAL.pdf
https://ccdcoe.org/uploads/2019/03/CCDCOE-Huawei-2019-03-28-FINAL.pdf
https://www.nukib.cz/download/5G%20site/Prague-Proposals-5G-Sec-190503.pdf
https://www.nukib.cz/download/5G%20site/Prague-Proposals-5G-Sec-190503.pdf
https://www.inc.com/joseph-steinberg/why-the-china-us-cybersecurity-agreement-will-fail.html
https://www.inc.com/joseph-steinberg/why-the-china-us-cybersecurity-agreement-will-fail.html
https://googleblog.blogspot.com/2010/01/new-approach-to-china.html
https://googleblog.blogspot.com/2010/01/new-approach-to-china.html
https://csis-prod.s3.amazonaws.com/s3fs-public/legacy_files/files/attachments/ts130709_lewis.pdf
https://csis-prod.s3.amazonaws.com/s3fs-public/legacy_files/files/attachments/ts130709_lewis.pdf
http://www.ncix.gov/publications/reports/fecie_all/Foreign_Economic_Collection_2011.pdf
http://www.ncix.gov/publications/reports/fecie_all/Foreign_Economic_Collection_2011.pdf
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As has been said, an element commonly used in risk evalua-
tion is the analysis of consequences. The results of potential 
threats related to 5G network can be staggering. 5G influ-
ence on all aspects of state functioning cannot be overstated: 
what is at stake is the backbone of economy and its growth, 
the web of relations to cover manifold elements of the phys-
ical world surrounding us as well, the cornerstone of security 
and everyday societal flurry of activity. Telemedicine, 
autonomous transportation, automatised manufacture, the 
ever-present Internet of Things, all that is going to depend 
on the new-generation digital infrastructure. Building 5G 
networks, we are constructing the nervous system of mod-
ern states and economies. In addition, we are unable to fully 
assess what new use cases building these networks brings 
or what the whole 5G ecosystem is going to look like. Its 
potential for new innovative solutions and uses is actually 
difficult to determine. One thing is for sure, the security of 
essential dimensions of state and economy will be dependent 
on 5G network security.

Thus, the risks that need to be faced when building 5G are 
vast enough to make their very evaluation a challenge. What 
strategy should EU states pursue? It would be ideal to have 
domestic, innovative potential at one’s disposal in order 
to develop the network of such importance mostly on the 
basis of European capacities, cooperating with trusted 
suppliers from like-minded countries – transatlantic alli-
ance partners and allies. The components from abroad, 
including those in the future and no matter if Chinese 
or not, should be analysed and controlled with much care. 
In addition, the European offer should simply be competi-
tive in business terms.

This is the state of affairs to be achieved in the long term; 
it will markedly increase the security level. In addition, high 
European standards which are behind the digital infrastruc-
ture43 can bring increased security to our continent and must 
become our competitive advantage on the global market.

In the short term, decisions should be informed by the 
answer to the question each country needs to ask: Do we 
have the capacities, resources, abilities that allow us to 
assess, verify, and control the details of systems we are buy-
ing and using? Do we take whole component lifecycle costs 
into account in our 5G rollout plans? Are we aware the costs 
of security breaches can be many times higher than potential 
savings at the initial stage of this rollout? Do we take into 
account the impact of the decision concerning the choice of 
the technology supplier on the development of the domestic 
telecommunications technology market, including in particu-
lar the added value for the European economy?

43 Overall, related to the privacy-by-design and security-by-design ap-
proach or way of thinking.

MILITARY USES AND 
EUROPE’S GEOPOLITICAL 
CHOICE
It is obvious that digital and “smart” technologies are 
increasingly being used in military campaigns and oper-
ations. This trend is only going to continue to grow. 
In addition, we are witnessing the widening use of civilian 
resources for military needs. Efficiency-wise, the creation 
and maintenance of a parallel digital defence infrastruc-
ture does not seem realistic. Because of critical implica-
tions the 5G network will have for civilian and defence 
matters, decisions regarding its emergence need to stem 
from expertise and involve both approaches (military and 
civilian).44 In the future, 5G is going to have crucial military 
uses, be the backbone (even more than is the case today 
with current networks) of strategic communication, situa-
tional battlefield awareness, autonomous equipment (UUVs, 
airplanes, ships, UUVs), modern armed forces infrastruc-
ture such as smart bases and outposts or soldiers’ equip-
ment. 5G will make much more advanced machine-to-ma-
chine communication possible with no need for satellites 
or airplanes as relays. “Because of such capabilities, 5G will 
become a keystone of future military technology.”45 In this 
respect 5G technology and network will be an important 
condition for successful hard power projection.

Those science-fiction battlefield scenarios may well become 
reality thanks to 5G, IoT, and AI, which, RealClearDefence 
experts claim, PRC and Huawei “have a deep, detailed, and 
long time awareness of”.46 It should also be borne in mind 
that what will be possible is the weaponisation of smart 
or autonomous civilian devices being online in the 5G net-
work, and their subsequent offensive use with real-life con-
sequences – “once China controls the IoT in America, it will 
be able ‘to weaponize cities’.”47

In this spirit republican senators and members of Senate 
Select Committee on Intelligence, Tom Cotton i John Cornyn, 
in their Washington Post article radically characterised 
Huawei as a Trojan horse able to “give China effective con-
trol of the digital commanding heights”. As they put it, since 
such networks “will soon facilitate everything from industrial 

44 Kadri Kaska, Henrik Beckvard, and Tomáš Minárik, “Huawei, 5G, and 
China as a Security Threat”, Tallinn 2019, p. 5, https://ccdcoe.org/up-
loads/2019/03/CCDCOE-Huawei-2019-03-28-FINAL.pdf.

45 Chet Nagle, “5G and Battlespace Dominance”, 23 March 2019, 
https://www.realcleardefense.com/articles/2019/03/23/5g_and_bat-
tlespace_dominance_114276.html.

46 Ibid.

47 Ibid., with Robert Spalding’s words.

https://ccdcoe.org/uploads/2019/03/CCDCOE-Huawei-2019-03-28-FINAL.pdf
https://ccdcoe.org/uploads/2019/03/CCDCOE-Huawei-2019-03-28-FINAL.pdf
https://www.realcleardefense.com/articles/2019/03/23/5g_and_battlespace_dominance_114276.html
https://www.realcleardefense.com/articles/2019/03/23/5g_and_battlespace_dominance_114276.html
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manufacturing to NATO military communications.”48 That 
is why they believe that for the good of Europe and the 
transatlantic alliance, “our allies must keep Huawei as far 
from their 5G networks as possible. Adopting Chinese 
5G technology will force the United States to reevaluate 
long-standing intelligence and military partnerships to pro-
tect our security interests.”49

Due to the military using civilian infrastructure, including 
resources and assets – from railways to harbours, airports, and 
networks – in efficient transport of troops and equipment, civil 
preparedness has come to be seen as a significant element in 
allied resilience and a vital factor in NATO’s joint defence as 
well as its capacity building. According to Art. 3 of the North 
Atlantic Treaty all Allies work steadily to build up their indi-
vidual and group ability to counteract military attacks. Civil 
preparedness means that basic government functioning can 
carry on in emergencies or disasters whether in time of peace 
or during a crisis. It also means that apart from the military, 
the civilian sector has to be prepared to help NATO military 
operations in allied countries.50 In large-scale operations the 
commercial sector is now responsible for approximately 90% 
of transport and 40% of military satellite communications, 
while 75% of the whole “host country” support depends on 
local infrastructure and services51. These resources are vul-
nerable to external attacks and internal disruptions, including 
modern-day digital security threats.

During the 2016 NATO Warsaw summit, the leaders of mem-
bers states pledged to keep enhancing NATO resilience and 
agreed the fundamental requirements for resilience in seven 
strategic sectors: continuity of government services; energy 
supplies; movement of people; food and water resources; 
ability to deal with mass casualties; telecommunications and 
cyber networks; transportation systems.52 It follows that 
civilian infrastructure resilience ought to be ensured at all 
times, which should also be taken into account when choos-
ing the model and the vendors of 5G building for any infra-
structure element. In wartime, it may serve to protect allied 
forces in NATO member states’ territories.

48 Tom Cotton and John Cornyn, “Keep the Chinese government away 
from 5G technology”, 1 April 2019, https://www.washingtonpost.
com/opinions/keep-the-chinese-government-away-from-5g-technol-
ogy/2019/04/01/ba7a30ac-54b3-11e9-9136-f8e636f1f6df_story.
html.; Sue Halpern, „The Terrifying Potential of the 5G Network”, 26 April 
2019, https://www.newyorker.com/news/annals-of-communications/
the-terrifying-potential-of-the-5g-network. 

49 Tom Cotton and John Cornyn, “Keep the Chinese government away 
from 5G technology”, 1 April 2019, https://www.washingtonpost.com/
opinions/keep-the-chinese-government-away-from-5g-technolo-
gy/2019/04/01/ba7a30ac-54b3-11e9-9136-f8e636f1f6df_story.html.

50 NATO, “Civil preparedness”, 7 June 2018, https://www.nato.int/cps/
en/natohq/topics_49158.htm.

51 Ibid. 

52 Ibid.

What is more, both Poland and other countries have lists53 
of companies with particular economic and military impor-
tance; all of them need to be taken care of to make sure their 
operation in the time of 5G remains smooth.

All these aspects draw attention to an idea which was 
given serious analysis in the USA – it envisaged building the 
American 5G network from the ground up. It followed not 
only the security-by-design model but also the cyber-defenc-
es-into-its-design approach. In those plans, the scope of the 
project required the government to pay for the investment 
and rent the bandwidth to telecommunication companies. 
Later the project was to let main telecoms – Verizon, AT&T, 
Sprint, and T-Mobile – together set up a separate company 
to build the network, jointly use it, and sell the bandwidth to 
retail customers. Hence, it would be a national but not state-
owned network. At its core, this idea was meant to genuinely 
secure the 5G network against economic and national security 
threats. Currently, the nation-wide US 5G development model 
is still being pondered. The concept just described, authored 
by Robert Spalding, would write security into the 5G DNA and 
its general lines are similar among others to the idea EXATEL, 
a Polish telecommunication business, is promoting at present.

The 5G rollout idea touted by EXATEL – the largest state-owned 
telecom operator – is to build common Polish 5G infrastructure. 
The #Polskie5G project would be taken on by a special-purpose 
vehicle, a public-private entity (all commercial wireless opera-
tors in the country would be invited to the #Polskie 5G consor-
tium). According to assumptions the project implementation 
would rely on the 700 MHz frequency as the one fulfilling 
the main criterion – a real coverage of 100% territory.

Such a model brings numerous benefits. The advantages of 
increased network security and better coverage (blank-spot 
elimination) are accompanied by reduced rollout and mainte-
nance costs, lowered electromagnetic radiation (PEM), and the 
emergence of country-wide Wireless Special Communications 
System for the uniformed services, rescuers, and critical infra-
structure. The model would follow the principles of economy and 
be commercially viable. Actually to such an extent that it would 
bring in profits for all shareholders and make network expansion, 
its modernisation, or complete technological overhaul possible.

CALL FOR ACTION

Commissioner Mariya Gabriel has recently said: “The techno-
logical revolution will not wait for us and global competition 
for achieving digital leadership is fierce”.54 That much is true. 

53 ”Rozporządzenie Rady Ministrów z dnia 3 listopada 2015 r. w sprawie 
wykazu przedsiębiorców o szczególnym znaczeniu gospodarczo-obron-
nym” [legal document], Dz.U.2015.1871, 2015.11.13, http://prawo.sejm.
gov.pl/isap.nsf/DocDetails.xsp?id=WDU20150001871.

54 Nic Fildes, “5G: Can Europe match the US and China on mobile 
networks?”, Financial Times, 27 January 2019, https://www.ft.com/
content/650d3bf8-1e32-11e9-b2f7-97e4dbd3580d.

https://www.washingtonpost.com/opinions/keep-the-chinese-government-away-from-5g-technology/2019/04/01/ba7a30ac-54b3-11e9-9136-f8e636f1f6df_story.html
https://www.washingtonpost.com/opinions/keep-the-chinese-government-away-from-5g-technology/2019/04/01/ba7a30ac-54b3-11e9-9136-f8e636f1f6df_story.html
https://www.washingtonpost.com/opinions/keep-the-chinese-government-away-from-5g-technology/2019/04/01/ba7a30ac-54b3-11e9-9136-f8e636f1f6df_story.html
https://www.washingtonpost.com/opinions/keep-the-chinese-government-away-from-5g-technology/2019/04/01/ba7a30ac-54b3-11e9-9136-f8e636f1f6df_story.html
https://www.newyorker.com/news/annals-of-communications/the-terrifying-potential-of-the-5g-network
https://www.newyorker.com/news/annals-of-communications/the-terrifying-potential-of-the-5g-network
https://www.washingtonpost.com/opinions/keep-the-chinese-government-away-from-5g-technology/2019/04/01/ba7a30ac-54b3-11e9-9136-f8e636f1f6df_story.html
https://www.washingtonpost.com/opinions/keep-the-chinese-government-away-from-5g-technology/2019/04/01/ba7a30ac-54b3-11e9-9136-f8e636f1f6df_story.html
https://www.washingtonpost.com/opinions/keep-the-chinese-government-away-from-5g-technology/2019/04/01/ba7a30ac-54b3-11e9-9136-f8e636f1f6df_story.html
https://www.nato.int/cps/en/natohq/topics_49158.htm
https://www.nato.int/cps/en/natohq/topics_49158.htm
http://prawo.sejm.gov.pl/isap.nsf/DocDetails.xsp?id=WDU20150001871
http://prawo.sejm.gov.pl/isap.nsf/DocDetails.xsp?id=WDU20150001871
https://www.ft.com/content/650d3bf8-1e32-11e9-b2f7-97e4dbd3580d
https://www.ft.com/content/650d3bf8-1e32-11e9-b2f7-97e4dbd3580d
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Nor will security wait. And here losing the race can prove to 
be very painful. Therefore, for the good of the EU and all its 
member states, we need to roll up our sleeves and build the 
digital strategic autonomy starting at its foundation, the 5G 
network, but not forgetting other technological objective, for 
instance coming up the symbolic European Chip. Let us con-
solidate our actions, remove the barriers, and hit the ground 
running; enough time has been lost. Politically and financially, 
a new EU power structure is beginning to form, which may 
be an opportune time for decisions and regulations on inno-
vative and globally competitive technologies.

The European potential has to be reinforced in coopera-
tion with like-minded countries as well, so that we respond 
jointly to the worldwide challenge in the technology race. No 
in-depth audit of the various European, American, and allied 
capacities related to 5G implementation in terms of using 
domestic components exists in public discourse, most likely 
no such audit has been done. But the examples above – pilot 
city-wide or industrial projects using European, American, 
Japanese, or South Korean technology – show a sufficient 
potential and market size in like-minded countries to make 
independence feasible; the deepening technological depend-
ence on foreign vendors is not inevitable. But such growing 
dependence on external suppliers would steer Europe fur-
ther and further away from its aim of digital sovereignty.

The United States should care whether Europe stays in the 
“transatlantic” digital territory as possible decoupling looms 
large and should realise that, strategically, supporting 
European digital sovereignty idea is important for the global 
US position and for building liberal democracy around the 
world. European technology resources can give a lot of 
added value for transatlantic digital assets – for soft and hard 
power now and in the time to come. In other words, US deci-
sion-makers should think about their tangible support for 
this idea. “Technological Marshall plan”55 could for example 
involve financial help for states whose digital infrastructure 
is saturated with Chinese-made components, in order to 
change their present situation. Central and Eastern Europe is 
definitely among such states. A digital notable infrastructure 
project worth supporting is Digital 3 Seas Highway.56

55 The idea of Technological Marshall Plan was presented by Polish 
Minister of Digital Affairs Marek Zagórski during the CYBERSEC confer-
ence on 19 March 2019, cf. “Message from Minister Marek Zagórski” in: 
CYBERSEC, “The Transatlantic Quest for Cyber Trust. Key Takeaways”, 
p. 3, https://cybersecforum.eu/media/keytakeaways19_DC.pdf.

56 The 3 Seas Digital Highway (3SDH) is a concept developed by the 
Kosciuszko Institute. The project is now on the list of priority intercon-
nection projects announced at the Three Seas Summit in Bucharest in 
September 2018. The project was submitted by the Polish Ministry of Digital 
Affairs and the Chancellery of the President of the Republic of Poland and 
supported by the Polish Ministry of Entrepreneurship and Technology, The 
3SDH could bridge the gaps in the communication infrastructure including 
fibre optics (both backbone and access layers) and 5G technology infrastruc-
ture. This cross-border digital infrastructures could be deployed along an al-
ready planned 3S transport route, for instance Via Carpatia, more: Instytut 
Kościuszki, “The Digital 3 Seas Initiative. Mapping the challenges to over-
come”, 2018, https://ik.org.pl/publikacje/digital3seas-roadmap/.

Besides efforts to strengthen the transatlantic cooperation 
in its business, political, technological, and defence spheres, 
what is paramount for 5G technology development in the EU 
will be the stimulation of European resources and “organic” 
as well as effective progress of European digital sovereignty. 
This should be reflected not only in strategic EU documents 
but also in practice, among others in the form of EU regula-
tions. Here, a real test is going to be programming, allocation, 
and disbursement of Union funds for innovation and compet-
itiveness policies. EU funding ought to support actual build-
ing of digital resource pool much more than in the previous 
financial perspectives, including help for European companies 
in developing their innovative technological solutions through-
out the 5G ecosystem, that is both for 5G rollout and for the 
application layer and end-user products or services. In light of 
Donald Trump’s Osaka statement regarding Huawei, it needs 
to be highlighted: EU states should keep strengthening their 
position in the global digital value chain, and one of the rea-
sons is they need to be less vulnerable or sensitive to gusts of 
political winds that keep blowing over the Pacific as a result 
of a trade conflict and the growing political tension between 
two behemoths of the world economy. To answer the ques-
tion quo vadis, Europe, it is necessary to sail steadily in pursuit 
of innovative and sustainable technological progress.

Do you know that…

The global 5G rollout, aimed to replace the exist-
ing 4G mobile network, is going to make service 
providers to lay out as much as USD 325 billion 
until 2025. 

In exchange…

– 5G data is transferred at 10 gigabytes/s, 
100 times faster than in 4G,

– the latency is less than 0.001 s.

These strengths will help various sensors in air, 
sea, subsurface, and ground vehicles to reach 
autonomy57. 5G will also revolutionize sectors 
such as: medical, energy, logistics or agricultural.

57 “The global rollout of 5G, the replacement for the existing 4G mo-
bile communications network, will cost service providers the enormous 
sum of $325 billion by 2025. But at the same time 5G data is transmit-
ted at10 gigabytes per second, and latency is less than a millisecond, 
a hundred times faster than 4G. These attributes will connect multiple 
sensors and allow unmanned air, sea, subsurface and ground vehicles 
to become effectively autonomous.” (Chet Nagle, “5G and Battlespace 
Dominance”, 23 March 2019, https://www.realcleardefense.com/arti-
cles/2019/03/23/5g_and_battlespace_dominance_114276.html.) 

https://cybersecforum.eu/media/keytakeaways19_DC.pdf
https://ik.org.pl/publikacje/digital3seas-roadmap/
https://www.realcleardefense.com/articles/2019/03/23/5g_and_battlespace_dominance_114276.html
https://www.realcleardefense.com/articles/2019/03/23/5g_and_battlespace_dominance_114276.html
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5G NETWORK IN THE THREE SEAS REGION
FROM BUCHAREST TO LJUBLJANA AND BEYOND

Geopolitically, the importance of Central and Eastern Europe is becoming increasingly apparent, while the events we 
have seen in the recent months, related to the growing role leading-edge technologies have in global political and 
economic power play, unequivocally point to how timely the Kosciuszko Institute’s Digital Three Seas Initiative is58. 
Putting tech ambitions into practice is sure to define countries’ and regions’ geopolitical standing, which will be 
tantamount to reshaping the international relations in the years to come. The Three Seas region has considerable 
potential to not just stay in the race but actually become a hub where innovative, state-of-the-art projects, from 5G 
to AI, smart city solutions or autonomous transport, generate impressive growth.

Among the key projects submitted as part of the Digital Three Seas Initiative is the 3 Seas Digital Highway, whose goal 
remains to help develop secure digital infrastructure along the north-south axis, composed of fibre optics and 5G net-
works along with complementary technologies serving the region’s digital growth. The project can substantially contrib-
ute to economic growth, increased competitiveness and to the necessary security level, even as it supports convergence, 
innovation, and integration processes in the Three Seas region. The cross-border digital infrastructure could be deployed 
along the regional transport routes already planned, with Via Carpatia being a particularly promising road in this respect.

Three Seas Initiative Summit – Bucharest – 17–18 September 2018

The placement on the project priority list59 during the Bucharest Summit was a milestone for Digital 3 Seas Highway 
rollout. The project was proposed by the Kosciuszko Institute and submitted by the Polish Ministry of Digital Affairs and 
the Chancellery of the President of the Republic of Poland with support from Poland’s Ministry of Entrepreneurship and 
Technology. The document which described the project highlighted its significance for the whole region and paid special 
attention to cybersecurity issues such as data confidentiality or infrastructure reliability and resilience to cyberattacks.

Three Seas Initiative Summit – Ljubljana – 5–6 June 2019

The 3SI Summit in the Slovenian capital gave rise to weighty political declarations on strengthening the digital compo-
nent of regional cooperation. At the accompanying Business Forum, Estonian President Kersti Kaljulaid said it was her 
dream to see digital highways built in the region. Even though declarations issued to support the Digital Highway haven’t 
been followed by unambiguous decisions and decisive actions aimed to construct it, Madam President’s words unequiv-
ocally show political will to make this infrastructure project come true.

After the Ljubljana Summit a report was published to present to what degree the projects which had made the 2018 
priority list have been implemented. It covers 48 projects from the three focus areas: energy, transport, and ICT. The 
data below proves that despite being a large part of programmes overall, the digital projects are far behind transport 
and energy projects in terms of their completion. None of digital projects have been rolled out, and only in the case of 
four has effective action been taken.

58 The Digital Three Seas Initiative is presented here: https://ik.org.pl/en/projects/thedigital3seasinitiative/
59 The Three Seas Initiative – Priority Interconnection Projects, http://three-seas.eu/wp-content/uploads/2018/09/LIST-OF-PRIORITY-
INTERCONNECTION-PROJECTS-2018.pdf (pp. 43–47).

https://ik.org.pl/en/projects/thedigital3seasinitiative/ 
http://three-seas.eu/wp-content/uploads/2018/09/LIST-OF-PRIORITY-INTERCONNECTION-PROJECTS-2018.pdf
http://three-seas.eu/wp-content/uploads/2018/09/LIST-OF-PRIORITY-INTERCONNECTION-PROJECTS-2018.pdf
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Source: Priority Interconnection Projects, 2019 Status Report (https://www.three.si/progress-report).

What’s ahead?

The struggle for global supremacy is now being fought in cyberspace as well and driven by ultra-modern, disrup-
tive technologies. Global digital value chain in ICT is going to have its future determined by the outcome of this 
struggle, with the Three Seas region remaining vital for the US or China activities, among others (e.g. through active 
US policy on blocking partnerships with Chinese companies or via the Chinese Belt and Road Initiative). Geopolitical 
and geoeconomic consequences of boosting the 3SI digital pillar are bound to be felt far away from CEE borders, as 
the interest and support expressed for the Initiative by such countries as the USA or Germany attest. Hence, tangi-
ble measures adopted to carry out the projects which feature in the 3SI digital pillar seem indispensable to let the 
region maintain its competitiveness and retain its strategic autonomy which will empower this part of Europe 
to make its voice heard in the worldwide debate about the fundamental aspect of economic growth at present, 
namely technological progress.
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The Kosciuszko Institute is a non-profit, independent, non-governmental research and development institute (think 
tank), founded in 2000.
The Kosciuszko Institute’s aim is to influence the socio-economic development and the security of Poland as a new 
member of the EU and a partner in the Euro-Atlantic alliance. Studies conducted by the Institutes have been the 
foundation for both important legislative reforms as well as a content-related support for those responsible for 
making strategic decisions.
The Kosciuszko Institute organizes the European Cybersecurity Forum – CYBERSEC – the first conference of its 
kind in Poland and one of just a few regular public policy conferences devoted to the strategic issues of cyberspace 
and cybersecurity in Europe, and also publishes the European Cybersecurity Journal – a new specialised quarterly 
publication devoted to cybersecurity. 
More on the European Cybersecurity Forum: http://cybersecforum.eu/
More on the European Cybersecurity Journal: https://cybersecforum.eu/en/about-ecj/.
Office: Wilhelma Feldmana 4/9-10, 31-130 Kraków, Polska, tel.: +48 12 632 97 24, 
www.ik.org.pl, e-mail: instytut@ik.org.pl
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