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EXECUTIVE SUMMARY
Biological DNA defines the very core aspects of liv-
ing organisms and in that sense gives the world its 
unique characteristics. As we are currently creat-
ing the new digital world, we can refer to these 
basics in trying to shape its core, to make it secure, 
resilient, and prosperous now and in the future. 
Digitalisation is an indispensable process pen-
etrating every aspect of our reality, from daily 
life to economy, states, and societies. Therefore, 
embedding security into that process as well 
as into more particular solutions is a key, both 
in terms of our societal functioning and prosperity. 
If we are thinking about implementing new digi-
tal technologies, deploying digital infrastructure, 
or creating cyber products and services as well as 
crafting decisions, regulations, and standards – the 
DNA refers to how we should design them by hav-
ing cybersecurity in mind in the whole life cycle. 
Cybersecurity should be embedded in our personal 
and societal digital DNA “by design and by default”.

In the face of future development of technologies 
such as artificial intelligence, quantum computing, 
the Internet of Things, or blockchain – together with 
their intersections – this DNA-oriented approach 
can serve to identify future risks and address them 
up front to keep the digital realm “healthy”. Rapid 
digital transformation will lead to more critical chal-
lenges of the future. To secure the world’s digital 
DNA we need to innovate against new emerg-
ing threats. But most importantly, we need to act 
in concert, taking the multi-stakeholder approach. 
Securing the world’s digital DNA is a responsibility 
of all stakeholders. It requires sharing information, 
enhancing cooperation between and across public, 
private, academia, and civil society sectors as well 
as creating platforms for inclusive collaboration. 
Work among like-minded governments is crucial 
to foster the incorporation of secure digital DNA 
into the state’s apparatus and the decision-mak-
ing process at the international level. It is needed 
to preserve free, open, and peaceful cyberspace 
in the years to come and keep the pace of eco-
nomic growth and prosperity around the world.

The Three Seas Region – home to one of the fast-
est developing digital ecosystems in Europe – is 
demonstrating strong potential for growth in the 
age of data-driven economy. It is also a great place 
to accelerate the process of strengthening cyber-
security in the world’s digital DNA. Many cyber-
security problems and challenges can and shall be 
addressed from the region’s own perspective and 
by its own agency, while its actions stay spirited and 
complementary to the wider European integration 
within the EU and the transatlantic community.

Digital transformation, with its embedded cyber-
security component, can build the region’s com-
parative advantages and contribute to acceler-
ated economic growth in the times of ever deeper 
physical and digital convergence. However, we 
can also expect cyberattacks to grow in scale and 
sophistication alongside this process, which in the 
medium term will cause an increase in cyberattack 
losses and possibly make the economies all over 
the world, including the Three Seas region, sustain 
massive economic losses. The threats are to do 
with sectors that are pivotal for further growth 
and interlinking of Three Seas in terms of trans-
port, energy, and digital dimension.

What is more, at the end of the 2010s, we had 
reached a moment when Central and Eastern 
Europe began to feel the geopolitical wind 
of change in a particular way. Its sources are the 
worrying, strategic, and multidimensional rivalry 
between the United States and the People’s 
Republic of China, aggressive actions taken by 
Russia in the region, and the continent-wide 
dynamic of the EU polity disintegration process, 
potently symbolised by Brexit. Evidently, this list 
of symptoms and signals – portents of upcoming 
change – is simplified. The present situation brings 
to mind the 1960 speech by British PM Harold 
Macmillan, though (even if it was delivered in a dif-
ferent historical and geographical context), with 
the phrase “The wind of change is blowing through 
this continent.”
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Currently occurring changes put the Three Seas 
region in a peculiar position, where this gale is sure 
to be felt even more strongly than it is now. That 
is why at present what is especially important is 
activating the potential of secure digital transfor-
mation in Three Seas economies to strengthen the 
whole continent politically and economically as 
well as to further develop partnership in strategic 
transatlantic relations.

The technology race we as Central and Eastern 
Europe need to not only enter but also have ade-
quate resources to compete in as equals has 
started for good. The exponential growth of digi-
tal technologies is widening the playing field and 
greatly complicating the assessment of states’ 
potentials and strengths. Strategic goals of EU 
policies that strive for building the Union’s digi-
tal sovereignty and, in some respects, global value 
chain decoupling in the advanced digital technol-
ogy sector along with expected PRC’s diminished 
investment attractiveness (provided that in the 
long term decoupling fails to lead to deep nega-
tive economic turmoil worldwide) can be viewed 
as favourable factors. A stronger American bilat-
eral and regional engagement in CEE with respect 
to cybersecurity and digital realm unlocks synergy 
potential within the 3S. The cooperation between 
the 3S region and the US that concentrates 
on technology transfer, sharing experiences and 
achievements of digital transformation, as well as 
the means of addressing cyberthreats, needs to be 
well structured and executed.

We stress that cybersecurity is more than a chal-
lenge. It is also an opportunity for those busi-
nesses and markets which, with their innovative 
nature, are fearless and knowledgeable enough 
to be able to reinvent the rules of the game as 
they disrupt tech ecosystem. In order to pres-
ent the cybersecurity innovation potential of the 
3S region we show ten selected 3S start-ups and 
scale-ups in the first part of the report. These case 
studies come from various market segments, from 
platforms for safe intra-team password sharing, 
through threat detection systems, up to website 

protection software. But they share one trait: 
behind them are teams of CEE innovators poised 
to disrupt the global cybersecurity market.

To analyse the potential of the Three Seas Region 
we conducted PESTLE analysis which we pres-
ent in the second part of the report. Based on the 
cross-sectoral research focused on six main fac-
tors: Political, Economic, Social, Technological, 
Legal and Environmental we concluded as follows. 
On the one hand, the region is particularly exposed 
to hybrid, including digital, threats as well as geopo-
litical shifts and political turbulences, on the other, 
that Three Seas economies and societies hum with 
potential which, as long as the positive develop-
ment tendencies already visible are supported, 
can be used to follow the policy of ongoing secure 
economic growth in the era of a new digital world. 
When deciding to prioritise cybersecurity sector 
development, the region’s countries should con-
sider a range of factors and circumstances summed 
up in the following key recommendations.
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KEY RECOMMENDATIONS
POLITICAL FACTORS

• In the age of the world order being remodelled 
and cybertechnologies growing in significance 
for power projection, CEE countries, owing 
to their geopolitical weight, need to develop 
their defensive and offensive digital tools as 
soon as possible to protect national secu-
rity and pursue strategic economic and polit-
ical interests.

• CEE has to plan systemic actions 
to build hybrid threat resilience – activities 
that address disinformation and information 
warfare among them, as this may trigger politi-
cal tensions, societal polarisation, and lowered 
trust in authorities, resulting in possible dan-
ger to democracy across CEE.

• 3S countries need to rethink strategically their 
orientation towards economic and digital PRC 
expansion, carried out in the shape of Belt and 
Road Initiative and Digital Silk Road. Taking 
manifold country interdependencies and the 
cross-border character of these projects into 
account, a joint stance towards issues as vital 
as, e.g., secure 5G network development model 
is indispensable.

• As regards 5G – notwithstanding bilateral 
cooperation in the region, exemplified by 
agreement between Romanian and Polish gov-
ernments, or multilateral cooperation, such 
as Prague proposals for 5G security guide-
lines that involve 5G component providers 
as well – 3S countries should reinforce their 
engagement in the European Commission 
efforts to prepare a risk management toolbox 
and essential 5G security requirements. Fifth-
generation network is going to be positively 
crucial for further 3S region growth in terms 
of technology, economy, and national security



9

SECURING THE DIGITAL DNA 
THE THREE SEAS REGION 

SOCIAL FACTORS

• Although the availability of highly qualified 
STEM-educated employees, in many of the 
3S countries ensuing from a rich tradition 
in sciences and mathematics, is currently 
an enormous comparative advantage, the 
problem of limited workforce supply pitted 
against growing demand needs to be system-
ically addressed.

• Population ageing-related threats need to be 
mitigated, as the process may negatively influ-
ence the economies’ innovation capacity. 
The region must navigate between the Scylla 
of 3S countries experiencing marked eco-
nomic growth but decreasing social capi-
tal and the Charybdis of more economically 
dependent older people’s cohort growing and 
a group of effective and innovative young cit-
izens dwindling, the process which can inten-
sify the existing structural problems with R&D 
sector underinvestment in 3S.

• The education system needs to be adjusted 
to the new long-term digital challenges and 
market needs. It should reflect the concerns 
about replacing vast masses of employees 
in the course of digital automation, robo-
tisation, and artificial intelligence as well as 
chances offered by the technological pro-
gress which is going to generate brand-new 
jobs and take into account the interdisciplinary 
nature of a digitally augmented world.

• To begin with, it is worthwhile to examine 
how 3S higher education – the crucial seg-
ment in developing the economic and inno-
vative potential and digitalisation processes 
– is addressing the problem of ICT and STEM 
workforce shortage and what the education 
ratios between these professionals and those 
from other fields are. Gender also should be 
perceived as an important element of broad-
ening the IT labour market by educating 
a balanced workforce in this field.

• Cybersecurity sector should feature among 
priority areas in research & development and 
education. The support for academic centres 
that are hotbeds of, in broad terms, cybersecu-
rity sector staff is necessary. Decision-makers 
need to be aware of that and increase science 
funding in this regard as soon as possible, just 
as they need to apply solutions to adjust the 
education offer to challenges linked with the 
need to ensure state, public institution, and 
business cybersecurity.

• The region’s cybersecurity depends also 
on digital skills and the awareness of digital 
threats on users’ and ICT system’s part, hence 
3S countries should develop knowledge and 
competences in this regard all across socie-
ties. What should also be underscored is the 
need for social education concerning digital 
skills and willingness to use digital solutions 
and digital public and commercial services. 
The activities of universities and support by 
authorities in the form of keeping an invest-
ment-conducive climate and ensuring a robust 
digital infrastructure can make the 3S region 
a perfect spot for setting up R&D centres, 
Security Operations Centres (SOCs), or cloud 
service hubs. Many of these investments are 
already taking place, but due to geoeconomic 
changes, that is the decoupling of global ICT 
supply chain, the process may be intensified.

ECONOMIC FACTORS

• Furthering their development goals, the 3S 
countries should lay emphasis on helping their 
ICT sectors, especially the cybersecurity indus-
try, grow. The chances are excellent and arise 
from predictions regarding both the global 
cybersecurity market growth and the GDP of the 
region (amounting to EUR 1.7 trillion in 2017, 
it is going to reach ca EUR 2.3 trillion in 2030).

• As they use EU funding as well as national public 
resources and private investment, 3S countries 
should strategically design their secure digi-
tal transformation. It should take into account 
the rollout of secure telecommunications 
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infrastructure for 5G (and subsequent gen-
erations), data processing and cloud service 
centres, digital innovation hubs, or centres 
of excellence. Infrastructure investments with 
transnational scope alone can be worth up 
to EUR 270 billion until 2030. Overall demand 
for infrastructure investment in the broad 
sense in the Three Seas region is going to be 
as much as ca EUR 1.15 trillion until 2030; for 
investment involving roads, railways, inland 
waterways, ports, airports, power and tel-
ecommunication lines, digitalisation – up 
to around EUR 530 billion.

• Infrastructure project follow-through in the 
Three Seas Initiative is important not only 
in terms of the region’s economic develop-
ment but also its security. Support policy for 
cybersecurity sector growth is consequen-
tial not only due to the need to build national 
capability for securing critical infrastructure 
systems but also due to the anticipated direct 
and indirect economic gains.

• There exists a direct interdependence between 
energy security and cybersecurity of the energy 
sector. For that reason the region’s pol-
icy in both bilateral and multilateral relations 
should be appropriately adapted so that the 
digital dimension, critical and transforming the 
energy sector as it is, might be put to good 
effect. The same applies to transport projects 
(Via Carpathia among them) and digital pro-
jects (e.g. the planned 3 Seas Digital Highway) 
developed as part of the Three Seas Initiative. 
In other words, all infrastructure elements 
planned in 3SI require the implementation 
of advanced ICT and cybersecurity systems 
in their construction and operation. This is 
a golden opportunity for developing the local 
market for these products and services.

• Before the fast-approaching 3SI summit 
in Estonia we should note the need to strongly 
speed up the operationalisation of infrastruc-
tural concepts for the digital programmes 
placed on the Priority Interconnection Projects 
that the 2018 Budapest summit adopted. 
The digital segment is less advanced in com-
parison with the other two groups – transport 
and energy; at the same time, some projects 
should be accorded the flagship status compa-
rable to international initiatives which are part 
of classic transport infrastructure such as the 
international Thessaloniki-Klaipeda route (Via 
Carpathia), the Baltic-Adriatic corridor, or the 
Tallinn-Warsaw expressway (Via Baltica).

TECHNOLOGICAL FACTORS

• 3SI countries’ cooperation should, besides the 
infrastructure dimension, also cover a number 
of soft initiatives that concern cybersecurity 
collaboration along with building and increasing 
digital innovation capacity. Many of them have 
been presented in the Digital 3 Seas Initiative 
prepared by the Kosciuszko Institute in part-
nership with the region’s think tanks in 2018.1

• The 3S region should increase its innovation 
growth dynamics even more as far as tech-
nologies vital for the cybersecurity landscape 
are concerned – AI, 5G, blockchain, quantum 
computing, IoT; at the same time, various eco-
nomic sectors and public institutions in the 
countries should constantly try to deploy the 
technologies in pilot projects.

• The nuclei of technological specialisations 
within 3S countries are visible. They should be 
treated as welcome starting points for shar-
ing experience and best practices in terms 
of region-wide technology regulation and 
application in both bilateral and multilateral 
cooperation. Such joint action is rational and 
effective, given limited workforce, innova-
tion, and R&D resources across 3S, against 
the backdrop of runaway global technology 

1 Digital 3 Seas, [online]: https://digital3seas.eu.  
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development which in the medium term might 
leave these countries way behind the innova-
tion leaders.

• In the new EU multiannual financial frame-
work, the 3S countries should lobby in a con-
certed way to have resources allocated that 
help enhance their innovative potential 
in technology (digital infrastructure, R&D, edu-
cation), amplify their technological specialisa-
tion (research programmes, start-up support, 
digital innovation hubs, centres of excellence, 
cooperation initiatives), and accelerate digi-
tal technology implementation in the indus-
try, SMEs, and public institutions. All stages 
of research, development, and actual technol-
ogy application need to be kept in focus, as 
only the full array of actions can generate eco-
nomic value added in the longer term.

LEGAL FACTORS

• 3S countries should keep increasing their 
cybersecurity level and continue their capac-
ity building by implementing the legal 
framework established by the EU and the 
strategic agenda of EU Digital Single Market 
in a way that is ambitious, considered, and 
aware of high exposure to hybrid and digital 
threats. Especially important here is the imple-
mentation of the Cybersecurity Act that came 
into force on 27th June 2019.

• An example of the right approach to regula-
tory issues is the implementation of NIS direc-
tive by 3S countries, in which they included 
a larger number of economic sectors than stip-
ulated as obligatory in the directive.

• When implementing the EU regulations, but 
also shaping and developing their institu-
tional and legal cybersecurity environments, 
Three Seas countries need to bear in mind, 
on the one hand, a strong correlation between 
cyberthreats and geopolitical position, on the 
other, the need to institute a competitive legal 
environment for product and service provid-
ers in the cybersecurity sector. This applies 

in particular to the cybersecurity certification 
process for products and services that involve 
network and information systems, as these 
solutions are certain to influence how compet-
itive the offer of local cybersecurity-related 
businesses is.

ENVIRONMENTAL FACTORS

• The 3S region, due to its energy production 
and consumption which includes a high share 
of fossil fuels and the expected rapid growth 
of its ICT industry, should actively engage and 
take measures to green its energy sector. In 
the EU, data centres and telecommunications 
networks consumption should increase by 
35% and 150% respectively, primarily due to 
the intensive use of mobile internet services 
and the more efficient and capable mobile 
networks. Moreover, it is estimated that the 
data centre market in the 3S region will grow 
at a compound annual rate of 5% between 
2018 and 2024. Therefore it is easily under-
standable that the potential effect of this sec-
tor’s growth could be environmentally harmful 
if it is powered by energy sources which are 
not clean.

• The clean energy factor will be more and 
more decisive when it comes to investment 
decisions in the region made by ICT sector. 
The issue of industry impact on the environ-
ment found resonance in 3S countries, whose 
governments and companies have taken some 
measures to tackle it. Curbing the ICT sector 
growth needs to be avoided because it would 
be counterproductive, that is why shifting the 
source of energy used to power this industry is 
a step in the right direction.
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CYBER-INNOVATION IN 
THE THREE SEAS REGION
Cybersecurity is more than a challenge. It is also 
an opportunity for those businesses and markets 
which, with their innovative nature, are fearless 
and knowledgeable enough to be able to rein-
vent the rules of the game as they disrupt tech 
ecosystem. Global cybersecurity market is now 
(2019) estimated to be worth between 115 and 
180 billion USD per year. Product and service pro-
viders from the US, Israel, and Great Britain play 
first fiddle here. At the same time, such brands as 
Avast (Czechia), ESET (Slovakia), or Bitdefender 
(Romania) show that, a conjunction of global ambi-
tions of entrepreneurs in the region and high-cal-
ibre technical staff forged at CEE universities, can 
be a foundation for the competitive edge of 3S 
products. Yet cybersecurity market changes that 
have taken place over the last years challenge the 
models which these companies followed – in 2019 
there is just no chance to copy their success sto-
ries. While in IT the end of the 20th and the ini-
tial decade of 21st centuries was a golden era 
of traditional antivirus companies such as Avast, 
ESET, or Bitdefender, with their scalability based 
on a fairly uniform environment of many similar 
workstations, nowadays the cybersecurity sector 
is a much more fragmented. Market offers many 
different categories of solutions, on many lev-
els, and to many recipients – from standard secu-
rity information and event management (SIEM) 
tools, through user identity management ser-
vices, endpoint device security solutions, IoT, the 
Cloud, WWW domains, up to threat intelligence 
platforms. Surveying the Three Seas start-up and 
scale-up landscape, we can point to at least three 
promising niches of regional specialisation:

• security of industrial systems, reliant 
on distributed endpoints – IoT and SCADA;

• security of software code;

• identity verification.

In each niche just listed, the Three Seas region 
enjoys certain resources which are used to build 
a globally unique expertise. For IoT/SCADA-based 
industrial control system networks this advantage 
is an extensive engineer education programme 
that focuses on technical support for industrial 
installations, in part a legacy of pre-1989 eco-
nomic and political system. For code security, the 
asset is a large number of coders that have expe-
rience working for the region’s software houses 
which for two decades have been providing their 
services to customers around the world. And 
in the case of identity verification, the key element 
is the fintech sector available in the region and 
wide open to innovation, whose representatives 
are early adopters of such solutions.

In order to present the cybersecurity innovation 
potential in detail, ten selected 3S start-ups and 
scale-ups are given a chance to shine in this sec-
tion of the report. These case studies come from 
various market segments, from platforms for 
safe intra-team password sharing, through threat 
detection systems, up to website protection soft-
ware. But they share one trait: behind them are 
teams of CEE innovators poised to disrupt the 
global cybersecurity market.
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PASS (THE) WORD SECURELY

81% of hacking-related breach incidents lev-
eraged stolen or weak passwords as a vector 
of attack.2 Taking care of one’s own password is 
no mean feat; what to do when the need to send 
credentials to co-workers from another time zone 
plays a role? A secure way to relay such sensitive 
data in remote teams is currently one of the huge 
challenges in such industries as IT infrastruc-
ture operations (including business process out-
sourcing), marketing, or software development. 
PassCamp, the first password manager set up 
to prioritise ultimate security and smooth team 
work at the same time, is to tackle this problem.

PassCamp history embodies the adage “necessity 
is the mother of invention”. Lithuanian e-commerce 
agency Adeo Web, on the market since 2009, hit 
a snag as it ran larger and larger projects – lack 
of an appropriate off-the-shelf tool that would 
allow the firm’s project teams to share passwords 
safely and efficiently. At the time, some solutions 
on the market cut corners in terms of security, oth-
ers were not well suited for a run-off-the-mill user 
(weak UX), others still were missing appropriate 
functions. On that account, in 2015 an Adeo Web 
team of several coders and UX experts set down 
to work on a tool that would not only answer Adeo 
Web’s needs but also become a viable spin-off com-
pany. Their logic was to work closely together with 
end users and to iterate as they followed user feed-
back to hone their product ideas. The approach paid 
off when PassCamp won in 2017 the Lithuanian 
Innovation Centre award for the most innova-
tive product. It officially launched a year later and 
to date is used by over 2,000 teams to manage 
their passwords.

2 Thu Pham, STOP THE PWNAGE, Decipher 2 May 2017, 
[online]: https://duo.com/decipher/stop-the-pwnage-81-of-
hacking-incidents-used-stolen-or-weak-passwords.

The key principle in the project is “security first”, 
put into effect by simultaneously implementing 
a suite of technology solutions:

• Zero-knowledge proof protocol, which lets 
the user (client) confirm they have a certain 
cryptographic key without sending its entirety 
to the recipient (server),

• Blockchain to store any password change 
across the team,

• Advanced encryption algorithms (RSA 
and AES).

In practice, all data stored on PassCamp servers 
is end-to-end encrypted, thus completely garbled 
for a third-party even if there is a data breach or 
hacking attack. The only time and place they are 
decoded is the client endpoint device after the 
master password set for a particular user is typed. 
In addition, blockchain use ensures that the pass-
word is never lost or maliciously changed, which 
would possibly block access to a file for good. 
Currently, the solution is available as an online 
app; the team intends to launch the mobile version 
at the end of 2019, and a desktop app in 2020.

PassCamp project history show that a particular 
cybersecurity issue can not only pose a challenge 
but also be an opportunity for innovators who are 
able to notice its market potential. Over 250,000 
passwords and secrets kept safe by the platform is 
proof positive of that.
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KEYSTROKE DYNAMICS

In 2017 in the US alone over 16 million consumers 
fell victim to account takeover. Financial losses 
they suffered from this type of fraud exceeded 
USD 5 billion.3 Securing our digital identities is 
among the essential challenges not only in the 
e-commerce sector but in fact in every industry 
that operates online, from banking or telemed-
icine to gaming. What can help is behavioural 
biometrics, recognizing the unique way each of us 
uses a keyboard or smartphone. TypingDNA is 
a Romanian start-up which, homing in on how we 
write, is able to recognize people by the way they 
type to help secure our accounts and services.

How long the flight time between keys is, how 
short dwell times on keys or even how you hold 
a mobile device as reported by accelerometer and 
gyroscope data – all this charts a set pattern a user 
follows in their digital device use. The next step 
is to scrutinise the data using keen eyes of auto-
mated algorithms, which use pattern recognition 
and machine learning to construct a given person’s 
profile. This forms the biometric fingerprint that 
future user activity is compared against.

TypingDNA offers two identity authentication 
models. The first is based on entering the same 
text, e.g. login and password. In this scenario, 
the system works with as little as seven charac-
ters, and at 30 characters it is effective in 95.4% 
of cases and reducing false positives to 0.015%. 
The other model is any-text recognition in which 
a tweet length or 140 keystrokes and up to two 
attempts are enough to reach a 99% certainty 
level. Interestingly, for such a verification method 
more doesn’t mean better – 140 keystrokes is the 
optimum amount. Such behavioural biometric 

3 Al Pascual, Kyle Marchini, Sarah Miller, 2018 identi-
ty fraud: Fraud enters a new era of complexity, 6 February 
2018, [online]: https://www.javelinstrategy.com/coverage-
area/2018-identity-fraud-fraud-enters-new-era-complexity.

measures are a chance to robustly increase identity 
security, while they involve no usability decrease. 
The person being verified is not required to take 
any additional steps. For that reason biometrics 
is a practical solution in deploying two-factor 
authentication, risk-based authentication, or con-
tinuous authentication.

The start-up itself was founded in 2016 and 
besides its headquarters in Oradea in north-west 
Romania has a New York office, which took 
part in 2018 Techstars accelerator programme. 
Early 2019 brought an important step forward 
when TypingDNA raised more than 1.5 mil-
lion dollars in a seed funding round. The growth 
stage is supposed to let the start-up gain trac-
tion as it wins new clients, especially on North 
American, European, and South American mar-
kets. The global dynamic seems to confirm opti-
mistic forecasts for the behavioural biometric 
segment. Along the lines of new regulations and 
growing customer awareness, market players 
keep increasing security threshold for online ser-
vices, which on the one hand represents a tech-
nological challenge for service providers, on the 
other becomes a business opportunity companies 
such as TypingDNA should seize.
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USER ACCESS SECURITY BROKER

Estimates say over 1.9 billion stolen logins and 
passwords circulate on the black market.4 At the 
same time, thanks to state-of-the-art technolo-
gies, e.g. machine learning, phishing and man-in-
the-middle campaigns are becoming increasingly 
scalable and effective, helping trick people into 
compromising their credentials. All that makes 
it insufficient to predicate e-mail box or social 
networking account access on a single password, 
even complex enough. Another piece of informa-
tion to ensure two-factor authentication (2FA) 
becomes indispensable. The question is how 
to introduce it in a way that is secure, fast, and 
transparent in terms of the provided service. 
The answer might just be the Polish 2FA platform 
by Secfense.

To be specific, Secfense creates an additional 
security layer that acts between the user and 
the application for communication and authori-
sation purposes. In this layer, it provides for put-
ting another authentication method from facial 
biometrics or cryptographic keys to authenticators 
to behavioural biometrics. Applying such a model 
allows bigger organisations to break free from 2FA 
vendor lock-in, as the Secfense solution covers 
their infrastructures with an extra “security wrap”. 
In plain terms, user identity is being protected 
on the way between the device that is used and 
the service that is to be accessed. With the model 
it follows, Secfense is a user access security broker 
for companies that seek a scalable 2FA. Its solu-
tion makes it possible to introduce microauthori-
sations for specific access attempts or actions as 
a method to secure especially sensitive resources. 

4 Kif Leswing, There are 1.9 billion stolen passwords and 
usernames available on the black market, 2017, [online]: 
https://finance.yahoo.com/news/1-9-billion-stolen-pass-
words-173207888.html.

No need to alter application code or service struc-
ture – all rules are applied on the fly between the 
users and the resources.

As part of current proof-of-concept implementa-
tions, the solution is being tested by the largest 
transport system operator in Poland, among oth-
ers. Just as Secfense is a platform to seamlessly 
integrate various 2FA technology solutions, it also 
serves the role of a 2FA producer marketplace. 
Among the start-up’s partners in this segment we 
can find Cherry, a biometric mouse manufacturer, 
and Iproof, a face recognition service provider. 
Secfense itself was set up in Kraków in 2018. As 
of now, after a 850,000-dollar investment from 
the local ecosystem, the team has set about pre-
paring an international expansion.
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FILES UNDER SURVEILLANCE

Missing proper protection of files collected and 
processed by an organisation is often the Achilles’ 
heel of the whole cybersecurity system. Data 
leaks from companies such as Adidas or LinkedIn 
are instructive examples. Small and medium-sized 
enterprises are also falling victim to such security 
breaches more and more; as research shows, even 
in as many as 43% of all cases.5 The answer to this 
challenge can be File Guard, a solution launched 
by the company Olympus Sky from Poland.

File security is one of more intractable elements 
in data governance in an organisation. Despite the 
availability of tools on the market which solve the 
problem in theory but require a number of addi-
tional user actions, as they limit worker productiv-
ity, they discourage their users from following the 
protocol. The logic behind File Guard is, in con-
trast, simple – maximum security with minimal 
interference in business processes. From a user’s 
point of view, one mouse click lets them run the 
protection, another lets them determine the peo-
ple who can access the file. That’s it – no resources 
need to be moved to any “safe disk space”, no 
additional passwords need to be generated by any 
staff, and for cloud solutions the integration takes 
place automatically. Security is hidden in the File 
Guard core – the Autonomous Key Management 
(AKM) technology.

Nowadays, most solutions for communication secu-
rity and data transfer are based on public key infra-
structure that uses digital certificates. The method is 
tried and true in online banking or email exchange, 
but it proves impractical when protecting dis-
tributed networks such as files in organisations 
or IoT. To answer these challenges, Olympus Sky 

5 Verizon, 2019 Data Breach Investigations Report, 2019, 
[online]: https://enterprise.verizon.com/resources/execu-
tivebriefs/2019-dbir-executive-brief.pdf.

is developing in-house technology that allows 
the keys to be managed automatically. Its basis is 
a decentralised mesh formed by all networked end-
nodes, which communicate in real time to confirm 
their security credentials. The solution uses a logic 
similar to that of blockchain, but is less complicated 
and resource-intensive, which makes it suitable for 
larger networks full of small units. As for file protec-
tion, it supplies a unique cryptographic key for every 
file, and the key is refreshed to ensure its authentic-
ity. In addition, keys are stored on company devices 
even when cloud integration is involved.

Apart from File Guard, AKM technology found its 
use in another product of the Polish company, the 
IoT security-dedicated platform Zeus. This plat-
form has been tested in proof-of-concept imple-
mentations in Bombardier and Magno Electric, and 
as part of an R&D project in Boeing Aerospace 
too. Olympus Sky, besides its Łódź headquarters, 
also has an office in San Diego and is planning 
to expand its operation into other sectors thanks 
to a USD 1.8 m investment. After all, as security 
market predictions demonstrate, over the next 
years the number of unsecured IoT devices and 
files can only grow.6

6 IoT Security Foundation, Report: Insecurity in the Internet 
of Things, 2015, [online]: https://www.iotsecurityfounda-
tion.org/tag/report/.
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ENCODED SECURITY

Statistically, every application contains around 
10 vulnerabilities that are the result of mistakes 
made at the stage of code-writing. Bug detec-
tion-related costs borne by developers vary 
depending on the stage: from USD 1,500 during 
testing to as much as 10,000 in the production 
phase. Not to mention potential users’ losses that 
can go into millions. Avatao, a Hungarian plat-
form, is to answer this type of challenge, as it uses 
tailor-made training to allow developer teams to 
implement security requirements in their soft-
ware writing processes.

Software is becoming a key intermediary in our 
everyday activities – an ever growing number of 
entities important to us – data, money, or critical 
processes – depend on secure software architec-
ture. At the same time, codes of programs we use 
are getting longer and more complex, and thus sta-
tistically have to include more security bugs. Google 
Chrome, a browser, has over 6 million code lines, 
Windows 7, an operating system, about 40 million, 
and Mac OS X over 85 million. For a modern high-
end car, the software has 100 million code lines on 
average.7 Just to get a sense of scale, it’s worth not-
ing that a million code lines would be 18,000 A4 
pages of printed text. Small wonder that in a work 
week developers spend on average eight hours cor-
recting bugs in apps they are creating.

To ensure code security, software companies can 
avail themselves of suitable tools – scanners that 
use algorithms to automatically detect and correct 
developer mistakes. Examples are SAST (Static 
Automated Software Testing) and DAST (Dynamic 
Automated Software Testing). Yet as stories of dis-
covered vulnerabilities show, automatic analysis 

7  David McCandels, Codebases, 2015, [online]: 
https://informationisbeautiful.net/visualizations/
million-lines-of-code/.

is unable to discern more complex dependen-
cies or potential weak points in the code. Here, a 
human has to step in.

Writing application code that follows the secure-
by-design principle is not a task for an appointed 
cybersecurity specialist, it is a duty of the whole 
coding team. The challenge is, therefore, not so 
much to give a one-time dose of knowledge to 
developers, as it is to keep training them and updat-
ing their real skills. That is what the Avatao platform 
was launched for, providing over 850 training ses-
sions already in a cloud-based environment availa-
ble to any user through a browser. Thematically, the 
tasks touch on all most important coding security 
questions and the crucial programming languages 
such as Java, Python, C#, C++, PHP, and others. 
What is important, the platform is updated each 
month with around 20 new exercises. They take 
one of two shapes: for the less advanced, a tuto-
rial with chatbot support, for the more demanding, 
challenges to complete (e.g. find the vulnerability in 
a given code) with no prompt. The task of the plat-
form set up this way is to support secure-by-de-
sign coding logic and to make it possible to moni-
tor employee growth and for supervisors to manage 
their employees new skills.

Avatao was founded in 2014 in Budapest as a side 
project at the Laboratory of Cryptography and 
System Security (CrySyS Lab), well-known in the 
cybersecurity industry and based at the Budapest 
University of Technology and Economics. Its 
dynamic growth started after 2016 due to first 
investments from business angels and VC funds. In 
2018, the company decided to expand to the Norh 
American market. At present, the platform has over 
10,000 active users, mostly in Western Europe 
and the US. Among their ranks are LogMeIn, 
Lufthansa Systems, and many others. With the use 
of Avatao, they are able to lower bug-fixing costs 
in their production process by as much as 30%. As 
the labour market changes because of automation, 
Avatao is a promising case that proves algorithms 
won’t replace all human skills, even in an industry 
as digital as software creation.
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iDENTITY

The data for 2018 suggests that over 14 million 
consumers fell victim to identity fraud in the US 
alone.8 Posing as someone else or creating totally 
fictitious personas is also becoming a growing 
challenge for many digital services. For a num-
ber of industries such as online gaming, sharing 
economy, or Fintech, remote user identity con-
firmation is indispensable part of their core busi-
ness models. iDenfy from Lithuania might be 
an answer to their trouble.

How they do it? The first three steps in an identity 
verification process are on the user’s side. The user 
needs to enter the necessary data, such as name, 
surname, or age, to meet the legal requirements 
related to providing personal data on one’s own. 
The second step is a selfie taken in the app. In fact, 
it is a series of pictures that ensure both liveness 
detection, for confirming this is an actual living 
person and not a bot, and biometric data capture 
for the facial recognition process. This is a particu-
larly hot-button issue in light of ever more popu-
lar creation of non-existing people’s pictures by AI 
algorithms.9 In the third step, the customer takes 
a picture of a document, e.g. an ID card, with the 
data automatically read by means of optical char-
acter recognition (OCR). The last, crucial element 
of the whole process takes place once the data is 
encrypted and sent to an iDenfy server. Making 
use of a plethora of algorithms and bolstered by 
machine learning, the software examines the pro-
vided information set to establish:

8 Kyle Marchini, Al Pascual, 2019 Identity Fraud Study: 
Fraudsters Seek New Targets and Victims Bear the Brunt, 
6 March 2019, [online]: https://www.javelinstrategy.com/
coverage-area/2019-identity-fraud-study-fraudsters-seek-
new-targets-and-victims-bear-brunt.

9 The site www.thispersondoesnotexist.com can serve as 
an example.

• Do the entered details match the ID data?

• Is the person in the picture the same as in the 
ID photo?

• Does the person fulfil the criteria for a given 
service, e.g. related to age, licence for certain 
actions, driving eligibility, or anti-money laun-
dering compliance?

In addition, the product allows for extending iden-
tity verification, if need be, with elements of know 
your client (KYC), customer due diligence (CDD), or 
even the enhanced due diligence process. Currently, 
the solution supports recognition of more than 900 
types of IDs used in 195 countries, which in prac-
tice means a fully global scope of its services.

As for iDenfy, it is a spin-off created at Kaunas 
University of Technology thanks to an incubator 
run there by Kaunas Science and Technology Park. 
With more than 20 employees and 50 clients, the 
start-up is now set to expand internationally and 
to take part in an A-series funding round. iDenfy’s 
services have already been used by the National 
Bank of Lithuania, MoQ (mobile payments), 
TopSpot (online gaming platform), and EveryMatrix 
(an online casino and betting service). To sum up 
the trend this Lithuanian business is firmly part 
of – whether we like it or not, trusting the cus-
tomer in cyberspace increasingly relies on technol-
ogy and big data.
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POLICING THE INTERNET

On average, a on-line webpage was the tar-
get of 62 attacks each day in 2018. Automation 
of offensive operations against WWW domains 
is the reason attacks are quickly gathering pace, 
growing by 59%10 from January to December 
2018 alone. The mass nature of this threat 
requires wide-scale remedies which use machine 
learning algorithms as well as other technologies 
that support administrators and security spe-
cialists. Trying to deliver these countermeasure, 
Estonian start-up Webtotem is already protecting 
149,544 websites around the world.

Webpage security is starting to be a key challenge 
for efficient functioning of an increasing number 
of digital services provided through web-based 
apps. As the research shows, currently over 45% 
of pages have a vulnerability that can be qualified 
as serious, and as many as 87% have a less major 
security flaws. Around 30% of domains are vul-
nerable to Cross-Site Scripting (XSS), other weak-
nesses are, e.g., using vulnerable Javascript librar-
ies or improper WordPress implementation that 
leaves the possibility of a successful exploit open.11 
Apart from the website vulnerability problem, 
domains are also exposed to large-scale redirec-
tion of internet traffic in order to block them, that 
is Distributed Denial of Service (DDoS) attacks. 
Although they are “brute force”, such operations 
are able to thwart access to public or banking ser-
vices for citizens and customers, as evidenced by 
the Estonian 2007 crisis. In recent years, DDoS 

10 Curtis Jr. Franklin, Website Attack Attempts Rose by 
69% in 2018, DARKReading, 2019, [online]: https://www.
darkreading.com/vulnerabilities---threats/website-attack-
attempts-rose-by-69--in-2018/d/d-id/1334714.

11  Acunetix, Web Application Vulnerability Report 2019, 
2019, [online]: https://cdn2.hubspot.net/hubfs/4595665/
Acunetix_web_application_vulnerability_report_2019.pdf. 

attacks are increasingly intense, one reason being 
the use of more and more networked IoT devices 
to carry them out.

The threats just described also pose a challenge 
for CEE countries. In its cross-cutting analysis 
of domains in Baltic states – Estonia, Lithuania, 
Latvia – that covered over 200,000 pages in total, 
WebTotem detected 946 infected websites.

WebTotem provides a whole array of activities, 
from passive protection with Web Application 
Firewall, to continuous monitoring for a number 
of threats such as vulnerabilities, port scanning, or 
malware, to active response whenever a threat has 
been detected. The company boasts a Computer 
Emergency Response Team, over 20-strong, work-
ing in Kazakhstan. At present, the service is offered 
free of charge to owners of up to 10 websites. 
The aim of a business model so prepared is to pro-
tect as many internet pages as possible globally. 
This helps in gathering and analysing threat infor-
mation and consequently in better learning for AI 
algorithms that give strength to the product. At 
the next stage, fine-tuned algorithms are offered 
commercially to enterprise customers, especially 
to protect the financial and IT sectors. 
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RIGHT TO BE DELETED

Few users of OSs such as Windows realise that 
pressing Delete or choosing the “delete” option in 
practice doesn’t annihilate the file you wish to get 
rid of. Such an operation blocks access to it, but 
with proper tools there is a chance to recover the 
data that is still written on the storage medium. 
In the case of sensitive data, it is a real threat, 
including secure personal data processing pur-
poses, the regulations on which keep expanding. 
Eraser, a solution created by Romania’s East-tec, 
is intended to give support in this matter, hand-
ing the control over the deletion of digital data to 
the user.

To erase the data written on digital media means, 
in practice, to overwrite with new data and 
in a certain way those memory sectors where the 
information we want to permanently destroy is 
kept. A range of public institutions and cybersecu-
rity experts have come up with their own stand-
ards for data-deletion algorithms. Among the best-
known are “DoD 5220.22-M ECE” used by the 
US Department of Defense, which overwrites the 
existing information seven times, “BSI-2011-VS” 
invented by German Federal Office for Information 
Security, which involves four overwriting runs, and 
Bruce Schneier’s algorithm based on seven passes.

East-tec’s Eraser uses 14 types of data-wiping 
algorithms. Each is available to the user depend-
ing on the needs – the algorithms that run longer 
and are more computationally intensive are able 
to achieve even 100% certainty with regard 
to data erasure. Besides manual pointing to par-
ticular files to be deleted, the software enables 
automatic wiping of the data created by pro-
grams and apps of our choosing. This is the data 
left behind in computer memory that we often 
have no knowledge of as users. An example is the 
amount of data an Internet browser churns out, 

which a user, even one who cares about their pri-
vacy, is practically in no position to control manu-
ally. The product of the Romanian company, cur-
rently supporting trace removal for over 300 apps, 
should be able to come to our help.

East-tec is a SME that has been operating on the 
market since 1997, when its two co-founders, 
then still in secondary school, decided to set up 
a global online security and privacy company 
in the Romanian city of Oradea. Right now, East-
tec has a wide range of products, with over 40% 
of its sales in the USA, around 30% in the Western 
Europe, and an increasing number in CEE. In the 
context of new data regulations such as GDPR, 
the whole life cycle governance of digital informa-
tion is becoming an important element of secu-
rity and privacy policies. Accordingly, “the right 
to be deleted” that East-tec offers is no longer 
the domain of nerds or experts, and is becoming 
a basic consumer and citizen right.



23

SECURING THE DIGITAL DNA 
THE THREE SEAS REGION 

A START POINT OF SECURE 
NETWORK

More than 70% of security breaches in the digital 
world stems from inadequately protected network 
endpoints – computers, smartphones, or print-
ers.12 At the same time, as research shows, com-
panies not infrequently pay too much for securing 
this network segment without getting appropriate 
results. Often they fall into a sort of trap where 
a bigger budget translates into decreased effective 
endpoint security.13 An escape from this might be 
a “smart” protection based on machine learning 
and behavioural analytics, offered by the Trapmine 
Defense platform from Estonia. 

In 2019, securing a company network is 
an entirely different challenge for the administra-
tor that five or eight years ago. In the era of using 
the Bring Your Own Device formula across the 
board, and of ever broader ways to apply the 
Internet of Things – or, as some put it, Internet 
of Everything – the distinction between internal 
and external network is getting difficult to main-
tain. Building ramparts around the company’s dig-
ital resources in the shape of standalone firewalls 
and other static obstacles is hardly effective any-
more – the attackers don’t need to look for holes 
in them, they just walk around the walls altogether. 
That is why a growing segment of cybersecurity 
market focuses on dynamic environment analysis 
to track and block suspicious activities.

12  Louis Columbus, 5 Key Insights From Absolute’s 
2019 Endpoint Security Trends Report, Forbes  2019, 
[online]: https://www.forbes.com/sites/louisco-
lumbus/2019/09/08/5-key-insights-from-abso-
lutes-2019-endpoint-security-trends-report/

13 Absolute, 2019 Endpoint Security Trends Report, 
2019, [online]: https://www.absolute.com/go/
study/2019-endpoint-security-trends/.

Estonian Trapmine Defense platform offers end-
point device protection against threats from classic 
malware files, fileless attacks, or even targeted cam-
paigns such as ransomware for instance. Its work is 
based not on a set of signatures that predetermine 
a range of suspicious files but on an active environ-
ment analysis which searches for unnatural net-
work behaviours to ensure detection, prevention, 
and response to a potential threat. Another key 
element provided is attack visualisation in terms 
of network and time, as it presents the admin with 
vectors of offensive actions, their dynamics and 
specificity. In a nutshell, the platform is tasked not 
only to automate defensive action with the help 
of AI algorithms but also to build a clear and up-to-
date network image from a large mass of digital 
data. All of that is aimed to give an IT expert a basis 
for appropriate defensive action.

Trapmine itself is a start-up founded in 2016, 
which thanks to Estonian and Danish business 
angels’ is now increasing its sales volume through 
the HQ in Tallinn and improving its algorithms 
in the R&D centre in Istanbul. The product has 
already won clients in such markets as Great 
Britain, Estonia, India, or Azerbaijan. Trapmine 
deployment, or more broadly the products from 
the whole segment of machine learning solutions, 
confirm that in the coming years our cybersecurity 
is going to be accounted for not by individual IT 
specialists, no matter how good they are, but by 
teams formed from people and algorithms.
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SMALL AND MEDIUM 
CYBERSECURITY

Entrepreneurs more than any other professional 
group, should be aware that we are entering 
the digital revolution era where information is 
the new currency. We are depending more and 
more on our data security. Despite that, accord-
ing to the Cyber Threat CEE Region 2018 report 
conducted among SME representatives in Central 
and Eastern Europe, 65% of companies have no 
cybersecurity strategy at the ready, only half cre-
ate backup copies on a regular basis, and almost 
60% still stand by classic antivirus software. 
The NISPS platform by the Lithuanian company 
ESTEQ is to support the SME sector in its struggle 
for cyberspace security.

The above gaps in SME readiness to fight digital 
attacks make an average detection time for threats 
already present in company networks to be three 
months. The situation largely results from the 
lack of suitable cybersecurity budgets. Building 
inner capabilities or solutions is simply costly and 
turns out to be out of reach for 10- or 20-per-
son companies. Hence, SME cybersecurity needs 
to be regarded as not only a technical challenge 
but also a part of business process, and should be 
managed accordingly. Company risk assessment – 
what data is processed digitally, what assets need 
to be protected – should represent the first step 
before other actions: budget analysis and a survey 
of available products and services. Only the con-
frontation of security requirements with the avail-
able budget and market offer can let the company 
choose the optimum way to manage security – 
from purchasing hardware for employees’ desks, 
through software, SaaS services, up to outsourc-
ing certain elements. One of such SME-dedicated 
solutions is the NISPS platform.

NISPS stands for Network Intelligence, Security, 
and Protection Service with reversed proxy as 
the principle behind it, acting as a sort of buffer 
between cyberspace and company infrastruc-
ture. With such architecture, the platform offers 
a gamut of services depending on the customer’s 
needs – firewall, advanced DDoS protection, auto-
mated trend analysis, or log analysis. NISPS also 
makes integration of other producers’ solutions 
possible as part of its service, an example being 
its cooperation with Slovakia’s ESET. ESTEQ, the 
company which created NISPS, was set up in 2014 
in Ukraine and two years later moved its seat 
to Vilnius in Lithuania. At present, its sales focus 
on the CEE market and Nordic countries. Once 
we take into account that there are over 22 mil-
lion SMEs active in the EU alone,14 what becomes 
a challenge for solutions in this market segment is 
scalability as well as striving for service provision 
automation while keeping prices budget-appropri-
ate. NISPS is in fact an attempt to unite the two.

14 European Commission, Small and medium-sized en-
terprises: an overview, 2018, [online]: https://ec.eu-
ropa.eu/eurostat/web/products-eurostat-news/-/
EDN-20181119-1.
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GEOPOLITICAL 
CYBERTHREAT 
LANDSCAPE IN CENTRAL 
AND EASTERN EUROPE
The cybersecurity landscape in the Central and 
Eastern Europe region (hereafter: CEE, the region) 
is mostly shaped by two types of factors. First, the 
geopolitical circumstances which strongly deter-
mine the character the challenges have. Second, 
general and global threat-related trends which 
loom large in this part of Europe as well.

The key to understanding the region’s security 
is to notice that there exists a remarkable cor-
relation between the geopolitical situation and 
cyberthreats. The offensive actions carried out 
in cyberspace, even those with the most severe 
repercussions, are never an end in themselves, 
they are a tool to pursue overriding aims, very 
often strategic ones. That is why, when think-
ing of a given country’s cybersecurity, we should 
always think in terms of the multidimensional 
framework for national security conditions.

SECURITY, DEFENCE, AND 
POLITICAL STABILITY

CEE is situated in an area that is politically 
extremely sensitive, as it forms the external bor-
der of both the EU and NATO. Primarily, the situ-
ation is defined by its proximity to Russia, a state 
that evinces a revisionist appetite and treats the 
region as its special sphere of influence. As many 
examples from the recent past show and vari-
ous sources indicate, Russia and Kremlin-backed 
entities are highly active in using digital tools 
to advance their political, military, and economic 
interests, especially as regards the neighbour-
ing countries.15 This manifests in various actions, 
one of them being cyberespionage directed at key 

15 Widely known cyberattacks on Estonia in 2007 and 
Georgia in 2008 are today prime examples of how physi-
cal-world conflicts spill over into cyberspace.
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public entities and decision-makers. A case in point 
is the espionage campaign exposed by IT com-
pany FireEye and run by the group FireEye ana-
lysts called APT28 and claimed as having direct ties 
to the Russian military intelligence. APT28 would 
gather information on governments, political bod-
ies, defence sectors, and security organisations 
such as the NATO or OSCE.16 Entities from the 
CEE states were of particular interest to the group. 
The acquired information brought them substan-
tial benefits: it may be used to build strategic sit-
uational awareness and thus gain the upper hand 
over the rivals, it can also find use in further hostile 
actions (e.g. disinformation).

Yet cyberspace offers a possibility to conduct 
operations with outcomes that are far graver than 
those associated with cyberespionage. In recent 
years, tensions in CEE rose strongly, the 2014 
Ukraine conflict outbreak being their culmination. 
Multidimensional offensive actions taken in cyber-
space became regular weapons in ongoing hybrid 
operations, which made countries in the region 
aware of the importance to ensure cybersecurity. 
Especially the cyberattack on Ukraine’s energy sys-
tem, which in December 2015 crippled its func-
tioning, mostly around the western city of Ivano-
Frankivsk, came to be regarded as proof of how 
much national security, especially the critical infra-
structure, depends on a high cybersecurity level.

One consequence of the security crisis in Eastern 
Europe was the decision to strengthen NATO’s 
East flank. The troops stationed in the region 
became the topic of multidimensional hos-
tile actions performed via ICT tools. Hacking 
soldiers’ smartphones17 is an example of such 
cyberespionage attacks. 

16 FireEye, APT28: A Window into Russia’s Cyber Espionage 
Operations?, 2014, [online]: https://www.fireeye.com/con-
tent/dam/fireeye-www/global/en/current-threats/pdfs/rpt-
apt28.pdf.

17 Mark Moore, Russia has been hack-
ing smartphones of NATO troops, 2017, [on-
line]: https://nypost.com/2017/10/04/
russia-has-been-hacking-smartphones-of-nato-troops/.
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Other activities were hostile information opera-
tions (InfoOps) in cyberspace. Their wide-rang-
ing aims included: provoking conflicts between 
allied states through undermining faith and trust 
in NATO resolve and strength in terms of secu-
rity building, and even attempts to reduce the 
acceptance level for the NATO military presence 
in those countries. For instance, fake news about 
Lithuania-based soldiers raping a woman18 was 
disseminated. As the forces stationed near the alli-
ance’s external borders grow in quantity and qual-
ity, multidimensional offensive cyber-operations 
should be expected to increase.

It is worth noting that InfoOps in cyberspace, 
including misinformation, are put to a variety 
of uses, going beyond military issues sensu stricto. 
Often, they are a tool to generate political tension, 
polarise society, reduce the trust put in authorities 
and so on. Their important trait is that usually they 
are tailored to the local conditions and broach top-
ics which are socially sensitive in a given country. 
The use of digital tools is in fact what makes con-
ducting “bespoke” operations possible. The fol-
lowing diagram shows selected recurring topics 
used in disinformation campaign narratives led 
online in the CEE states or against them.

STRATEGIC DEVELOPMENT 
INITIATIVES

CEE is undergoing deep structural changes in stra-
tegically important domains, coupled with the roll-
out of various regional joint projects. The pro-
cess is well illustrated by the cooperation within 
the Three Seas initiative (3SI)19 unfolding since 
2016. The initiative aims to implement projects 
in three areas: transport, energy, and digitalisation. 

18 Fake.org, Russia uses fake rape stories to create hostility 
to NATO troops, 2018, [online]: https://www.stopfake.org/
en/russia-uses-fake-rape-stories-to-create-hostility-to-na-
to-troops/.

19 The cooperation involves 12 states: Austria, Bulgaria, 
Croatia, Czechia, Estonia, Hungary, Latvia, Lithuania, Poland, 
Romania, Slovakia, and Slovenia.

The third dimension not only constitutes a sep-
arate gamut of activities, but also influences the 
other two, in a way forming the heart of the pro-
ject. As a result, it plays a significant role in the 
context of regional development opportunities, 
but at the same time it is particularly vulnerable 
to contemporary threats.

When analysing the interplay between develop-
ment initiatives and emerging risks, we should start 
with infrastructure projects related to improving 
energy security. This is a critical issue in this part 
of Europe. The region’s characteristic is its contin-
uing dependence on eastern supplies of resources 
such as natural gas. Thus, the use of energy fuels 
as a tool in political struggle has seriously threat-
ened the security of the 3S countries. 

After years of difficulties in diversifying resource 
supply sources, the region started to invest in imple-
menting such projects as building the North-
South Gas Corridor and Baltic Pipeline. They offer 
a chance to markedly contribute to market inte-
gration in the region and to improve competitive-
ness hence finally to strengthen independence 
and energy security. The projects lead to chang-
ing the political state of play, putting the energy 
sector on the front line of cyberbattles. The dan-
ger has already materialised in recent years. A clear 
example is the activity of the Dragonfly group, 
revealed and analysed by Symantec. The group 
mounted large-scale cyberspying operations 
directed against energy companies in Europe, 
to a great extent against those in the region – 
especially Polish and Romanian.20 The energy sec-
tor of the Baltic countries faced similar problems 
too.21 As was pointed out before, information 

20 Symantec, Dragonfly: Cyberespionage Attacks Against 
Energy Suppliers, 2014, [online]: https://www.symantec.
com/content/en/us/enterprise/media/security_response/
whitepapers/Dragonfly_Threat_Against_Western_Energy_
Suppliers.pdf.

21 Stephen Jewkes, Oleg Vukmanovic, Suspected Russia-
backed hackers target Baltic energy networks, 2017, 
[online]: https://www.reuters.com/article/us-baltics-cy-
ber-insight/suspected-russia-backed-hackers-target-bal-
tic-energy-networks-idUSKBN1871W5.
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acquisition makes it possible to understand the 
adversary, to learn their plans and strategies, 
and to build comparative advantage. It should be 
noted, however, that in the future the knowledge 
gained can be used for actions that produce much 
more ominous results. Once the details of how 
a given system functions have been worked out, 

what becomes possible are attacks that lead 
to crippling or even physically damaging the criti-
cal infrastructures. We can reasonably expect that 
the more CEE countries keep building their energy 
security, the more the entities interested in main-
taining their sphere of influence in this sector are 
going to use cyberspace to hold up the process.
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Even though initially the digital dimension of 3SI 
was not the main area, over time signals that indi-
cated a potential acceleration began to appear. 
At the 2018 Bucharest summit of 3S states, 
a decision was taken to put building the 3 Seas 
Digital Highway (3SDH) on the list of Priority 
Interconnection Projects22. Intended to be the 
next-gen fiber-optic and 5G infrastructure digitally 
connecting the region’s countries, 3SDH is to go 
along the north-south axis. It is an initiative which 
facilitates the rollout of many subsequent, strate-
gic digital projects (e.g. building digital innovation 
hubs, data and cloud services centres, Industry 
4.0 growth acceleration etc.). Decisions on digital 
highway proposal details have not been reached 
yet, but one possible, and in many respects attrac-
tive, option is to integrate it into transport infra-
structure development, in essence into the Via 
Carpathia project. Via Carpathia is an international 
north-south transport route in Europe, planned 
to connect Lithuania’s Klaipeda and Greece’s 
Thessaloniki. Strategically, coordinating transport 
network construction with 3SDH establishment 
would be worthwhile. The development of future 
transport, related but not limited to self-driv-
ing vehicles, better communication etc., could be 
smoother then. Taking into account the strate-
gic and economic roles23 Via Carpathia will play 
in growth and economy, a role which can only be 
strengthened with 3SDH construction, we can 
expect it to be the target of potential hostile activ-
ities. Hence, cybersecurity actions in the 3S region 
are gaining ever more importance.

CEE ON THE MAP OF 
GEOPOLITICAL INFLUENCES

The 3S region, due to its location, is pivotal not only 
for the actors in this part of the world. On the global 
chessboard of international relations, it occupies 

22 Three Seas Initiative Member States, The Three Seas 
Initiative. Priority Interconnection Projects, 2018 [online]: 
http://three-seas.eu/wp-content/uploads/2018/09/LIST-
OF-PRIORITY-INTERCONNECTION-PROJECTS-2018.pdf.

23 And, potentially, even defensive. 

a broader and significant role. Its importance is 
well illustrated by the unfolding Chinese project 
of the “Belt and Road Initiative” (BRI). Orientated 
to global economic expansion, this Chinese strat-
egy involves implementing mammoth infrastruc-
ture projects and investments. BRI has geopolitical 
and geo-economic24 significance, and important 
elements of it are efforts based in CEE, the gate-
way to Europe. BRI includes multisectoral initia-
tives, with digitalisation-related ventures, under 
the umbrella term Digital Silk Road, playing 
a fundamental role. They both are separate activ-
ity domains involving massive investment in issues 
such as digital infrastructure and a contribu-
tory factor in helping other sectors, e.g. through 
e-commerce platform creation to facilitate prod-
uct and service exports. In recognition of CEE’s 
key role in the undertaking, China set up a spe-
cial format to cooperate with the region’s coun-
tries, commonly known as the 16+1 initiative.25All 
of the above shows that among key global play-
ers the region is starting to be an important arena 
of struggle for influence, while the technological 
dimension of this competition is gaining explosive 
importance. 5G construction-related tensions are 
plain to see and serve as a perfect illustration. As 
the players’ technological expansion continues, so 
will the conflicts. This is another instance of how 
digitalisation-related decisions or cybersecurity 
projects are gaining regional importance, both 
politically and strategically.

CYBERCRIME

Threats related to the unique set of geopolitical 
circumstances have a bearing on specific types 
of challenges that 3S countries are facing. Yet, the 
region is no stranger to those threats for cyber-
space functioning that are worldwide. Among the 
most serious are cybercriminal schemes that lead 
to multidimensional consequences, first and fore-
most to ever-growing financial losses. McAfee and 

24 And even defensive.

25 Currently, once Greece joined the initiative, it is called 
17+1.
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CSIS26 estimate losses stemming from cybercrime 
to be around USD 600 billion worldwide a year. 
Europe and Central Asia alone are likely to lose 
about USD 180 billion due to that process.

3S region is no exception and has been targeted 
by cybercriminals or used as the base they oper-
ate illegally from. Just as in countries from other 
parts of the globe, individuals and organisations 
in the region are falling victim to multidimensional 
hostile activities online, with malware, phishing, 
spam, DDoS and numerous other techniques used. 
In recent years, ransomware campaigns have hit 
the region hard – clear examples are WannaCry 
or, in particular, Bad Rabbit. As for cybersecu-
rity, the fight against cybercrime is essential. This 
threat causes gigantic losses, including social and 
financial. The region’s countries must not only 
raise their level of cybersecurity but also actively 
combat the problem. Especially since, as Europol 
indicates, certain cybercrime groups in CEE are 
extremely active and even have their areas of spe-
cialisation. Bulgaria and Romania, for instance, are 
referred to as states where cybercriminals are par-
ticularly busy with online payment frauds.27

To sum up cyber-criminality threats, some impor-
tant trends should be looked at. An analysis con-
ducted by McKinsey indicates the region’s coun-
tries, called Digital Challengers by the authors, 
have an unparalleled opportunity to develop their 
economies’ potential by leaping to the next 
stage of digital revolution.28 No doubt this is 
a huge opportunity. At the same time, it should 
be noted that as the region goes digital, its vul-
nerability to threats posed by cybercriminals will 
increase. Especially the criminals bent on financial 
gain. The challenge has to be regarded not only 

26 CSIS, McAfee, Economic Impact of Cybercrime – No 
Slowing Down, 2018, [online]: https://www.csis.org/
analysis/economic-impact-cybercrime.

27 Europol, Internet Organised Crime Threat Assessment, 
2018, p. 67, [online]: https://www.europol.europa.eu/sites/
default/files/documents/iocta2018.pdf. 

28 McKinsey, The rise of Digital Challengers, 2018, [online]: 
https://digitalchallengers.mckinsey.com.

through the lens of particular entities’ wellbeing 
but also from the perspective of the whole econ-
omy. To illustrate the problem, a single instance 
should suffice – research by the Gallagher com-
pany. Researchers concluded that around 57,000 
small and medium-sized UK enterprises are at 
risk of bankruptcy this year if they become vic-
tims of a cyberattack and would actually survive 
for less than a month.29 Because CEE companies30 
are going to rely ever more on ICT systems in their 
activities, similar problems will be equally pressing 
for them. Once we also realise that not only SMEs 
but also large businesses, often in critical infra-
structure sectors, are exposed, the issue starts 
to be even graver.

SUMMARY

The region’s countries, due to the circumstances 
surrounding them, should treat cybersecurity as 
their paramount concern. This chapter focused 
on the factors which determine the increased 
risk; other parts of the publication will analyse 
the untapped potential the region shows. Using 
this very potential is the key in transforming the 
existing difficulties into opportunities. To achieve 
that, first of all we must necessarily realise that the 
region’s and the countries’ cybersecurity impacts 
their strategic aims: economic development, 
national security, and each citizen’s wellbeing. As 
such, strategic, coordinated efforts by all states 
and their international partners are necessitate

29 Phil Muncaster, Over 50,000 UK SMEs Could 
Collapse Following Cyber-Attack, 2019, [online]: 
https://www.infosecurity-magazine.com/news/
over-50000-uk-smes-could-collapse. 

30 Which strongly determine the economic strength 
of a given country.
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ECONOMIC OUTLOOK 
OF THE 3S REGION
The USSR’s breakup in 1991 paved the way for 
Central and Eastern Europe to try other models 
of international integration, horizontal ones among 
them. Most of these newly formed or politically lib-
erated states acceded to the European Community 
and later the European Union between 2004 and 
2013. Overall, the region’s countries account for 
around 28% of the EU territory, 22% of its popula-
tion, but only 10% of the GDP it produces.31 Their 
differences notwithstanding, the countries share cer-
tain similarities and structural problems. Twelve 3S 
member states include three former Soviet repub-
lics, six former Warsaw Pact members, and two parts 
of erstwhile Yugoslavia. Not discounting all obvious 
national, linguistics, cultural, historical and other dis-
tinctions, we can notice that each of them (Austria 
excepted) followed the centrally planned economy 
model in the past. Economically, Austria exhibits 
little similarity to the other eleven states, belong-
ing among the affluent countries of “Old Europe” 
instead, but it should be noted that it has historic and 
geographic disposition, not to mention economic 
and infrastructural interests, to take part in the 3S 
Initiative. The rest of 3SI countries is sometimes clas-
sified as falling into the emerging markets category 
or places that grow fast, are attractive to investors, 
and offer a relatively high return of investment.32

According to SpotData, an analytics firm, the 
aggregated GDP of the region, amounting to EUR 
1.7 trillion in 2017, is going to reach ca EUR 2.3 
trillion in 2030.33 At the same time, the overall 

31 Visegrad Post, The Three Seas Initiative: Central and 
Eastern Europe takes charge of its own destiny, 2016, 
[online]: https://visegradpost.com/en/2016/08/28/the-
three-seas-initiative-central-and-eastern-europe-takes-
charge-of-its-own-destiny/.

32 Adam Zaremba, Quality Investing in CEE Emerging 
Markets, Business, Management and Communication, 2014, 
12(2), p. 176 [online]: https://journals.vgtu.lt/index.php/
BME/article/view/3504/2935.

33 SpotData, The Three Seas Initiative & Fund, 2019, 
pp. 1-7, [online]: http://orka.sejm.gov.pl/opinie8.nsf/na-
zwa/548_20190314/$file/548_20190314.pdf.

The presented in charts and tables in this 
chapter originated from the IMF World 
Economic Outlook Database April 2019.
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demand for widely understood infrastructure 
investment in the Three Seas region is going 
to be as much as ca EUR 1.15 trillion until 2030; 
for investment involving roads, railways, inland 
waterways, ports, airports, power and telecom-
munication lines, digitalisation – up to around 
EUR 530 billion. Infrastructure investments with 
transnational scope along can be worth up to EUR 
270 billion until 2030. The economic develop-
ment of twelve Initiative members is in keep-
ing with the wider context of CEE pan-regional 
growth, including the countries which are not EU 
members, for example Western Balkan states.

THE REGION’S MACROECONOMIC 
DATA

The economic development of the Three Seas 
Initiative (3SI) countries can be demonstrated 
by means of various macroeconomic indicators. 
In order to provide an introduction into regional 
macroeconomic developments, four key ten-
dencies will be presented – a) 2019–2024 GDP 
changes, b) Purchasing Power Parity-adjusted 
GDP changes per capita, c) projected population 
changes in 3S countries, and d) the ICT sector 
share in GDP and in total workforce.34 In order 
to facilitate data presentation via line graphs, 
3S countries were divided into two groups: 
group A (including Austria, Croatia, Czechia, 
Slovakia, and Slovenia), and group B (includ-
ing Bulgaria, Estonia, Hungary, Latvia, Lithuania, 
Poland, and Romania).35

A) GDP AND GDP PER CAPITA

The International Monetary Fund forecast pre-
dicts a growth of GDP in all Three Seas countries 
for the 2019–2024 period. The increase is going 
to be most visible in the case of large economies 

34 The penultimate indicator is based on population sizes in 
International Monetary Fund projections with the immigra-
tion variable included.

35 The division results from applying Ward’s method, 
also known as minimum variance clustering method, with 
Euclidean distance used in R language.

such as Austria, Czechia, and Bulgaria. It is going 
to be more modest in Estonia and Latvia (ca USD 12 
billion each), whereas the biggest economy, Poland, 
will experience the biggest nominal increase (ca 
USD 291 billion). The average GDP growth in the 
region is projected to be ca 2.4% per year in the 
years 2017–2030. OECD predicts a somewhat 
lower value, with an average growth of ca 2%.36

Source: IMF, 2019.

36 Ibidem.
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At the same time, all Three Seas countries will see 
a stable GDP per capita growth adjusted for PPP. 
The largest increase is to take place in Lithuania (ca 
12,000 international dollars), meanwhile the small-
est – in Bulgaria and Croatia (ca 7,700 intl. dollars).

Charts 3 and 4. 2019–2024 GDP per capita growth 
projections for 3S countries.

Source: IMF, 2019.

B) POPULATION

IMF demographic projections for the region are 
not positive. In fact every country except Austria 
will experience a substantial population decline. 
This fits in within societal ageing, which is going 
to affect 3SI states more than Western Europe.37 
In practice, it means that while 3S countries will 

37 Andreas Irmen, Anastasia Litina, Population Aging 
and Inventive Activity, CESifo Working Paper Series no. 
5841, 2016, p. 17, [online]: https://papers.ssrn.com/
sol3/Delivery.cfm/SSRN_ID2770423_code459177.
pdf?abstractid=2770423&mirid=1.

enjoy marked economic growth, their social capital 
will decrease. Ageing society also faces the prob-
lem related to a growing cohort of more economi-
cally dependent older people and a dwindling group 
of effective and innovative young citizens. The pro-
cess can intensify the existing structural problems 
with R&D sector underinvestment in38 3SI.

Charts 5 and 6. 2019–2050 population change
projections in 3S countries. 

Source: IMF, 2019.

The challenge that the region must rise to is 
effective overcoming of obstacles to its growth, 
including the population decrease and – in gen-
eral – ageing societies, which have been high-
lighted above. The 3SI is one attempt to overcome 
regional underachievement in innovation but also 
transport, energy, and infrastructure on the whole.

38 Monica Ioana Pop Silaghi, Diana Alexa, Cristina Jude, 
Cristian Litan, Do business and public sector research and 
development expenditures contribute to economic growth 
in Central and Eastern European Countries? A dynamic panel 
estimation, Economic Modelling, 2014, 36, p. 108, [online]: 
http://isiarticles.com/bundles/Article/pre/pdf/17628.pdf.
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Table 1. 2019–2050 demographic projections for 3S Countries.

Countries 2019 2020 2025 2030 2035 2040 2045 2050

Czechia 10 649 813 10 674 178 10 742 550 10 738 001 10 687 246 10 648 484 10 634 449 10 611 979

Croatia 4 078 848 4 054 406 3 931 639 3 833 236 3 739 478 3 635 856 3 523 223 3 403 390

Austria 8 858 795 8 908 676 9 150 110 9 364 680 9 535 718 9 666 339 9 767 951 9 836 451

Slovenia 2 080 925 2 083 676 2 087 779 2 079 967 2 068 389 2 056 567 2 043 836 2 024 248

Slovakia 5 450 435 5 455 848 5 458 909 5 420 101 5 347 841 5 264 291 5 179 305 5 087 967

Bulgaria 7 000 036 6 943 254 6 659 798 6 402 584 6 182 442 5 979 800 5 791 496 5 605 134

Estonia 1 323 082 1 326 601 1 331 040 1 319 301 1 301 295 1 284 836 1 268 614 1 250 961

Latvia 1 919 958 1 905 482 1 821 427 1 746 604 1 696 714 1 655 080 1 619 108 1 584 931

Lithuania 2 794 204 2 759 230 2 584 736 2 452 166 2 376 255 2 307 089 2 242 358 2 175 738

Hungary 9 757 968 9 739 030 9 634 674 9 520 613 9 396 034 9 271 789 9 158 631 9 041 782

Poland 37 972 841 37 968 244 37 810 482 37 397 916 36 821 234 36 174 048 35 513 097 34 861 135

Romania 19 401 655 19 282 488 18 624 968 18 063 702 17 735 220 17 409 228 17 084 433 16 735 514

Source: IMF, 2019.

C) ICT AND CYBERSECURITY SECTOR

Eurostat data show that ICT’s percentage share 
in the whole economy has not necessarily grown 
over the last five years in dynamically develop-
ing 3SI economies (last data from 2016), as the 
number decreased in Czechia, Estonia, Poland, 
and Slovakia. In the same time, however, the 
share of ICT employees in the economy grew 
in the whole 3S region (except in Hungary). 
In consequence, the data suggest a growing gen-
eral importance of the ICT sector in 3S states. 
This view is reflected in the Kosciuszko Institute 
report The Digital Three Seas Initiative. Mapping 

the Challenges to Overcome, which presents the 
region’s economic progress in a detailed way. 
Growing ICT sector employment was recorded 
in all 3S countries,39 Estonia being the beneficiary 
of the strongest growth. Percentage-wise, ICT 
employees grew from 1.9% in 1997 to 4.8% 
in 2017 of total workforce.40

39 Data for 1997 in Poland is lacking.

40 Agnieszka Konkel, Marta Przywała (Eds.). 2018. The 
Digital 3 Seas Initiative. Mapping the challenges to over-
come, The Kosciuszko Institute, p. 17, [online]: https://ik.org.
pl/wp-content/uploads/digital3seas_initiative_roadmap_re-
port_2018.pdf, p. 17. 
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Table 2. The ratio of the ICT sector and GDP produced in 2011 and 2016 and the ratio of workers 
employed in ICT and total workforce in 2011 and 2016.

Percentage of the ICT sector in GDP Percentage of the ICT personnel in total 
employment

2011 2016 2011 2016

Bulgaria 4.64 5.43 1.89 2.59

Czechia 4.38 4.29 2.79 2.96

Estonia 5.04 4.91 3.33 3.69

Croatia 4.05 4.22 1.93 2.34

Latvia 3.3 4.61 2.15 3.59

Lithuania 2.43 2.96 1.88 2.48

Hungary 5.96 5.79 3.69 3.51

Austria 3.25 3.47 2.31 2.55

Poland 3.27 3.22 1.76 2.29

Romania 3.1 3.55 1.66 2.27

Slovenia 3.49 3.6 2.34 2.64

Slovakia 4.48 3.99 2.85 3.04

Source: Eurostat, 2019. CEE ICT market business opportunities

 

Countries

Infrastructure Software Services

0

2000

4000

6000

8000

10000

12000

14000

CZ HU PL RO Other CEE
countries

U
SD

 m
ili

on
 a

t c
on

st
an

t c
ur

re
nc

y,
 2

01
8

6595

3635

12536

3363

7720

Chart 7.  ICT market in selected 3S countries.

Source: IDC CEMA Regional Black Book Q418.



39

SECURING THE DIGITAL DNA 
THE THREE SEAS REGION 

Source: IDC CEMA Regional Black Book Q418.
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EXPERT’S COMMENTARY: 

The Polish market, the first largest market in the Region has seen strong investment growth in secu-
rity solutions in the last few years. The Czech market is, to date, the most mature in terms of security 
services adoption. Organizations across the region are in the midst of digital transformation (DX) ini-
tiatives and need to adapt their processes and security as they roll out new systems and infrastruc-
ture. This is a challenge for many companies. As attack surfaces and complexity increase, IT and secu-
rity teams are constrained by budgets and resources. Consequently, many organizations depend on 
security vendors and their channel partners to ensure that the security solutions they invest in are 
correctly deployed, optimized, and integrated with the existing infrastructure.

Cloud is set to have a significant impact on DX. However, companies are concerned about losing con-
trol of their data in the move from on-premises infrastructure to cloud. Complexity is also an issue: 
Having a multi-cloud architecture means securing a multi-cloud architecture. Organizations develop 
a multilayered strategy that makes use of technologies that secure both applications and data.

Wiktor Markiewicz, IDC Polska, Senior Research Analyst
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ECONOMIC ASPECT OF 3SI

In 2015 Poland’s President Andrzej Duda and 
Croatia’s President Kolinda Grabar-Kitarović com-
menced 3SI as an informal forum of Central and 
Eastern Europe heads of states. The very next 
year, twelve EU members signed a Joint Statement 
in Dubrovnik, Croatia, setting out the aims of the 
Initiative. Its key goal is to stimulate economic 
growth through strengthened integration and 
through market interconnection by such means as 
development of transportation, energy and digi-
tal communication infrastructures. Infrastructure 
development aligns with the overarching idea 
of economic convergence between Central-
Eastern and Western Europe; it seems noteworthy 
to add that the main thrust of efforts to interlink 
the two regions in terms of infrastructure have, 

since the end of the Cold War, focused on the 
East-West axis.41 In the opinion of 3S states, the 
time has come to offset this tendency by investing 
in the North-South axis, which should translate 
to more harmonious economic growth and inter-
national intraregional trade increase. A significant 
feature of the Initiative is that it relies on exist-
ing European mechanisms, primarily on the cohe-
sion policy and its financial instruments as well as 
Euro-Atlantic and other, including private, funding 
sources. This means it is oriented to attract exter-
nal capital and aims to intensify international trade 
in the extra-regional dimension (including with 
Western Europe and in the transatlantic area). 

41 Polandin, Explainer: The Three Seas Initiative, 
2019, [online]: https://polandin.com/39043636/
explainer-the-three-seas-initiative.



41

SECURING THE DIGITAL DNA 
THE THREE SEAS REGION 

It thus seems well grounded to postulate that the 
economic convergence plan for 3S countries is 
of a holistic and multidimensional nature, which 
makes it unique against the backdrop of other 
regional initiatives such as the Visegrad Group 
or the 17+1 group associated with the Belt and 
Road Initiative.

Infrastructural and economic dimensions of 3SI 
developed as consequences of summits attended 
by heads of states and culminated with Joint 
Statements.42 Four summits were held since 3SI 
was established – in Dubrovnik (2016), Warsaw 
(2017), Bucharest (2018), and Ljubljana (2019). 
With regard to the economy, 3SI countries pointed 
to the crucial “importance of [better mutual] con-
necting … economies and infrastructure from 
North to South”43 in Dubrovnik summit already. At 
the same time, they stressed how important the 3S 
region was in implementing the principles of the 
European Single Market, related to the signifi-
cance of using EU funds for 3S economic develop-
ment, such as the Connecting Europe Facility and 
the European Structural and Investment Funds (i.e. 
European Regional Development Fund, European 
Social Fund, Cohesion Fund, European Agricultural 
Fund for Rural Development, European Maritime 
and Fisheries Fund). Another summit took place 
in Warsaw in 2017; it gave rise to 3 Seas Business 
Forum, which gathers representatives of the pri-
vate sector. Thus, apart from the international 
dimension, the other key element of economic 
cooperation within 3SI began to take shape. 
Afterwards, the 2018 Bucharest Joint Statement 
underscored the importance of collaboration 
between organs of local self-governments. At the 
same time, the 3SI Network of National Chambers 
of Commerce, set up in Bucharest, was welcomed. 

42 The forum is informal, with only some elements of an 
organised structure (e.g. soft law as the basis, creation of a 
fund, presence of associated bodies, namely the Network of 
Chambers of Commerce). 

43 Three Seas Initiative Member States, The Joint Statement 
on the Three Seas Initiative (the Dubrovnik Statement), 
2016, [online]: http://three-seas.eu/wp-content/up-
loads/2018/06/DUBROVNIK.pdf.

The dynamic above indicates that 3SI has gained 
new impetus evolving from a purely intergov-
ernmental initiative to one involving local and 
regional authorities, chambers of commerce and 
the private sector, which seems to be a crucial 
process for the possibility to generate added value 
for the economies in ongoing 3SI projects. To this 
end, the list of Priority Interconnection Projects44 
was passed at the Bucharest summit in order 
to facilitate a transnational cooperation. To co-fi-
nance them, a letter of intent that indicates the 
need to create a separate financial instrument, 3 
Seas Investment Fund, was signed. The last sum-
mit to date, in Ljubljana in 2019, ended in endors-
ing the first report on the development of joint ini-
tiatives. The report contains a summary overview 
of ongoing infrastructure projects from the priority 
list. According to it, the majority of projects under 
way are bilateral and multilateral international 
transport initiatives, 13 and 11 such endeav-
ours respectively (among 48 projects in total). 
It is worthy of note that as per the report 10 pro-
jects are considered digital infrastructure-related, 
with marked predominance of multilateral over 
bilateral projects (ratio of 8 to 2). This means the 
region’s countries are far more interested in using 
3S to create broad, multinational projects than 
in developing infrastructures in a narrower, two-
party relation. Despite the multinational approach 
dominating among energy and transportation pro-
jects as well, in neither pillar is the multilateral 
structure so widespread.

Nevertheless, the favourable opinion on the 
announced digital projects as a whole has to be 
modified when confronted with the data on status, 
that is the progress recorded in their implementa-
tion. Only four were marked as subject to tangible 
actions (truth be told, unspecified in the report), 
whereas a significant progress was achieved only 

44 Three Seas Initiative Member States, The Three Seas 
Initiative. Priority Interconnection Projects, 2018, [online]: 
http://three-seas.eu/wp-content/uploads/2018/09/LIST-
OF-PRIORITY-INTERCONNECTION-PROJECTS-2018.pdf. 
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in the case of one project.45 What might also be 
a cause for worry is that no digital project has 
actually been given the flagship status comparable 
to international initiatives which are part of clas-
sic transport infrastructure such as the interna-
tional Thessaloniki-Klaipeda route (Via Carpathia), 
the Baltic-Adriatic corridor, or the Tallinn-Warsaw 
expressway (Via Baltica), which along with the 
Rail Baltica line is going to form a trans-Euro-
pean transport corridor to improve the connec-
tion between the Baltic States and Central Europe. 
The latest event, which occurred on 4 September 
2019, was the letter of intent signed by presidents 
of stock exchanges in Croatia, Czechia, Hungary, 
Poland, Romania, Slovakia, and Slovenia regarding 
the inception of a joint share index. The new index 
portfolio, called CEEplus, will include over 100 
joint-stock companies from the participating 3SI 
countries. CEEplus goal is to increase the region’s 
investment attractiveness and to harmonise coop-
eration through simplifying cross-border invest-
ment flow.46 It is worth noting that stock exchange 
presidents’ initiative boosts the abovementioned 
tendency concerning the institutional and eco-
nomic development of 3SI that goes beyond meet-
ings between heads of states.

SUMMARY

European Union member states from Central 
and Eastern Europe are notable for their strong 
development potential and relatively fast-grow-
ing economies, on the one hand, and the ballast 
of years-long infrastructural underinvestment 
as well as the preponderance of West-East road, 
rail, air links versus North-South, on the other. 
Faced with favourable political conditions and 

45 Business Forum, Priority Interconnection Projects. 2019 
Status Report, 2019, pp. 1-4, [online]: https://irp-cdn.mul-
tiscreensite.com/1805a6e8/files/uploaded/Priority%20
Interconnection%20Projects%20-%202019%20Status%20
Report.pdf.

46 Forsal.pl, Powstanie indeks Trójmorza. GPW i 6 giełd 
regionu szykują CEEplus, 2019, [online]: https://forsal.pl/
finanse/gielda/artykuly/1428603,ceeplus-powstanie-in-
deks-trojmorza-gpw-i-6-gield-regionu-szykuja-ceeplus.html. 

political-economic support from the EU and the 
US, 3S states have decided to maximise regional 
integration to speed up their economic develop-
ment. Using economic cooperation and harmo-
nised improvement of transport, energy and dig-
ital communication infrastructures, 3S countries 
are aiming to increase convergence with Western 
Europe. Steady and comparatively rapid eco-
nomic growth in the region, seen since 1990s, 
is reflected in gradually increasing importance 
and share of the digital sector in 3SI economies. 
However, the process is occurring against the 
background of adverse demographic changes that 
involve nearly all countries under discussion. At 
a time of ageing societies and diminishing social 
capital, it is of the essence to achieve synergy by 
coordinating 3S countries’ actions, increasing the 
region’s integration through building a network 
of infrastructure connections, and, as a result, 
empowering the 3S countries in the European and 
global arenas.

As the notion of 3SI harmonisation goes from 
strength to strength, hopefully the concerted 
efforts of these states will also try to grapple 
with other regional problems, including demog-
raphy. The issue is particularly important in the 
context of maintaining favourable conditions for 
continuous fast economic development in 3SI. As 
of today, the Initiative itself helped 3SI prove that 
the problems and challenges it is facing can in fact 
be addressed from the region’s own perspective 
and by its own agency, while its actions stay spir-
ited and complementary to the wider European 
integration within the EU and the transatlan-
tic community.
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SOCIAL DETERMINANTS 
OF THREE SEAS 
COUNTRIES’ 
CYBERSECURITY LEVELS
The cybersecurity environment is formed, among 
others, by people as well as by their actions, 
knowledge, and skill sets. Social factors, related 
to education, human capital, and the reception 
of leading-edge digital solutions also determine the 
current and future cybersecurity potential of the 
12 states in the Three Seas Initiative (3SI) and the 
whole Three Seas (3S) region. On account of the 
Initiative’s synergistic interaction with European 
Single Market creation, the majority of statistics 
refer to the EU-28 average as a benchmark.

EDUCATION

3S countries are now going through a dynamic 
digitalisation process, which translates to a need 
to build an effective cybersecurity system, which 
encompass typical Internet users with their knowl-
edge and digital skills, so as to, among others, fight 
manifold and endlessly evolving threats. This fact 
necessitates education reforms that should take 
into account relevant digital competences at each 
education level. Professional industries, even those 
unassociated with ICT, are or will be going through 
digital transformation as well, in the form of imple-
menting a computer-based work system or storing 
and sharing files in the cloud. To attain a balance 
between investment in old-style manufacture and 
current market demands, it is necessary to ensure 
a systemic support for digital education whether 
it manifests as staff retraining or senior citizen 
courses, since the digital gap leads to social exclu-
sion. Meanwhile, to answer the labour market prob-
lem, global in scope, related to a shortage of qual-
ified employees with STEM (science, technology, 
engineering, mathematics) skills, education of ICT 
experts and professionals in sufficient numbers 
needs to be given systemic support.
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To begin with, it is worthwhile to examine how 3S 
higher education – the crucial segment in develop-
ing the economic and innovative potential and dig-
italisation processes – is addressing the problem 
of ICT and STEM workforce shortage and what are 
the educational proportions between these pro-
fessionals and those from other fields.

As can be inferred from the figures, only Estonia 
exceeds the EU average (in proportion to other 
fields) with its percentage of graduates in dig-
ital skills and ICT sector-related subjects. In fact, 
Estonia is also the country that employs the high-
est percentage of ICT specialists (see Table 3). 
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EU 9 11 34.1 11 14.8 13.7 3.7 1.7 1.2

Austria 12.2 7.5 33.1 9.8 20.5 7.3 7.8 1.6 0.1

Bulgaria 8.8 7.1 49 6.3 13.4 7.3 6.5 1.7 0

Croatia 6 8.9 38.8 9.2 16 9.8 7.2 4 0

Czechia 9.8 8 30.9 9.1 14.9 10.8 6.9 3.2 6.4

Estonia 17.6 12.5 32.8 13.3 14.2 11.7 6.1 1.8 0

Hungary 16.6 9.7 33.2 8.5 14.3 8.3 4.8 3.2 1.3

Latvia 7.4 7.8 40.3 8 12.6 14.3 7.9 1.9 0

Lithuania 6.5 8.6 42.1 6.3 17.5 14.2 2.4 2.2 0

Poland 13.6 7.2 34.8 7.2 15.6 12.8 7.3 1.5 0

Romania 14.2 9.8 37.5 10.6 18.1 10.3 5.5 4 0

Slovakia 13.1 7.5 32.2 8.7 12.4 17.8 6 2.3 0

Slovenia 11.2 10.5 34.7 8.1 17 8.4 7.4 2.8 0

Table 3. Higher education graduates (% of the total number of graduates).

Source: Eurostat, Number of tertiary education graduates by field, 2016.
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At the other extreme are Bulgaria, Lithuania, and 
Poland, which educate far fewer professionals 
with advanced IT skills. What seems interesting 
in this context is that the percentage of companies 
which in 2017 reported difficulties in hiring quali-
fied employees was the lowest in Poland (37%), 
Lithuania (40%), and Bulgaria (42%),47 and the num-
ber of ICT businesses in the said countries is grow-
ing (in the 2011–2015 period by 33.6% in Bulgaria, 
40% in Poland, as much as 107.2% in Lithuania). 
Within 3S, a surprisingly high result has been 
achieved by Romania, where – a well-developed 

47 Eurostat, Enterprises that had hard-to-fill vacancies for 
ICT specialists, 2017, [online]: https://ec.europa.eu/eurostat/
statistics-explained/index.php/ICT_specialists_-_statistics_
on_hard-to-fill_vacancies_in_enterprises.

agriculture, forestry, and fisheries sector as well 
as one of the lowest percentages of people with 
basic digital skills notwithstanding – the percentage 
of ICT specialists is (proportionally to other fields) 
second only to Estonia.

The statistics for technical fields such as engineer-
ing, manufacturing, and construction paint a much 
more encouraging picture for the region. Six 3S 
states can boast a proportionally higher graduate 
percentage in this respect than the average for 
the EU is. Austria has a very good result (third best 
in the EU), but due to its stage of development this 
country challenges sweeping generalisations valid 
for the region (both in terms of the country’s his-
tory and its economic indicators).
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The data shows the ratio of ICT and STEM graduates 
in the whole composition of tertiary education grad-
uates in a given state. If we take a look at the sheer 
numbers, without the percentage values in terms 
of all graduates or the whole populations and so 
forth, it turns out that in 2016 most ICT degree hold-
ers graduated from the Polish universities (35,300 
people), which accounts for almost 7% of EU ICT 
graduates and puts Poland in the fifth place EU-wide. 
Ranked this way, Poland is notably ahead of the 
other 11 3S countries, as the next countries with the 
highest graduate numbers are: Romania – 12,900, 
Czechia – 8,300, Austria – 8,200, and Hungary – 
5,800. Figures for STEM graduates in the region fol-
low a similar trajectory: Poland – 76,200 (almost 11% 
of graduates throughout the EU), Romania – 22,100, 
Austria – 17,100, Czechia – 13,500, Hungary – 9,700.

It should also be noted that in recent years the per-
centage of 3S university-level graduates who com-
plete STEM education has grown. Besides age, gen-
der is also an important element of broadening the 
IT labour market by educating a balanced work-
force in this field. 

Source: Eurostat, Number of students graduating 
from tertiary education in science, mathematics, 
computing, engineering, manufacturing, and 
construction, 2016.

In 2016, over a half of all EU-28 graduates were 
women (57.6%).48 Analysing the rates in STEM for 
particular countries is a worthwhile exercise.

The data presented in the table 1 shows that almost 
twice as many men as women graduated from STEM 
courses in the EU in 2016, with the largest difference 
among all EU countries observed in Austria (over 2.5 
times more males than females). In 3S, more positive 
results can be noted for Poland or Romania, where 
ca 40% of STEM degree holders are women. A gen-
der-parity-approaching share of women in the ICT 
sector is important as the disproportion makes full 
use of the potential offered by the industry impos-
sible. Efforts to encourage women to continue their 
STEM education and to promote equal opportuni-
ties from the earliest years of life can not only erase 
this difference and balance the digital ecosystem but 
also become an effective means to reduce the deficit 
of IT-skilled professionals.

Chart 9. Differences between the number 
of female and male higher education STEM 
graduates (in a 1000 people aged 20–29).

48 Eurostat, Tertiary education statistics, 2016, [online]: 
https://ec.europa.eu/eurostat/statistics-explained/index.
php?title=Tertiary_education_statistics#Participation_of_
men_and_women_in_tertiary_education.
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In the context of a job-market-tailored educa-
tion, challenges related to the automation pro-
cess are worth noting. Although the concerns 
about replacing vast masses of employees in the 
course of digital automation, robotisation, and 
artificial intelligence are not unfounded (it is esti-
mated by 2025 such processes will have lowered 
the number of job posts by 75 million), this tech-
nological progress is going to generate brand-new 
jobs which technology won’t be able to replace 
for a long time. What is meant here are the occu-
pations that require social skills connected with 
managing people or implementing knowledge, 
the demand for which will have generated around 
133 million new positions by 2025 (digital cultural 
commentator, ethical technology advocate, human 
body designer, IoT data creative, personal content 
creator, space tour guide, sustainable power inno-
vator, freelance biohacker, virtual habitat designer 
among them).49 That is precisely why education 
system architects in various countries, 3S region 
included, should take into consideration future 
labour market forecasts in their reforms for the 
years to come. Education programme analysis for 
technology-related university curricula in the 3S 
tends to show that an interdisciplinary approach 
which involves an actual fusion of technical 
knowledge and abilities with social competences 
is still rare. A solution might be what such institu-
tions as the best US universities are introducing, 
that is diplomas that incorporate double-barrelled 
degrees, e.g. data science and philosophy, IT and 
economics, or robotics and psychology.

DIGITAL SKILLS

Each year, the European Commission prepares 
the Digital Economy and Society Index (DESI) 
to present what progress EU states have achieved 
in their digitalisation efforts. The index is calcu-
lated on the grounds of statistical data aggregated 

49 Agnieszka Konkel, Marta Przywała (Eds.), The Digital 3 
Seas Initiative. Mapping the challenges to overcome. The 
Kosciuszko Institute, 2018, p. 39, [online]: https://ik.org.pl/
wp-content/uploads/digital3seas_initiative_roadmap_re-
port_2018.pdf.

in five categories. One of them is human capital, 
which according to the Commission’s definition 
measures society’s ability to advance the overall digi-
talisation level in a country, following two criteria:

• Internet users’ abilities calculated on the basis 
of the number and complexity of activities 
done with digital devices and/or Internet; and

• advanced digital skills and growth opportu-
nities understood as combining the results 
of professionals’ employment levels and ICT 
graduates’ numbers.50

Chart 10. Digital human capital in 3S states.

Source: European Commission, The Digital 
Economy and Society Index, 2019.

DESI statistics for 2019 show 3SI countries to be 
widely spread. The 3S country that has obtained 
one of the best results in this regard, not only 
in the region but also among all the EU-28 states, 
is Estonia, placing fourth, while the other 3SI 
country that has found itself above the EU average 
is Austria (the eight place). The rest of the ranking 
is much less optimistic and distinctly shows how 
large the differences between state-wide human 
capitals are, as the chart below demonstrates. 
According to DESI 2019 data, Estonia owns human 
capital over twice as large in terms of digitalisation 
as Bulgaria, which is placed last. Moreover, merely 
two states out of 12 have reached a number that is 

50 European Commission, Human Capital. Digital Inclusion 
and Skills. Digital Economy and Society Index Report 2019, 
2019, p. 7, [online]: https://ec.europa.eu/newsroom/dae/
document.cfm?doc_id=59976.
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above EU average, and as the whole index makes 
clear, Romania along with Bulgaria are placed last 
in the category among not only 3S states but also 
the EU as a whole.

The average citizen of a 3S country conspicuously 
lacks knowledge and competences concerning 
basic network activities. As the Eurostat statis-
tics show, in 2017 as much as 43% of EU popu-
lation failed to have adequate digital skills, and 
17% had none whatsoever.51 Just two 3S coun-
tries were below the EU average for the num-
ber of people who declare lack of digital skills or 
Internet non-use – Estonia and Austria (ninth 
and tenth place for the whole EU, respectively) – 
while Romanian and Bulgarian residents where at 
the other extreme (second-last and last place).52 
Interestingly, according to the 2011 Eurostat 
data, among all 3S states it is in Bulgaria where 
the lowest percentage of employees declared lack 
of digital skills sufficient for a job change within 
one year,53 and in the data regarding the number 
of Internet users who possess basic or above-basic 
digital skills (as assessed in four categories: infor-
mation, communication, content creation, and 
problem solving) it was in Romania and Bulgaria 
where the percentage was the smallest.54 The indi-
cators are strongly related to the education levels 
and the share of agriculture in a country’s economy 
– the lower the education and the more people 
employed in agriculture, the lower the rated num-
ber of digitally educated or Internet-using citizens. 
It is worth noting that Romania and Bulgaria are 
countries where agriculture, forestry, and fisheries 
are among the most developed sectors and employ 

51 Ibidem, p. 5.

52 Ibidem

53 European Commission, Digital Scoreboard: workers 
who judge their current ICT skills insufficient for changing 
job within a year, 2011, [online]: https://digital-agenda-da-
ta.eu/datasets/digital_agenda_scoreboard_key_indicators/
indicators.

54 European Commission, Digital Scoreboard: 
Individuals with basic or above basic digital skills, 
2017, [online]: https://digital-agenda-data.eu/datasets/
digital_agenda_scoreboard_key_indicators/indicators. 
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the largest number of workers (in 2017, 23.7% and 
18.9% of the whole employed population, respec-
tively, whereas the EU average is 4.5%). Likewise, 
it is in these two states out of the 3S area where 
the most people (in Bulgaria, the most in all of EU) 
have never used the Internet (16.1% of workforce 
in Bulgaria and 12.8% in Romania).55

In 3S countries, much like in the EU, the fraction 
of men who have at least basic digital skills sur-
passes that of women. Among Internet users, 
in a few states – Austria, Estonia, Slovakia, 
Lithuania – basic digital skills are more common 
than the EU-28 average. The data reflects the 
3S potential in terms of above-basic digital skills, 
since the target group in Austria (41.2%), Lithuania 
(41.1%), Slovakia (40.5%), Estonia (39.5%), and 
Slovenia (37.6%) has had higher digital com-
petences than the average EU citizen.56The 3S 
region enjoys a pool of supremely talented pro-
grammers who are educated at a truly high level 
from an early age. One argument to confirm this 
assertion is amount of success 3S representatives 
achieve in International Olympiads in Informatics 
(IOIs), the annual algorithmic-coding competi-
tion dedicated to secondary-school students. 
The country that places right behind China in the 
medal ranking up to 2019 is Poland with 40 gold, 
41 silver, and 31 bronze medals altogether (112 
in total).57 Four other 3SI countries also placed 
in the first ten: Romania (ranked third) – 111 med-
als, Bulgaria (ranked fourth) – 108, and Slovakia 
(ranked tenth along with Taiwan) – 97. Thus, the 
3S states are almost half of the ten world coun-
tries where the most talented young program-
mers are taught. The skills of Polish coders are 

55 European Commission, Digital Agenda Scoreboard 
key indicators, 2018, [online]: https://digital-agenda-da-
ta.eu/datasets/digital_agenda_scoreboard_key_indicators/
indicators.

56 European Commission, Digital Agenda Scoreboard: 
Digital Skills Indicator, level: above basic, 2017, [on-
line]: https://digital-agenda-data.eu/datasets/
digital_agenda_scoreboard_key_indicators/indicators.

57 International Olympiad in Informatics, Statistics by 
countries, 2019, [online]: https://stats.ioinformatics.org/
countries/.

also borne by the fact that the 2018 Hackers Rank 
puts them at third place behind China and Russia 
in the best programmers’ ranking. Other countries 
to take prominent places in the list are Hungary 
(ranked fifth), Czechia (ranked ninth), Bulgaria 
(ranked twelfth), and Romania (ranked twentieth).

LABOUR MARKET

ICT professionals are currently being hired in every 
sector of the economy. In 2018, 20% of all EU 
companies employed ICT specialists.58 At the 
same time, EU members struggle with a shortage 
of IT workforce – in 2018 53% of employers found 
it difficult to fill their vacancies; what is worse, the 
percentage has been systematically growing since 
2015.59 The thorny issue has been the most com-
mon in two 3S states – Czechia (79%) and Austria 
(78%).60 Among Three Seas countries with the larg-
est number of companies with such difficulties, the 
subsequent places were taken by Slovenia (65%),61 
Slovakia (60%), and Hungary (60%), while the 
problem has been mentioned the least in Poland 
(37%), Lithuania (40%), and Bulgaria (42%).62

According to the Eurostat data published in 2017, 
the 3S region enjoys an increased employment 
in the ICT sector, which is an engine of growth for 
the digital economy.

58 Eurostat, ICT specialists - statistics on hard-to-fill va-
cancies in enterprises, 2017, [online]: https://ec.europa.eu/
eurostat/statistics-explained/index.php/ICT_specialists_-_
statistics_on_hard-to-fill_vacancies_in_enterprises#Employ-
ment_and_recruitment_of_ICT_specialists.

59 European Commission, Digital Scoreboard: Enterprises 
reporting hard-to-fill vacancies for jobs requiring ICT spe-
cialist skills, 2018, [online]:

60 Ibidem.

61 Agnieszka Konkel, Marta Przywała (Eds.), The Digital 3 
Seas Initiative. Mapping the challenges to overcome, op. cit. 
p. 33.

62 European Commission, Digital Scoreboard: Enterprises 
reporting hard-to-fill vacancies for jobs requiring ICT spe-
cialist skills, op. cit.
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Table 4. Employment in the ICT sector (% of the 
total employment).

Country 2008 2018 difference

EU 2.8 3.9 1.1

Austria 3.2 4.5 1.3

Bulgaria 1.1 3.0 1.9

Croatia 2.2 3.5 1.3

Czechia 4.1 4.1 0

Estonia 3,5 5.7 2.2

Hungary 4.2 3.7 -0.5

Latvia 1.3 1.7 0.4

Lithuania 1.9 2.7 0.8

Poland 2.8 3.0 0.2

Romania 1.9 2.2 0.3

Slovakia 3.3 3.2 -0.1

Slovenia 3.6 4.0 0.4

Source: Eurostat, Employed ICT specialist – total, 2018.

Once again what should be underscored is the case 
of Estonia, the leader in ICT sector employment 
surge with 2.2 percentage points from 3.5 in 2008 
to 5.7 in 2018. This achievement has resulted from 
such factors as the chance to quickly and simply 
set up a business there using online means, open 
to other countries’ citizens too. This is a clear exam-
ple of direct positive effects, including tax revenue 
in this case, that stem from making the national law 
comply with global digital market demands.

In its Digital Economy Outlook 2017, a report that 
analyses the world economies’ digital progression, 
the Organisation for Economic Co-operation and 
Development (OECD) examined the ICT workers’ 
employment rate. In light of their duties, OECD 
divided such employees into five basic categories:

• ICT service managers,

• electrotechnology engineers,

• ICT professionals,

• ICT technicians,

• electronics and telecom installers 
and repairers.

In most 3S countries, the commonest are ICT pro-
fessionals, that is specialists who are responsible 
for research, provide expertise, test and improve 
the functioning of IT systems etc., while the least 
numerous are those who are charged with the 
technical side of telecom hardware – its installa-
tion, configuration, servicing.

DIGITALISATION IN SOCIAL 
RECEPTION

Going digital, with its complex implications for the 
economy, does also influence typical citizens, who 
determine how intense the transformation is for the 
whole country by their ease in and willingness for 
using digital solutions. The degree to which 3S socie-
ties are adopting e-services should thus be explored. 
The simplest measure to assess social reception 
of digital technologies is the household Internet 
access rate, which in 3S countries looks as follows:

Chart 11. Households in 3SI countries with Internet 
access (% of total).

Source: European Commission, Digital Agenda 
Scoreboard key indicators, 2018.
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The three reasons for Internet non-access that EU 
citizens mention most often are:

• lack of interest or need to use the Internet 
(46%),

• insufficient skills to use web resources (43%),

• cost-related barriers (32%).

The frequency percentages for these answers are 
averaged over the whole EU, with the incidence 
of reasons differing on a country-to-country basis. 
For instance only 8% of Danes point to cost-re-
lated barriers to owning a home Internet connec-
tion, even as the same answer is given by 57% 
of those surveyed in Croatia and Bulgaria. On the 
other hand, in four years (2013–2017) the larg-
est rise was that of people citing insufficient dig-
ital skills as holding back their Internet access (see 
subchapter “Digital skills”).

The figures for 3S population share of social net-
working site users seem interesting, as according 
to them in seven 3SI countries (Hungary, Romania, 
Latvia, Estonia, Slovakia, Lithuania, Croatia) the 
percentage is above the EU average. This means 
that – despite the lower number of households 
with Internet access, the higher percentage 
of people who have never used the Internet, and 
especially the lower population-wide digital skills 
– in most 3S countries social-media participation 
is remarkably increased (its displays are account 
creation, message sending, and other social net-
working activities).63 Such a situation gives rise 
to a number of challenges related to possible 
malicious uses of cyberspace. People with lim-
ited digital skills, who are neither aware of basic 
cyberthreats nor knowledgeable enough to react 
appropriately when attacked, seem to be vulnera-
ble to such schemes as fake news being spread or 
social engineering used in attacks.

Another important element of digital society par-
ticipation is to make use of online banking. The per-
centage of its users in 3S countries is higher than 

63 Ibidem.

EU average in five states: Estonia, Latvia, Czechia, 
Lithuania, and Austria.64 Once again Romania and 
Bulgaria place last, with one person out of ten 
(in some regions of both countries as little as one 
in fifty) using such services in 2017. Notably, how-
ever, the gap separating them from the third-to-
last country, Hungary, is as large as 42.3 and 42.88 
percentage points. There is also a corresponding 
gulf between Romania and Bulgaria and all other 
EU states, as they trail the next country, Greece, 
by over 20 percentage points. Obviously, this state 
of affairs is closely tied to both countries placing last 
in rankings of digitally skilled people and Internet-
enabled households as well as to the importance 
of the agricultural sector in their economies.

Chart 12. Online banking (% of workforce 
in a population).

Source: European Commission, Digital Agenda 
Scoreboard key indicators, 2018.

As far as cloud computing is concerned, 3S citi-
zens store their documents, pictures, music, video, 
and other files in the cloud to a much lesser extent 
than the average EU citizen. Merely two coun-
tries exceed the Union’s average (Hungary besides 
Estonia). Interestingly, the 3SI country whose citi-
zenry uses online data storage the least is Poland, 
which places last, in fact, among all EU states.65

64 Ibidem.

65 Ibidem.
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Chart 13. Storing files online (% of workforce 
in a population).

Source: European Commission, Digital Scoreboard: 
Used internet storage space to save documents, 
pictures, music, video or other files, 2018.

In the European Union, cloud-based data stor-
age can result in cloud computing market value 
rising from EUR 9.5 billion in 2013 to EUR 44.8 
billion in 2020, as access to scaleable, shareable, 
and flexible computing resource pool radically 
reduces IT infrastructure costs, including hard-
ware, data, or software.66 Consequently, take-up 
increase for this technology among 3S states is 
vital in leading to a market competitiveness rise 
via cost optimisation.

3S countries fare much better in terms of using 
other Internet services, that is calls and video calls. 
The majority of their citizens (in Latvia, Bulgaria, 
Croatia, Lithuania, Hungary, Estonia, Slovenia, and 
Czechia) use these solutions more frequently than 
the average EU resident.67 This outcome likely cor-
relates to many other variables, emigration rate for 
instance, yet in the context of the present analysis 
the incontrovertible fact remains that 3SI citizens 
take the opportunities offered by modern technol-
ogies, sometimes to a higher degree than Western 
Europeans do.

66 Agnieszka Konkel, Marta Przywała (Eds.). 2018. The 
Digital 3 Seas Initiative. Mapping the challenges to over-
come. The Kosciuszko Institute, 

67 Ibidem.

E-GOVERNMENT

Throughout 3S, Austria offers the biggest number 
of e-administration services, taking second place 
in the whole EU. Estonia, Lithuania, Latvia, and 
Slovenia citizenries are also able to deal with more 
issues than the EU-28 e-administration average 
with regard to establishing a business, formalities 
for starting and stopping work, higher education, 
obligatory company-related activities, address 
change, car purchase and ownership, small-claims 
procedures and the like. Apart from availability, 
it is worth investigating whether 3S citizens actu-
ally use the convenience offered by state admin-
istrators. Against the backdrop of EU average, 
e-services are used more often in 3S by: Estonians, 
Latvians, Austrians, Hungarians, Slovenians, 
Lithuanians, and Slovakians, in proportion 
to the number of available e-administration ser-
vices in these countries. Compared with two 
nations that score last in this ranking, Bulgarians 
and Romanians, the percentage of Estonian cit-
izens who choose to complete the formalities 
online is over two-and-a-half times and over six 
times higher, respectively.

Chart 14. E-administration service availability68 
(on a scale of 0 to 100).

Source: European Commission, Digital Agenda 
Scoreboard key indicators, 2018.

68 Please note: the original data comes from the 
Commission’s E-Gov’s Online service completion indicator 
and was collected and collated in 2015.
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Chart 15. E-administration service use 
(% of Internet users).

Source: European Commission, Digital Agenda 
Scoreboard key indicators, 2018.

SUMMARY

Broad access to information technologies and 
large digital-related social capital is a self-evident 
driver of the region’s productivity and compet-
itive edge. In this regard, the Three Seas coun-
tries possess both strong suits, perhaps even 
unique on a world scale, and those that distance 
them from Western Europe. No doubt what sets 
3S apart is its exceptionally talented programmer 
workforce, dynamically growing ICT sector with 
the resulting considerable growth of ICT compa-
nies and employment, and the relatively high num-
ber of STEM-educated people. Meanwhile, the 
figures that leave 3S in the rearguard of digitali-
sation processes include a markedly lower aver-
age number of Internet-enabled households, low 
social capital regarding e-skills, or the unimpres-
sive share of ICT graduates in the total number 
of degree holders.
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The analysed data sets allow us to draw several 
conclusions:

• 3S countries differ widely in terms of the 
social potential for going digital and for cyber-
security. Three groups can be distinguished 
due to their statistics:

• Austria, the most innovative 3S country, and 
Estonia, the region’s e-leader and one of the 
most digitally advanced EU economies;

• Lithuania, Latvia, Poland, Czechia, Croatia, 
Slovakia, Slovenia, Hungary;

• Bulgaria and Romania.

• Although over the last few years STEM and 
ICT graduates in 3S have risen in numbers, 
faced with the massively growing ICT sector 
this rise is not rapid enough.

• Low social capital regarding digital skills is not 
tantamount to lack of talented, world-class 
professionals (the case in Poland, Romania, 
and Bulgaria).

• High scores in the “social reception of digitali-
sation” category are a welcome trend and yet, 
coupled with low digital skills (below EU aver-
age in ten 3SI countries), a cause for concern 
about acute cyberthreat vulnerability.

• The larger e-administration service availability, 
the bigger the number of people who use it.

• Increased numbers of female ICT and STEM 
professionals would ease the workforce 
shortage in these fields, while the increased 
percentage of women in the sectors may pos-
itively influence other aspects of the sub-
ject matter and enable reaching the optimum 
potential growth.
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TECHNOLOGICAL 
DEVELOPMENTS 
IN THE 3S
Digital transformation of economies, currently alter-
ing the world’s geoeconomic map, is another step 
in the information revolution underway since the 
mid-20th century. Technological progress enhances 
the economic efficiency of many sectors, but it also 
contributes to the observed increase in threats at the 
same time. To give an example, a global leader in IT, 
network, and cybersecurity solutions blocked nearly 
seven trillion threats on behalf of its clients in 2018 
alone.69 On the one hand, the threat scale increases 
as the leading-edge informational technologies such 
as artificial intelligence (AI), quantum computing, 
blockchain, the Internet of Things (IoT), or 5G net-
work are being mass-deployed. On the other, it is just 
the advances in these technologies which can bring 
new solutions and become the answer to growing 
cyberthreats. For instance, decentralised data send-
ing and storage that uses blockchain technology may 
be a factor in securing IoT-connected devices bet-
ter.70 In light of the fact that in 2018 around 23 bil-
lion devices were part of the IoT network and vulner-
able to cryptomining or DDoS-based mass attacks, 
to put forward new solutions seems a necessity. As 
for AI algorithms, they are already used to improve 
networks and systems’ security measures by elimi-
nating their fragile points, but they are already used 
today to automate attacks as well71. The rollout of 5G 
networks, which are to improve data transfer rates 
and mass data use even as they give cybercriminals 

69 Capgemini Research Institute, Reinventing Cybersecurity 
with Artificial Intelligence. The new frontier in digital se-
curity, 2019, p. 3, [online]: https://www.capgemini.com/
wp-content/uploads/2019/07/AI-in-Cybersecurity_
Report_20190711_V06.pdf.

70 Andre Arnold, 4 Promising Use Cases Of Blockchain In 
Cybersecurity, Forbes, 2019, [online]: https://www.forbes.
com/sites/andrewarnold/2019/01/30/4-promising-use-cas-
es-of-blockchain-in-cybersecurity/#742514aa3ac3.

71 BigDataMadeSimple, Why AI is a dou-
ble-edged sword in the Cybersecurity?, 2019, 
[online]: https://bigdata-madesimple.com/
why-ai-is-a-double-edged-sword-in-the-cybersecurity/. 
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a qualitatively new angle of attack, is likewise both 
chance and threat. Quantum computing is going 
to find use as an encryption algorithm breaker, 
including algorithms that are the backbone of cur-
rent online communication (e.g. RSA), yet quantum 
communication is also going to make fully secure 
data exchange within a closed system possible.

The present analysis shows the technology poten-
tial of the 3S region, taking into account five 
selected technologies which in the coming dec-
ades will be influencing the dynamics of market 
digitalisation in crucial ways:

• artificial intelligence,
• quantum technologies, including quantum 

computers and communications,
• blockchain,
• Internet of Things,
• 5G network.

AI

The AI in Eastern Europe report uses the examples 
of Poland, Lithuania, Estonia, and Latvia among 
other to pinpoint the decisive factors in AI-related 
investment attractiveness of 3S countries. First, 3S 
states boast very fast (globally speaking) Internet 
speeds – e.g. Lithuania, Estonia, and Latvia are 
on the list of 23 top-speed states with 27.42, 27.91, 
and 28.63 megabits per second, respectively. 
Second, the ICT industry and AI-oriented start-ups 
are growing dynamically in CEE. For example, there 
are as many as 110 young AI partnerships in Poland 
alone, 46 in Estonia, 26 in Latvia, 29 in Lithuania, 
and 32 in Romania.72 Branches of big global – and 
local – corporations are also developing AI solutions 
in the region, with AI implementation in fintech 
done in Poland, for instance, by Santander Bank 
Polska or PKO Bank Polski.73 

72 Deep Knowledge Analysis, AI in Eastern Europe. Artificial 
Intelligence Industry Landscape Overview 2018, 2018, p. 11.

73 Fintek, Jak banki w Polsce wdrażają sztuczną in-
teligencję?, 2019, [online]: https://fintek.pl/
jak-banki-w-polsce-wdrazaja-sztuczna-inteligencje-pos-
tanowilismy-je-zapytac/.

Research indicates that most start-ups from the 
surveyed countries focus primarily on facial rec-
ognition, marketing support, and machine pro-
cessing solutions,74 but the country-level areas 
of specialisation are also starting to take shape. 
Thus in Czechia especially cybersecurity soft-
ware start-ups are growing, Latvia is specialising 
in AI use for fintech, Lithuania is giving a boost 
to its e-commerce and gaming sector, Poland is 
famous for software that supports life science, 
while in Romania, much like Lithuania and Czechia, 
cybersecurity and gaming sectors are on the rise.75 
Among the 3SI states, the start-ups, business incu-
bators, and technology parks active in the region 
form part of the technology-supportive ecosys-
tem, including: Able, Eleven, Founder Institute 
(Bulgaria), Innovation Unit, Hubraum, Startup 
Factor Zagreb (Croatia), InQBay, Point One, 
Node 5, Prague Startup Center (Czechia), BuildIt, 
BioMed Incubator, Climate-KIC (Estonia), Bridge 
Budapest, Design Terminal, Impact Hub Budapest 
(Hungary), Commercialization Reactor, TechHub, 
Startup Wise Guys (Latvia), StartupHighway, RISE 
Vilnius, Startup.It (Lithuania), InCredibles, MITEF 
Poland, ReaktorX (Poland), Central Hub, Cluj-
Hub, the Grape (Romania), Booster, Eastcubator, 
CEED Tech (Slovakia), Go:Global, Hekovnik, Geek 
House (Slovenia).76

Government investment and support is also highly 
significant; in many cases, they are based on national 
AI development strategies and involve, e.g. a gov-
ernment subsidy system, free legal advice, and par-
ticipation in other funds and investment incen-
tives. For instance, National Artificial Intelligence 
Strategy of the Czech Republic makes provisions 
for local public support in 30% of the projects 
and envisions external, public and private, financ-
ing sources at the level of 23 and 8%, respectively. 

74 Deep Knowledge Analysis, AI in Eastern Europe. Artificial 
Intelligence Industry Landscape Overview 2018, op. cit., p. 11.

75 East-West Digital News, Startup Investment & 
Innovation in Emerging Europe, part. 1, 2019, [online]: 
http://www.ewdn.com/files/cee_trends.pdf.

76 Ibidem, part 4, pp. 55-218, [online]: http://ewdn.com/
files/cee_countries.pdf.
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The structure of this Strategy accounts for 
short-, medium-, and long-term projects, whose 
examples are:

• setting up a centre of excellence with its seat 
in Prague, which would closely cooperate with 
other Visegrad Group (V4) countries (that is 
Poland, Slovakia, and Hungary),

• redoubling efforts for Czech activity in leading 
research journals,

• making the Czech Republic an attractive des-
tination for world-class AI researchers and sci-
entists before 2035.

Among the most important research programmes 
currently developed in Czechia are: Hopes and 
Risks of the Digital Era, Diagnostic Methods 
and Techniques, or Communication Forms and 
Functions.77 The European Commission set a soft-
limit target for all EU member states as it encour-
aged them to create and publish similar national 
strategies by the middle of 2019. All but eight 
countries managed to unveil them by then, five 
of these being members of 3S, namely Austria, 
Croatia, Poland, Slovenia, and Hungary.78

Besides state authorities, international organisa-
tions which 3S countries belong to, the EU and 
OECD, are also keenly interested in AI growth. 
The European Union assumes, in its Horizon 2020 
framework programme, a 70% growth of yearly 
investment and co-financing of research or tech-
nology development for an overall amount equal 
to ca EUR 1.5 billion. What’s more, the Union 
supports result sharing and in-depth AI stud-
ies between research centres all over Europe as 
well as developing the AI-on-demand platform, 
meant to streamline universal access to AI solu-
tions and to put a premium on using AI in key 

77 Michal Handl, The Czech AI Landscape, Czech Academy 
of Sciences, p. 13, 2018, [online]: http://ec.europa.eu/news-
room/dae/document.cfm?doc_id=50809.

78 EU Observer, Eight EU states miss artificial intelli-
gence deadline, 2019, [online]: https://euobserver.com/
science/145559.

economic sectors. Organisationally, the EU estab-
lished the High-Level Expert Group on Artificial 
Intelligence, which addresses the development 
of AI technologies at the expert level, including 
ethical and human-centred AI.79 A similar initiative 
was launched on the part of OECD, which pub-
lished ethical guidelines – Principles on Artificial 
Intelligence. Their drafting included 3S govern-
ment representatives, including Poland, Slovakia, 
and Slovenia, as participants. Thus, creation 
of a trustworthy and principles-based AI attracts 
attention of international organisations which try 
to prevent a potential principal-agent slippery. 
The rapid development of AI may result in emer-
gence of the so-called technological singular-
ity80 – a state of play where AI reaches the level 
of advancement, allowing it to self-improvement 
independent from its original creators. A supervi-
sion deficit over complex future AI systems poses 
a significant risk that is a backbone of ethical 
development of AI.

Apart from AI development opportunities, a vital 
problem for some 3S countries is an uncertainty 
of how to manage large-scale implementation 
of AI technologies prepared by highly specialised 
research centres and companies into industry. 
A report by Digital Poland Foundation, for instance, 
points to two main reasons for technology transfer 
difficulties in Poland: a limited customer aware-
ness of how to make use of AI to meet specific 
needs and a serious information deficit in the pop-
ulation regarding AI itself.81 Deployment costs and 
insufficient understanding of AI among staff and 
managers are also mentioned on the laundry list 

79 High-Level Expert Group on Artificial Intelligence, Ethics 
Guidelines for Trustworthy AI, 2019, [online]: https://ec.eu-
ropa.eu/newsroom/dae/document.cfm?doc_id=60419.

80 Amnon Eden, James Moor, Singularity hypothe-
ses: A Scientific and Philosophical Assessment, Springer, 
2013, pp. 1–2, [online]:  https://www.researchgate.
net/publication/265489594_Singularity_hypoth-
eses_A_scientific_and_philosophical_assessment/
link/54da02060cf25013d043a360/download 

81 Digitalpoland, Map of the Polish AI, 2019, p. 6, [online]: 
https://www.digitalpoland.org/assets/reports/map-of-the-
polish-ai---2019-edition-i.pdf.
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of problems.82 Deployment challenges don’t only 
exist in Poland – as the McKinsey Global Institute 
report indicates, in the AI deployment readi-
ness ranking other 3S states (except Austria and 
Estonia) are either below the European mean or 
in near the lower bound of the statistical range.83

QUANTUM TECHNOLOGIES

Quantum technologies are currently on the verge 
of phase transition from the research and theory 
stage to constructing products with wide appeal 
and commercial use such as first quantum com-
puters or communications systems that involve 
quantum cryptographic key distribution. 

In Estonia, first start-ups that are devising soft-
ware fitting QC infrastructure have been set 
up. The topic is explored by such entities as 
Quantastica OÜ (GUI technologies, translation 
between quantum programming languages, cloud 
connection) and Ketita Labs OÜ (working on hybrid 
quantum-classical algorithms for near-term quan-
tum computing). In Latvia, the field is promoted by 
QLatviaSoftware, a group that unites researchers 
and aficionados from several of the region’s coun-
tries (the four squads organised so far are: Latvian, 
Hungarian, Polish, Balkan). The country also has 
QuBalt GmbH, a partnership which owns a Riga 
research centre; it analyses crypto algorithms invul-
nerable to quantum technologies and studies quan-
tum programming. In Poland, programmers from 
the Centre for Theoretical Physics of the Polish 
Academy of Sciences are implementing the TEAM-
NET project for building a quantum computers that 
operate on the basis of quantum bits, or qubits.84 

82 Ibidem, p. 21.

83 McKinsey Global Institute, Notes from the AI Frontier 
Tackling Europe’s Gap in Digital and AI, 2019, p. 40, [on-
line]: https://www.mckinsey.com/~/media/McKinsey/
Featured%20Insights/Artificial%20Intelligence/Tackling%20
Europes%20gap%20in%20digital%20and%20AI/MGI-
Tackling-Europes-gap-in-digital-and-AI-Feb-2019-vF.ashx.

84 Science in Poland, Polish contribution to the con-
struction of a quantum computer, 2019, [online]: http://
scienceinpoland.pap.pl/en/news/news%2C77203%2Cpol-
ish-contribution-construction-quantum-computer.html.

Meanwhile, another Polish company, BEIT, strives 
to implement an effective algorithm to solve 
NP-complete problems effectively on quantum 
computers,85 when Quantumz.io is building up its 
parallel-programming Quantum Simulator Platform 
(QSP).86 Located in Czechia, Quantum Phi special-
ises in quantum technology use for space, security, 
and military industry purposes, while HYN, based 
in Bulgaria, is developing a theory on quantum algo-
rithms to visualise data variance (deviation): from 
share prices to weather forecasts.87

Quantum technologies attract attention from EU 
policy-makers - one of the first powerful spurs 
to action was the 2016 Quantum Manifesto, pre-
pared by an international group of experts at the 
behest of the European Commission and others. 
It defines short-, medium-, and long-term goals 
which the EU should pursue to secure the position 
of a global leader. Manifesto’s recommendations 
served the High Level Steering Committee, estab-
lished by the EC in 2017, to outline the plan for 
Quantum Technologies Flagship. As of now, the 
Flagship initiative comprises around 20 different 
quantum-technology platforms, CiViQ, Quantum 
Internet Alliance, Uniqorn, or QRANGE among 
them.88 3S countries are committed to this pro-
cess, too. For example, the Uniqorn project came 
to be thanks to a push from Austria, CiViQ counts 
the Olomouc university among its partners, while 
Quantum Internet Alliance is co-created by the 
Innsbruck university.

BLOCKCHAIN

3SI countries remain very active in terms 
of local start-ups using blockchain technologies. 
Just to give a broad picture, there are Croatian 

85 BEIT (main website), https://beit.tech/index.html#about_us.

86 Quantum Computing Report, Private/Startup 
Companies, 2019, [online]: https://quantumcomputingre-
port.com/players/privatestartup/.

87 Ibidem.

88 European Commission, EU funded projects on 
Quantum Technology, 2019, [online]: https://ec.europa.eu/
digital-single-market/en/projects-quantum-technology.
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start-ups NodeFactory, Async Labs, or Barrage, 
innovative Austrian companies such as ELOOP 
(aiming to tokenise e-cars), Grid Singularity (which 
functions in the energy sector), helpar (which is 
an avant-garde project to build a help-desk that 
would span the whole world), or Linx4 (which pro-
vides blockchain-based services for banking and 
insurance sectors), not to mention other play-
ers on the Austrian markets, e.g. Jaroona, Cobra, 
Trever, iQCashNow, Cryptix, Scytale Ventures, 
Blacksamanta Capital, and many more.89 Nor are 
other region’s countries devoid of blockchain 
traces – for instance Estonian Agrello ID is a digi-
tal authentication and signature system powered 
by blockchain, which makes entering into legally 
binding contracts possible for natural and legal per-
sons; the company offers preformatted templates 
for easy contract drafting, be it B2C, B2B, or C2C. 
Meanwhile, Lithuania’s BitDegree is reinventing the 
education paradigm as it introduces a new learning 
method via a blockchain scholarship on its educa-
tion platform. Employers interested in their particu-
lar bailiwick, for instance IT, can motivate students 
to develop their associated skills to meet the needs 
of a dynamically growing labour market.90

Important events are also making their mark 
on the region, as was three-day blockchain sum-
mit under the auspices of Romanian government91 
or Blocksplit conference in Croatia. The latter coun-
try is at the forefront of legal regulation because 
of its sovereign blockchain technology self-govern-
ance via Croatia’s Blockchain and Cryptocurrency 
Association (UBIK).92 In a bold move forward, 

89 EnliteAI, Blockchain Landscape Austria, 2019, [online]: 
https://www.enlite.ai/works/blockchain-landscape-austria.

90 Bitnews Today, Eastern European blockchain projects 
you should monitor in 2019-2020, 2019, [online]: https://
bitnewstoday.com/news/eastern-european-blockchain-pro-
jects-you-should-monitor-in-2019-2020/.

91 Romania Blockchain Summit (main website), https://
www.romaniablockchainsummit.com.

92 Cointelegraph, Croatia Launches Self-Regulating 
Blockchain Organization Amidst Growing Worldwide 
Trend, 2018, [online]: https://cointelegraph.com/news/
croatia-launches-self-regulating-blockchain-organiza-
tion-amidst-growing-worldwide-trend.

Estonia has decided to use blockchain in pub-
lic administration: government-run E-stonia app 
allows citizens to access public administration ser-
vices day in, day out, with system integrity and 
security as well as that of data ensured by block-
chain and public key infrastructure. The data is 
secured through blockchain timestamping tech-
nology and maintained in a decentralised manner, 
including abroad.93

The strides blockchain is making are reflected 
in investments that private sector has planned. 
In CEE alone, a survey by Deloitte shows, almost 
30% business representatives are willing to invest 
or continue previous investment in excess of EUR 
100,000 as regards blockchain. Respondents 
from big companies plan to funnel between EUR 
200,000 and EUR 2 m into innovation, mostly 
human resource-related.94 The EU does express its 
interest in developing the technology as well, since 
research and initiatives for practical blockchain 
use are carried out with the help of EU observa-
tory and forum.95 This venue is principally an infor-
mation repository, monitoring entity, and infor-
mation hub at the Union level, yet its enables 3S 
countries to publish the data on their own initia-
tives and facilitates partner search (including out-
side the EU).

93 Uczelnia Łazarskiego, Wykorzystanie blockchain przez 
rząd estoński, 2019, [online]: https://www.lazarski.pl/pl/wy-
dzialy-i-jednostki/instytuty/wydzial-ekonomii-i-zarzadzania/
centrum-technologii-blockchain/wykorzystanie-block-
chain-przez-rzad-estonski/ and Quartz, Estonia is run-
ning its country like a tech company, 2019, [online]: https://
qz.com/1535549/living-on-the-blockchain-is-a-game-
changer-for-estonian-citizens/.

94 Deloitte, Breaking Blockchain open. Central and Eastern 
European perspective, 2018, p. 8, [online]: https://www2.
deloitte.com/content/dam/Deloitte/ce/Documents/about-
deloitte/ce-blockchain-survey-2018-central-europe-per-
spective.pdf.

95 EU Blockchain Observatory and Forum, 2019, [online]: 
https://www.eublockchainforum.eu.
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IOT

International Data Corporation (IDC) estimates 
that CEE countries invested over USD 11.2 billion 
in IoT-related hardware, software, services, and 
connectivity in 2019, which translates to a 19.5% 
growth over 2018.96 Their other forecast says 
that IoT income in CEE will reach ca USD 24 bil-
lion in 2020.97 Vigorous growth and develop-
ment of the technology is mostly generated by 
intense interest from the private sector and con-
sumers. The awareness how important IoT is and 
the demand for it are very noticeable, especially 
in Hungary and Czechia,98 some resources point 
to favourable investment conditions in other 
regional markets, however, such as Estonia and 
Poland.99 More than for other tech fields, in the 
IoT context the Three Seas region is regarded as 
an emerging market with the ability to show bur-
geoning growth potential in the coming years.

In terms of IoT, the public sector mostly lays 
stress on the idea of fourth industrial revolution 
(Industry 4.0), that is on employing cutting-edge 
technologies, among them machine learning, 
big data, or AI, to create highly integrated indus-
trial environments. Industrial IoT ought to be able 
to use automation affordances much more effec-
tively or make better decisions informed by big 
data algorithms and machine-to-machine com-
munication. Integrated devices in urban spaces, 
meant to give rise to smart cities, are attracting 
genuine 3S countries’ interest, too, as evidenced 
by Smart City Forum of the CEE Region, the initia-
tive put on the list of 3SI priority interconnection 
projects. The EU has taken a complementary path, 
planning to finance EU-wide IoT progress with the 
sum of about EUR 500 m between 2014 and 2021 

96 IDC, The Internet of Things in Central and Eastern 
Europe – Driving Change, Bringing Opportunity, 2016, [on-
line]: https://idctrendspotter.com/internet-of-things-in-cee.

97 Ibidem

98 Ibidem

99 World Economic Forum, Readiness for the Future of 
Production Report 2018, 2018, [online]: http://www3.wefo-
rum.org/docs/FOP_Readiness_Report_2018.pdf.

as part of its Horizon 2020 programme. Among 
the EU harmonisation activities the IoT European 
Platform Initiative that was set up in 2016 is worth 
mentioning. It includes seven flagship research 
projects, six of which involve partners from the 
3S region. The projects’ names: Inter-IoT, BIG IoT, 
AGILE, symbIoTe, TagItSmart!, and VICINITY.

5G NETWORK

5G is a 5th generation of mobile networking, 
operating on sub-6 GHz and 20-60 GHz milli-
metre-wave (mmWave) frequencies. Principally, 
mmWave travels faster, but its high-frequency 
waves have spatial limits as they don’t reach far 
distances, while sub-6 GHz frequencies are more 
suitable to cover farther areas. The mobile tele-
working based on these two types of frequencies 
is able to create jointly a broad 5G network based 
on 5G technology100. As opposed to 4G which 
was designed to improve capacity, user data rates, 
spectrum usage and latency with respect to 3G, 
5G is meant to be an enabler of future digital tech-
nologies101. It is going to provide consumers and 
new industrial stakeholders with new service capa-
bilities. For instance, it will allow to transparently 
select the best performing 5G connection among 
heterogeneous technologies like Wi-Fi, 4G and 
new radio interfaces. Moreover, it will be an ena-
bler for an IoT, providing the platform to connect 
a massive number of objects to the Internet. 

5G deployment pace differs between 3S coun-
tries – from trailblazers such as Austria and the 
Baltics, to ever more active Romania, Poland, or 
Hungary, to the rest of the pack chasing the van-
guard. In Latvia, the local Latvian Mobile Telephone 
network won a public tender for 2020 5G rollout 

100 Tom’s Guide, What Is 5G? The Definitive Guide to the 
5G Network Rollout, 2019, [online]: https://www.tomsguide.
com/us/5g-release-date,review-5063.html. 

101 Agnieszka Konkel, Marta Przywała (Eds.)., The Digital 
3 Seas Initiative. Mapping the challenges to overcome, The 
Kosciuszko Institute, 2018, p. 123, [online]: https://ik.org.
pl/wp-content/uploads/digital3seas_initiative_roadmap_re-
port_2018.pdf.  
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as early as 2017. In August 2018, LMT presented 
the vision of Baltic digital highway on the Baltic 
state forum 5G Techritory, and conducted first 
5G tests in cooperation with Nokia and Intel.102 
Other operators soon joined LMT, among their 
number TELE2, Bite, and the tester of first 5G 
router MikroTik.103 Not to be outmatched, Lithuania 
has made its telecom market “among the more 
advanced in Europe, particularly given the uni-
versal access to LTE infrastructure and the exten-
sive fibre footprint”,104 as has Estonia, where 
the 5G system was launched in 2018 as a result 
of Taltech – Tallinn University of Technology – 
cooperating with Swedish telecommunication 
firms Telia and Ericsson.105

Ericsson as well as Nokia are also planning 
to expand its investment to Poland,106 where much 
like in Hungary rapid infrastructure advances are 
envisioned in order to offer access to enhanced 
mobile broadband (eMBB). Poland wll particularly 
benefit from 5G infrastructure construction, due 
to its well-developed production base which pro-
vides various industries, including the telecom-
munications market with wide opportunities for 
further development, e.g. with automated facili-
ties or production processes. According to Arun 
Bansal, the vice-President of Ericsson, mobile 
network operators in Poland have the poten-
tial to increase their revenues by 40%. until 2026 

102 LMT, LMT demonstrates 5G in Latvia for the 
first time, 2018, [online]: https://www.lmt.lv/en/
press-releases?pid=881.

103 KoreaTimes, Latvia speeds up campaign on 5G, digital 
technology, 2019, [online]: https://www.koreatimes.co.kr/
www/nation/2019/08/176_274142.html.

104 BusinessWire, Lithuania Telecoms, Mobile and 
Broadband Statistics and Analyses 2019, 2019, [on-
line]: https://www.businesswire.com/news/
home/20190808005746/en/Lithuania-Telecoms-Mobile-
Broadband-Statistics-Analyses-2019.

105 ERR.ee, Telia, Ericsson launch 5G pilot network 
in Tallinn, 2018, [online]: https://news.err.ee/886458/
telia-ericsson-launch-5g-pilot-network-in-tallinn.

106 MerketsMornings, Ericsson aiming ex-
panding 5G production in Poland, 2019 [on-
line]: https://www.marketsmorning.com/
ericsson-aiming-expanding-5g-production-in-poland/.

by providing 5G connectivity for industry. Thanks 
to 5G technology and solutions improving connec-
tivity, the economy of Poland and 28 EU member 
states may increase by EUR 67 billion and EUR 
2.2 trillion by 2030 respectively107. Additionally, 
Ericsson employs ca 2400 employees in Poland 
who contribute to the Ericsson Radio System 
technology worldwide, making Poland one of the 
largest research and development center in the 
field of radio technology108. Apart from Ericsson,  
an important player in the Polish market is Exatel, 
a company in the #POLSKIE5G consortium which 
is exploring opportunities to build infrastructure 
that will span the whole country.109 There is no 
shortage of regional initiatives either, since 5G 
technology is currently being tested in Warsaw, 
Łódź, Zakopane, Gliwice, and Rzeszów.110 Cellular 
carriers in Czechia are committed to introduce 5G 
telephony before 2024, whereas Slovakia expects 
its first network in the 2020–2022 period.111 
Targeted activities to speed the broadband con-
nection development up are of particular impor-
tance to these two states, because according to the 
report by European 5G observatory every other 
CEE country is already developing or even testing 
5G infrastructure.112 3S cities where this progress 
is particularly strong are Innsbruck, Tallinn, Sophia, 

107 Cyfrowa.rp.pl, Wiceprezes Ericssona: Polska może 
jeszcze zostać europejskim pionierem w 5G, 2019, [online]: 
https://cyfrowa.rp.pl/opinie/37011-wiceprezes-ericsso-
na-polska-moze-jeszcze-zostac-europejskim-pionier-
em-w-5g. 

108 Ibidem.

109 Telko.in, Exatel proponuje konsorcjum dla 5G w 
paśmie 700 MHz, 2019, [online]: https://www.telko.in/
exatel-zaprasza-do-konsorcjum-5g-w-pasmie-700-mhz.

110 Speedtest.pl, Rzeszów kolejnym miastem na mapie pol-
skiego 5G, 2019, [online]: https://nowiny24.pl/w-rzeszow-
ie-powstanie-pierwsza-w-polsce-publiczna-siec-5g/ar/
c1-14257209.

111 Slovak Spectator, Slovakia may get 5G network be-
tween 2020 and 2022, 2019 [online]: https://spectator.sme.
sk/c/20698014/slovakia-may-get-5g-network-between-
2020-and-2022.html.

112 European Commission, 5G Observatory Quarterly 
Report 4, p. 23, 2019, [online]: http://5gobservatory.eu/
wp-content/uploads/2019/07/80082-5G-Observato-
ry-Quarterly-report-4-min.pdf.
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Jastrebarsko, Budapest, Zalaegerszeg, Riga, Talsi, 
Kaunas, Vilnius, Gliwice, Kraków, Warsaw, Alba 
Iulia, Cluj-Napoca, Bucharest, and Ljubljana.113 Yet 
all other 3S countries lag behind the CEE front 
runner Austria, which has as many as 25 broad-
band transmission stations.114

Regional initiatives are supported by 5G activities 
at the EU level, which led to creating a public-pri-
vate partnership platform that engaged some 
3S countries, Poland and Slovakia among them. 
The Commission unveiled its 5G Action Plan 
which calls all member states to introduce 5G by 
2020 and fully supports cross-border corridors 
for connected and automated mobility (CAM) 
pledging to co-finance them with such means as 
Connecting Europe Facility. Against that backdrop, 
cross-border 5G-using “digital highways” seem 
paramount as lynchpins in the connection system 
for industrial centres in the region. 

PRIORITY 3SI PROJECTS WHICH 
USE CUTTING-EDGE ICT 
TECHNOLOGIES

The list of priority interconnection projects com-
prises a number of undertakings that both in their 
content and intentions refer to the above ICT tech-
nologies. The 3 Seas Digital Highway, developed 
within the Digital 3 Seas Initiative (D3SI), origi-
nated initially with  the third sector, when it was 
proposed in July 2018 by a group of regional think 
tanks spearheaded by the Kosciuszko Institute. 
Supported by the Polish government, it was 
included into the list of the Priority Interconnection 
Projects on the Bucharest Summit later that year. 
Its main objectives design it to become a joint 
of cross-border and cyber-resilient digital infra-
structure projects, enabling more secure data trans-
fers and bridging the gaps in the communication 

113 Ibidem, pp. 30-31.

114 Telekom, Austria is a pioneer country for 5G: T-Mobile 
Austria launches 5G network, 2019, [online]: https://
www.telekom.com/en/media/media-information/archive/
austria-is-5g-pioneer-country-566746.

infrastructure. It is going to include fibre optics and 
5G technology infrastructure, and is meant to pro-
vide a growth potential for the data economy and 
transfers from North to South115. Another next-gen-
eration mobile project is Pilot Project 5G PPDR – 
Public Protection and Disaster Relief submitted by 
Slovenia and involving Hungary. Its aim is to achieve 
more robust operational performance and faster 
response time in the case of an emergency due 
to innovative use of chief ICT technologies, 5G 
and IoT among them.116 The other 5G-related 
project which found its place on the list is the 
Croatian National Framework Programme for the 
Development of Broadband Backhaul Infrastructure 
in Areas Lacking Sufficient Commercial Interest for 
Investments (NP-BBI Programme).

As regards multilateral AI projects, Hungary pro-
posed the Smart City Forum of the CEE Region, 
in which Poland, Czechia, Slovakia, Slovenia, 
Romania, Bulgaria, and a partner from outside the 
3S, Serbia, participate. The central aim of the proj-
ect is to maximise investment and accelerate the 
pace of innovations’ implementation in European 
cities along the lines of AI-based smart city solu-
tions, inter alia. Blockchain and IoT can also be used 
within the framework of Poland’s project: U-space, 
low altitude space as a new field of economy. 
Central European Drone Demonstrator (CEDD), 
which all 3SI countries have been invited to take 
part in, as have Moldavia and Ukraine. The major 
goal of this project is to incrementally build 
an environment for safe use of unmanned aerial 
vehicles in the whole airspace and their general 
integration into 3S region’s economy.

115 Three Seas.eu, The Three Seas Initiative - Priority 
Interconnection Projects, 2018, [online]: http://three-seas.
eu/wp-content/uploads/2018/09/LIST-OF-PRIORITY-
INTERCONNECTION-PROJECTS-2018.pdf. 

116 Ibidem.
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SUMMARY

The process of digital technology development 
in 3SI countries is dynamic. True, CEE states 
remain behind Western Europe in this respect. 
Yet the local digital sector shows a vast potential 
and despite insufficient R&D investment manages 
to offer numerous innovative solutions, an impres-
sive quantity of start-ups, and a favourable polit-
ical and business climate, not to mention highly 
qualified workforce in the ICT sector.

In terms of new technologies implementation 
in the 3S region, observable limitations may stem 
from a few causes: some innovations are still 

fledgling technologies, commercially speaking (e.g. 
quantum computing), or seem less strategically 
important or too risky (e.g. IoT), especially in terms 
of public investment which is a large part of capi-
tal spent on innovation region-wide. Political dec-
larations within the 3SI, its proclamation that digi-
tal architecture has to be expanded, appears to be 
a step in the right direction to tackle the chal-
lenges ahead and galvanise the forces of inno-
vation. Hence, there are grounds to expect that 
cutting-edge technologies in the region are going 
to develop in the years to come not only through 
individual efforts of start-ups or R&D centres 
but also through planned and targeted activities 
brought by 3SI or EU Digital Single Market.
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LEGAL PERSPECTIVE 
ON CYBERSECURITY 
DEVELOPMENTS IN THE 
3S REGION
Cybersecurity has emerged as a legal issue only 
recently and therefore, the situation in terms 
of the 3S region cybersecurity legislation is highly 
dependent on that of the EU, where it has been 
introduced passed in the last years. Looking thor-
oughly at the three main pieces of EU cyber leg-
islation and at their national variations can prove 
useful when trying to get the bird’s eye view of the 
level of advancement and commitment that 3S 
countries reached in the field of cybersecurity. 
Other non-legal national or transnational initiatives 
are also important tools to highlight the countries’ 
dedication to cybersecurity. As business and trade 
links are becoming more global, harmonisation and 
coherence between different national and regional 
sets of laws also appears as a major advantage.

NATIONAL CYBERSECURITY 
SYSTEMS IN THE 3S COUNTRIES 
– IMPLEMENTATION OF THE NIS 
DIRECTIVE

Chronologically, the EU Network and Information 
Security (NIS) directive117 has been the first one 
to be adopted across the 3 Seas region, in line 
with the goals enshrined in the EU Cybersecurity 
strategy of 2013.118 It is the first piece of EU-wide 
cybersecurity legislation. Its objective being 
to reach a common high level of security for 

117 European Parliament and Council, Directive (EU) 
2016/1148 concerning measures for a high common level 
of security of network and information systems across the 
Union, OJ L194/1, 2016, [online]: https://eur-lex.europa.eu/
eli/dir/2016/1148/oj. 

118 Joint communication to the European Parliament, the 
Council, the European Economic and Social Committee and 
the Committee of the Regions, Cybersecurity Strategy of 
the European Union: An Open, Safe and Secure Cyberspace, 
2013, [online]: https://eur-lex.europa.eu/legal-content/EN/
TXT/?uri=JOIN:2013:0001:FIN. 
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network and information systems, it fosters 
the upscaling of national cyber capacities, the 
improvement of cross border cooperation in the 
field, as well as a thorough supervision of crit-
ical sectors for each country. To achieve the last 
goal, the directive sets out far-reaching obligations 
and requirements for both Operators of Essential 
Services (OES)119 and Digital Service Providers 
(DSPs)120, but it lets the member states determine 
which entities meet the definition criteria for OES. 
Having a closer look at the details of each national 
piece of legislation that transposes the NIS direc-
tive is evocative as it largely reflects the vision 
and ambitions of the countries on how to reach 
the goals set in the NIS directive. First of all, it is 
interesting to note that apart from three countries 
(Romania, Bulgaria, and Hungary), all Three Seas 
member countries took the opportunity of the NIS 
directive transposition to add more sectors that 
fall under the definition of OES, therefore subject-
ing them to a tighter supervision in terms of cyber-
security (see table 5). The example of Baltic States 
is particularly illustrative, with Estonia adding all 
sectors related to electronic communication and 
identification, Latvia adjoining sector specific leg-
islation and requirements for banking and finan-
cial infrastructures, and Lithuania including sev-
eral industries as well as civil safety and national 
defence into their list of OES.

Sectors included in the definition of OES in the NIS 
directive: energy, transport, banking, financial market 
infrastructure, health sector, drinking water supply 
and distribution, some specific entities of the digital 
infrastructure (internet exchange points, DNS ser-
vice providers, and TLD name registries). 

119 Operator of essential services means a public or private 
entity with an important role to provide security in health-
care, transport, energy, banking and financial market infra-
structure, digital infrastructure and water supply. See Article 
5(2) and Annex II of the NIS directive.

120 According to Article 4(6) of the NIS directive, “digital 
service provider” means “any legal person that provides a 
digital service”.

Table 5. National additions to the list of Operators 
of Essential Services (OES) falling under the scope 
of the NIS directive.

Country Addition(s)

Austria • public administration
Bulgaria none
Croatia • additional digital infrastructure

Czechia • additional digital infrastructure 
chemical industry

Estonia

• electronic communication ser-
vice providers 

• public broadcasting
• providers of digital identification 

and digital signing service
• district heating service providers

Hungary none

Latvia

• Banking and financial market 
infrastructure sectors are sub-
ject to sector-specific legisla-
tion and requirements

Lithuania

• industrial sector
• chemical and nuclear sub-sector
• state administration
• civil safety
• environmental
• national defence
• foreign and security affairs

Poland • heating sub-sector
• mining sub-sector

Romania none

Slovakia

• pharmaceutical and chemical 
industry

• public administration
• electronic communication
• postal service

Slovenia • environmental protection 
industries

Source: ECSO and DIGITALEUROPE, NIS 
Implementation Tracker121. 

121 ECS and DIGITALEUROPE, NIS Implementation Tracker,  
2019,  [online]: https://www.digitaleurope.org/resources/
nis-implementation-tracker/. 
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As a result, the situation in terms of information 
security and network protection in the CEE region 
is relatively homogeneous – the expected out-
come of the NIS directive. In addition, 3S countries 
tend to protect a higher number of sectors than 
elsewhere in the EU, highlighting their larger level 
of exposure to hybrid threats  The flexible defini-
tion of OES has indeed permitted some of them 
to impose a higher level of supervision in various 
sectors – more likely to be the targets of cyberat-
tacks – therefore reinforcing their protection.

SECURING DATA IN THE 
INFORMATION AGE – GDPR 
DIRECTIVE

The second cornerstone of the European legisla-
tion in terms of cybersecurity and more precisely 
data protection is the General Data Protection 
Regulation (GDPR)122, which entered into applica-
tion in May 2018. The GDPR has set up a com-
mon set of data protection rules for all compa-
nies operating in the EU. Its aim is twofold: first 
of all, it ensures the protection of citizens’ per-
sonal data – which is a fundamental right in the 
EU – and simultaneously it guarantees the free 
flow of data between EU member states – which 
is crucial for companies to operate in a glo-
balised market. The legal form of the GDPR dif-
fers from the NIS because it is a regulation and 
therefore directly applicable in Member States. 
However, as of 24 July 2019, three out of 28 EU 
member states had not updated their national 
data protection laws in line with EU rules.123  

122 European Parliament and Council, Regulation (EU) 
2016/679 on the protection of natural persons with re-
gard to the processing of personal data and on the free 
movement of such data, and repealing Directive 95/46/EC 
(General Data Protection Regulation), OJ L119/1, 2016, [on-
line]: https://publications.europa.eu/en/publication-detail/-/
publication/3e485e15-11bd-11e6-ba9a-01aa75ed71a1/
language-en. 

123 European Commission, General Data Protection 
Regulation shows results, but work needs to con-
tinue, 2019, [online]: https://europa.eu/rapid/
press-release_IP-19-4449_en.htm. 

Despite having started the process to adjust its reg-
ulations in April, Slovenia still remains one of these 
three countries that currently have none.124

The GDPR has strengthened the role of national 
data protection authorities (DPAs), giving them 
more powers to enforce the new European rules. 
They are, for instance, responsible for issuing 
guidelines on key aspects of the GDPR in order 
to support its implementation at the national level 
and have the possibility to give “effective, propor-
tionate and dissuasive”125 administrative fines up 
to 4% of annual global turnover or €20 million – 
whichever is greater – to organisations that infringe 
its requirements. In addition, DPAs are included 
in new European-wide cooperation mechanisms as 
well as the European Data Protection Board, which 
allows them to better coordinate their actions. 
According to the latest report of the European 
Data Protection Board, presented to the LIBE 
Committee of the European Parliament of February 
2019,126 a total of 206,326 cases127 have been 
registered including 94,622 cases of consumers 
complaints, 64,684 cases of data breach notifi-
cations reported by data controllers, and 47,020 
other cases. Whereas there are no breakdowns 
by country, it is however possible to say that the 
use of these extended powers in the 3S region has 
remained moderate compared to other parts of the 
European Union. Indeed, supervisory authorities 
from only 11 countries have imposed fines with 
a total amount of approximately EUR 56 million – 
including a record EUR 50 million fine in France. 
Three 3S countries – Czechia, Slovakia, and 
Slovenia – are among the ones that have still not 
imposed fines in relation to GDPR breaches.

124 Ibidem.

125 Recital 151 GDPR.

126 European Data Protection Board, First over-
view on the implementation of the GDPR and the 
roles and means of the national supervisory authori-
ties, 2019, [online]: https://www.europarl.europa.eu/
meetdocs/2014_2019/plmrep/COMMITTEES/LIBE/
DV/2019/02-25/9_EDPB_report_EN.pdf. 

127 This figure includes the information on cases provided 
by supervisory authorities from 31 EEA countries.
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As each country has its own vision regarding the 
enforcement of GDPR, it is difficult to determine 
which ones are the most advanced or dedicated 
based solely on the number or the amount of fines. 
A few examples from the 3S region can illus-
trate the variation in approaches when it comes 
to GDPR enforcement and fining systems.

Austria has established a system within which 
detected breaches of the GDPR are firstly signalled 
by a simple warning from the Austrian DPA to the 
perpetrator and then only sanctioned by a fine if no 
change or a second breach is detected. So far, only 
five fines – all related to illegal video surveillance – 
have been handed out by the Austrian regulator.128

Latvia followed a similar pattern regarding the 
number of fines and was one of the countries 
which did not impose many penalties during 
the first year of GDPR. Indeed, the Latvian DPA 
adopted an approach tending to consult and 
help organisations to comply with GDPR require-
ments rather than punish them. This approach has 
also been followed by other 3S countries such as 
Bulgaria and Croatia.129

Lithuania, for its part, has been relatively active 
and at the beginning of 2019 announced the 
names of 75 organisations that would face GDPR 
compliance inspections during the year. After 
completing the investigations, the DPA will pro-
vide a set of general recommendations regarding 
the most common compliance failures.130

These three examples show that the approach that 
consists in preventing rather than sanctioning is 
one that is largely followed in the region. However, 

128 Der Standard, Fünf Strafen in Österreich seit 
Einführung der DSGVO, 2019, [online]: https://
www.derstandard.at/story/2000099395386/
fuenf-strafen-in-oesterreich-seit-einfuehrung-der-dsgvo. 

129 Neil Hodge, GDPR enforcement varies widely by 
country, Compliance Week, 2019, [online]: https://www.
complianceweek.com/gdpr/gdpr-enforcement-varies-wide-
ly-by-country/27436.article. 

130 Ibidem.

this tendency to be less active in punishing GDPR 
infringements seems to slowly reverse. Cases and 
reports involving GDPR fines have been multiply-
ing in the last months. A major case is, for instance, 
the massive data breach that occurred in July 
2019 in Bulgaria and saw the data of approxi-
mately 5 million Bulgarian citizens stolen, which 
will be sanctioned by a fine of EUR 2.6 million.131

BUILDING CYBERSECURITY 
CAPACITY IN THE REGION – 
CYBERSECURITY ACT AND 
BEYOND

Finally, the third and most recent regulation 
adopted at the EU level is the Cybersecurity Act,132 
which entered into force in June 2019. The sole 
idea of this act goes into the direction of a more 
coherent cybersecurity situation throughout 
the EU, notably by introducing Union-wide rules 
regarding the certification frameworks of ICT 
products, services, and processes. The cohesion 
will therefore automatically be increased in the 
3S region as well. Beyond EU law, a great major-
ity of countries also produce national guidance 
and strategies for their digital development. Not 
being part of legislation formally, these strategies 
can however reflect the attitude of countries or 
regions towards cybersecurity. All 12 states within 
our scope of interest possess such documents.133 If 
this highlights that the awareness regarding cyber-
threats and security has reached a high level and is 
being addressed, it is also worth noting that some 

131 IAAP, Bulgarian DPA issued BGN 5.1M fine to revenue 
agency for GDPR violations, 2019, [online]: https://iapp.org/
news/a/bulgarian-dpa-issued-bgn-5-1m-fine-to-nation-
al-revenue-agency-for-gdpr-violations/. 

132 European Parliament and Council, Regulation (EU) 
2019/881 on ENISA (the European Union Agency for 
Cybersecurity) and on information and communica-
tions technology cybersecurity certification and repeal-
ing Regulation (EU) No 526/2013 (Cybersecurity Act), OJ 
L151/15, 2019, [online]: https://eur-lex.europa.eu/eli/
reg/2019/881/oj. 

133 ENISA, National Cyber Security Strategies (NCSSs) 
Map, 2019, [online]: https://www.enisa.europa.eu/topics/
national-cyber-security-strategies/ncss-map. 
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of the 3S countries are among the most ambi-
tious and active with regard to protecting them-
selves against cyberthreats. Among them, Poland. 
Having previously adopted a national framework 
for cybersecurity for the period 2017–2022, the 
Ministry of Digital Affairs has recently drafted 
a new one deemed to replace the framework for 
the period 2019–2024 and adapt to new cyber-
threats. It notably introduces a reference to pub-
lic-private partnerships – which was not men-
tioned in the previous framework – and will aim 
to develop the National Cybersecurity System 
established in 2018 as well as boost cooperation 
at the international level.134 Along the same lines, 
Lithuania developed a cybersecurity strategy that 
is unique in several ways and made it one of the 
best prepared countries in the face of cyberattacks 
according to ITU’s Global Security Index.135 Given 
that fragmentation often leads to increased vul-
nerability, one particularity that Lithuanian strat-
egy entails lies in the fact that the responsibility 
for setting the cybersecurity policy is incumbent 
solely on the Ministry of Defence. This approach is 
also praised by the latter to avoid confusion when 
it comes to envisioning a global picture of the 
threat landscape. In addition, the Lithuanian gov-
ernment is developing a “Secure Network”, sepa-
rated from public communication networks, that 
will stay functional in case of a crisis or war and 
allow the authorities to respond to cyber incidents 
more quickly and effectively.136

134 Warsaw Business Journal, MC launches con-
sultations on cyber security strategy project, 2019, 
[online]: https://wbj.pl/mc-launches-consul-
tations-on-cyber-security-strategy-project/
post/124095. 

135 ITU, Global Cybersecurity Index 2018, 2018, [online:] 
https://www.itu.int/en/ITU-D/Cybersecurity/Documents/
draft-18-00706_Global-Cybersecurity-Index-EV5_print_2.
pdf. 

136 Ministry of National Defence of the Republic of Latvia, 
Cyber Security Council discussed EU and Lithuanian cy-
ber security initiatives, 2019, [online:] http://kam.lt/en/
news_1098/current_issues/cyber_security_council_dis-
cussed_eu_and_lithuanian_cyber_security_initiatives.html. 

CYBERCRIME

The first internationally binding treaty on crimes 
committed online, the Budapest Convention 
on Cybercrime has been ratified by 27 EU member 
states, including all 3S countries.137 The idea behind 
this convention is to avoid the creation of “safe 
havens” caused by a fragmentation in legislative 
frameworks between different countries and to pro-
vide a harmonised approach to tackle cybercrime. 
As nowadays cybercrime knows no physical bor-
ders, the convention also fosters cooperation and 
mutual assistance between its States parties, while 
an additional protocol – the second one – is cur-
rently being drafted to address the issue of remov-
ing obstacles related to electronic evidence access 
by judicial and police authorities. 3S countries have 
had different levels of reactivity in ratifying this 
convention – with Croatia adopting it among the 
first countries in 2002, for instance, whilst Poland 
waited until 2015. However, it has to be noted that 
Poland tightened up its legislation and amended 
its Penal Code already in 2004 to address directly 
a number of cybercrime types.138 A report139 by 
Europol’s EC3 – European Cybercrime Centre – 
underlines that the CEE region still has the highest 
rates of cybercrimes, with for instance Austria and 
Hungary in top spots for malicious emails contain-
ing malware and phishing. As the report stresses, 
law enforcement profiles a large range of cyberat-
tacks, but payment fraud appears to be on the rise 
lately, with Romania and Bulgaria still considered as 
having a key role in this regard.

137 Council of Europe, Chart of signatures and ratifica-
tions of Treaty 185 status as of 06/09/2019, 2019, [on-
line]: https://www.coe.int/en/web/conventions/full-list/-/
conventions/treaty/185/signatures?p_auth=HCKz9uSV. 

138 William Schreiber and Marcin Kosienkowski, Digital 
Eastern Europe, 2015, [online]: https://www.researchgate.
net/publication/325645708_Digital_Eastern_Europe_ed_
William_Schreiber_and_Marcin_Kosienkowski_Wroclaw_
The_Jan_Nowak_Jezioranski_College_of_Eastern_
Europe_2015_eBook. 

139 European Cybercrime Centre, IOCTA 2018 Internet 
organised crime threat assessment, 2018, [online]: https://
www.europol.europa.eu/activities-services/main-reports/
internet-organised-crime-threat-assessment. 
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SUMMARY

The current legal situation regarding cybersecu-
rity in the 3S region is diverse. Some countries, 
such as the Baltics and Poland, demonstrate a high 
level of awareness and ambition whereas some 
others seem less concerned with cyberthreats or 
simply struggle to face this new challenge and are 
therefore indicating a greater need for cooper-
ation. There are however two rising tendencies 
worth noticing. The first one – highlighted by the 
study of NIS directive transposition in 3S coun-
tries – leans towards a greater inclusion of sectors 
to be protected against cyberthreats the region. 
This shows a certain level of awareness and willing-
ness to act in this domain. The second one – mostly 
due to European Union action and underlined by 
the recent entry into force of the Cybersecurity Act 
– will bring an ever-higher harmonisation of cyber-
legislation within the EU and undoubtedly consti-
tute a positive development for businesses. Clear 
laws and regulations are a crucial factor for com-
panies in their choice to operate and develop their 
activities in a country. Ensuring a certain level 
of stability and therefore the sustainability of a busi-
ness, they are also central in protecting companies’ 
rights and providing an appropriate degree of secu-
rity in the face of corruption and legal disputes.
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ENVIRONMENTAL AND 
ECOLOGICAL CONTEXT 
IN THE 3S REGION
Environment protection has become a major 
issue of global concern over the last few years 
and is highly likely to remain a crucial one within 
the next decade. Concerns related to the scarcity 
of resources, air, water, and soil pollution, carbon 
footprint, or sustainable production of goods are 
now high amongst consumers’ and therefore also 
producers’ considerations, including ICT compa-
nies. With the rapid ICT industry growth around 
the world, the issue takes a new turn. A single email 
is estimated to be responsible for the emission 
of 4 g of CO2 into the atmosphere – 50 g if there 
is a long attachment. 140 The situation of the ICT 
and cybersecurity industry is therefore ambiguous: 
on the one hand, technology development repre-
sents a unique opportunity to cut carbon emissions 
and help green many sectors of a country’s econ-
omy, but on the other hand it raises new questions 
related to energy consumption and more broadly 
the carbon footprint of the production and use 
of ICTs. This chapter will explore the topic of the 
environmental impact of ICTs in the 3S region.

The issues associated with ICTs use are numer-
ous and follow the whole lifecycle of the products. 
Firstly, IT device production is energy and resource 
intensive, posing various kinds of environmen-
tal problems related to the scarcity of resources 
– like rare-earth minerals for instance – or pollu-
tion caused either by the production itself or by 
resource exploitation. Secondly, devices as well as 
the infrastructure on which ICTs rely to work con-
sume significant amounts of energy and therefore 
contribute to increasing the global level of green-
house gas (GHG) emissions if the energy they use is 
not clean. Finally, the disposal and recycling of end-
of-life ICT products is also a crucial question, which 
still haven’t found any satisfactory answer.

140 Mike Berners-Lee, How Bad are Bananas? The Carbon 
Footprint of Everything, Green Profile, 2010, p. 15.
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POWERING DIGITAL 
TRANSFORMATION

The overall situation in energy production and 
consumption in 3S states are usually presented 
as quite poor regarding environmental standards. 
This is mainly due to two countries, Poland and 
Czechia, and their history of coal mining and burn-
ing. In 2018, Poland produced no less than 86% 
of the EU’s total black coal – primarily used for 
residential and commercial space heating – placing 
it far above the second main producer, Czechia, 
which was accountable for 4.5%.141 These fig-
ures represent a decrease compared to the 2012 
level. However, it is important to note that in the 
two 3S countries, this decrease was less signif-
icant than in the three other coal-mining coun-
tries (Poland: −20%, Czechia: −39%, compared 
to Germany: −76%, UK: −84% and Spain: −86%). 
When it comes to black coal consumption, Poland 
is again placed in top position with 32% of the 
EU’s total. Regarding brown coal – or lignite, used 
almost exclusively as fuel for electric power gen-
eration – Poland consumed 16% of EU’s total 
in 2017, followed by Czechia with 10%, Bulgaria 
with 9% and Romania with 7%. Both the produc-
tion and consumption of these fuels have a highly 
negative impact on the environment, especially 
because they increase the levels of air pollution. 
These figures are important to take into account 
because black and brown coal are used to produce 
the energy that powers ICT devices, data centres, 
and networks, as well as the whole manufacturing 
industry based on it.

At the EU-27 level, the energy consumption 
of ICTs (excluding manufacturing) in 2011 was 214 
terawatt hours (TWh), representing a share of 7.7% 
of the total energy consumption. In 2020, this per-
centage is expected to rise to 8.1% of the total 

141 Eurostat, Coal production and consumption statistics, 
2019, [online]: https://ec.europa.eu/eurostat/statistics-ex-
plained/index.php?title=Coal_production_and_consump-
tion_statistics#Consumption_and_production_of_hard_coal.  

and reach 259 TWh.142 Home and office uses rep-
resented 66% of the total electricity consump-
tion related to ICT and are foreseen to decrease 
by 1% until 2020. On the other side, data centres 
and telecommunications networks consumption 
should increase by 35% and 150% respectively, 
primarily due to the intensive use of mobile inter-
net services and the more efficient and capable 
mobile networks. This means that according to the 
predictions, in 2020, the share of data centre and 
telecommunication networks in the total electric-
ity consumption of the EU-27143  will represent 
about 3.8% compared to 2.6% in 2011. Focusing 
more specifically on the 3S region, it is estimated 
that just the data centre market will grow at 
a compound annual rate of 5% between 2018 and 
2024.144 Therefore it is easily understandable that 
the potential effect of this sector’s growth could 
be environmentally harmful if the energy sources 
used to power it are not clean.

It is, however, not impossible to add a touch 
of positivity regarding energy consumption issues 
in the industry sector throughout 3S region. 
Whereas the EU-28 final energy consumption by 
the industry decreased by 12.8% between 2006 
and 2017,145 the renewable energy and biofuel 
consumption in the industry increased by 28.4%, 
signalling a global amelioration in the EU’s indus-
trial energy sources.146 

142 European Commission and Technische Universität 
Berlin, Study on the practical application of the new frame-
work methodology for measuring the environmental impact 
of ICT – cost/benefit analysis, 2014, [online]: https://pub-
lications.europa.eu/en/publication-detail/-/publication/
d2235b7a-2c60-4937-a87d-e46e23f44f21/language-en/
format-PDF/source-search#.  

143 The study was conducted in 2011, when Croatia was 
not yet a Member of the European Union and the UK still 
foreseen to be a Member State in 2020.

144 Research and Markets, Central and Eastern Europe 
Data Center Market – Investment Analysis and Growth 
Opportunities 2019–2024, 2019. 

145 Eurostat, Final energy consumption in industry by type 
of fuel, 2019, Own data compilation based on data from 
Eurostat (final energy consumption in industry by type of fuel)

146 Ibidem.
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Looking at the consumption share of energy from 
renewable sources and biofuels in 3S industry, this 
increase is even more important and reached 50.1% 
in 2017 compared to 2006. The issue of industry 
impact on the environment found resonance in 3S 
countries, whose governments and companies have 
taken some measures to tackle it. Curbing the ICT 
sector growth is impossible and would be counter-
productive, but shifting the source of energy used 
to power this industry is a step in the right direc-
tion. In addition, initiatives aiming at reducing, 
among others, the environmental and energy sup-
ply security impacts that are triggered by the ever 
more increasing energy consumption of data cen-
tres start to appear. At the EU level, for instance 
the Code of Conduct for Data Centres Energy 
Efficiency147 has been established along with 
a group in the European Energy Efficiency Platform. 
Most of the participants are from Western Europe 
but a recent member registration from Poland also 
signals an improvement from 3S countries.148

GREEN CYBERSPACE

Moving from reflecting on the energy consump-
tion of ICT devices and infrastructure to see-
ing the opportunities brought by the same ICT 
tools and associated solutions allows us to iden-
tify some highly likely positive outcomes. Indeed, 
smart devices and applications, especially in the 
energy sector, can have an important impact and 
help mitigate environmental damage caused by 
power production and consumption.

In the Clean energy for all Europeans package, the EU 
has set itself the following targets for the year 2030:

• Reduce greenhouse gas emissions by 40% 
(compared to 1990 levels);

147 European Commission, 2019 Best Practice Guidelines 
for the EU Code of Conduct on Data Centre Energy 
Efficiency, 2019, [online]: https://e3p.jrc.ec.europa.eu/
publications/2019-best-practice-guidelines-eu-code-con-
duct-data-centre-energy-efficiency.

148 EU Joint Research Centre, European Energy Efficiency 
Platform, 2019, [online]: https://e3p.jrc.ec.europa.eu/
communities/data-centres-code-conduct.

• Improve energy efficiency by at least 32.5%;

• Increase the share of renewable energy to 32%.

ICT solutions can help achieve all these three 
objectives. The role of technology in helping 
to reduce global greenhouse gas (GHG) emissions 
is significant. Working along with already imple-
mented engineering solutions such as carbon cap-
ture technologies, ICT – which enables access 
to real-time information and improved automa-
tion across various industry branches – has a real 
carbon abatement potential. Taking into account 
12 ICT applications, a report by BT found that ICT 
can enable a substantial reduction of over 1.5 Gt 
in carbon emissions by 2030 in the EU. According 
to the report, this represents almost 19 times the 
size of the expected footprint of the EU’s ICT sec-
tor in the same year, and 37% of the EU’s total GHG 
emissions in 2012.149 In addition, improved energy 
efficiency generated by ICT can also generate fur-
ther business value. Indeed, the ICT sector develop-
ment is estimated to bring EUR 678 billion of addi-
tional revenues and up to EUR 643 billion in cost 
savings. Finally, the report states that energy effi-
ciency improvement enabled by ICT deployment 
could be responsible for 0.8 Gt or 53% of the total 
EU ICT-enabled carbon abatement.

As regards the energy efficiency objective, ICT also 
has a great potential to help achieve it. Already 
in 2008, the European Commission announced 
that it would promote the use of ICT to improve 
energy efficiency throughout the economy. One 
technology, gas sensors that include both software 
and hardware, can make a big impact in energy effi-
ciency and reduce GHG emissions from the indus-
try and transport sectors. Indeed, increasing energy 
efficiency in the industry involves closely monitor-
ing the gas concentration and air flow during the 
combustion process. Sensors collecting the data 
from harsh environments – such as combustion 

149 BT, The role of ICT in reducing carbon emis-
sions in the EU, 2016, [online]: https://www.btplc.
com/Purposefulbusiness/Ourapproach/Ourpolicies/
ICT_Carbon_Reduction_EU.pdf.
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plants, road and marine vehicles – and transmit-
ting them in real time can contribute to making 
adjustments when needed. Another application 
that helps increase energy efficiency in build-
ings is the rolling out of smart metering systems 
and smart grids that can reduce annual household 
energy consumption by up to 9%.150 The EU set its 
goal to replace at least 80% of electricity meters 
with smart meters by 2020. Because these sys-
tems allow customers to monitor their consump-
tion in real time, they also enable them to adapt 
their energy usage throughout the day depending 
on prices for instance. Combined with IoT devices, 
smart energy systems are able to estimate the 
energy needs of a building and to adapt its con-
sumption. Cybersecurity challenges arising from 
smart meter deployment have to be addressed 
consistently. Indeed, digitalisation exposes entire 
sections of energy systems to new form of risks 
which can only be tackled through applying the 
cybersecurity-by-design principle. The energy sec-
tor is included in various legislative frameworks 
on cybersecurity, however, its peculiarities make 
it a separate issue in need of a specific legislative 
framework. To this aim, the European Commission 
adopted a recommendation document on cyberse-
curity in the energy sector in April 2019.151

A Guide on good practice in energy efficiency 
for Central and South Eastern Europe published 
by the European Commission highlights sev-
eral cross-country projects currently undertaken 
to improve energy efficiency in industry and busi-
ness sectors as well as in building and district heat-
ing or cooling. Among them, the relevance for 
the region of the project PeakApp, for instance, 
is worth noting. Consisting of a smartphone and 
desktop application, it encourages energy saving 
and facilitates the consumption of clean and cheap 

150 European Commission, Smart grids and meters, 
2019, [online]: https://ec.europa.eu/energy/en/topics/
markets-and-consumers/smart-grids-and-meters/overview. 

151 European Commission, Recommendation on cybersecu-
rity in the energy sector, 2019, [online]: https://ec.europa.eu/
energy/sites/ener/files/commission_recommendation_on_cy-
bersecurity_in_the_energy_sector_c2019_2400_final.pdf. 

energy through gaming.152 With regards to the 
increase in renewable sources of energy, ICT can 
also make a significant contribution. Smart meters 
indeed enable consumers to produce their own 
energy to supply it to the grid, especially in the 
case of renewables. Getting real-time information 
on their own energy consumption and produc-
tion allows households to become energy suppli-
ers to the grid, therefore creating a smart two-di-
rectional power grid. This particular practice that 
fosters connecting renewable energy to the grid 
could be a means for 3S countries to progressively 
transform and get rid of their coal-based power 
production. This is an effective tool to help them 
leapfrog their way towards a more environmen-
tally friendly economy.

On the issue of energy consumption and GHG 
emissions, it appears that ICT can help advance 
the goals set at the EU level for clean energy at 
the 2050 horizon. In other domains such as moni-
toring soil or water pollution, forest management, 
or natural catastrophe assessment and response 
digital tools are also very useful. If the increasing 
digitalisation of the energy infrastructure contrib-
utes to making it more innovative and efficient, 
it also exposes this infrastructure to new threats 
such as cyberattacks, which in turn jeopardises 
the security of energy supply and the privacy 
of consumer data. Due to its geopolitical situa-
tion, the 3S region is facing a higher level of vul-
nerability in the sector. The attacks against the 
Ukrainian grid which resulted in outages in the 
middle of winter 2015 and left 225,000 custom-
ers without power153 are a relevant example of the 
wide and disastrous effects an attack on energy 
grid can have. The transition towards a digital and 

152 European Commission, Guide on good practice in en-
ergy efficiency for Central and South Eastern Europe, 2018, 
p. 24, [online]: https://s3platform.jrc.ec.europa.eu/docu-
ments/20182/238542/Guide+on+good+practice+in+energ
y+efficiency+for+Central+and+South+Eastern+Europe/3f8a
1d96-e259-4ab7-8da0-723e389f4abf. 

153 Cybersecurity and Infrastructure Security Agency, 
ICS Alert (IR-ALERT-H-16-056-01) Cyber-Attack Against 
Ukrainian Critical Infrastructure, 2018, [online]: https://
www.us-cert.gov/ics/alerts/IR-ALERT-H-16-056-01.
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connected energy grid is undoubtedly an essential 
step which should be taken along with applying 
the security-by-design principle.

SUMMARY

We can conclude by saying that the development 
of ICT is a double-edged sword capable of both 
contributing to protect and badly damaging the 
environment if it is not carried out in a sustaina-
ble manner. In this context, the 3S region – due 
to its energy production and consumption, which 
includes a high share of fossil fuels, and due to the 
expected rapid growth of its ICT industry – should 
actively endeavour and take measures to green its 
energy sector. ICTs are a valuable tool to do so. 
However, due to the new threats they introduce, 
it is essential to develop in parallel an energy sec-
tor cybersecurity culture. More exposed to cyber 
threats, 3S companies are also the best suited 
to provide some tools and solutions to this new 
challenge. ICT introduction is therefore a double 
opportunity for the 3S region to develop its econ-
omy on the basis of a positive and clean pow-
er-sector transformation
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PESTLE ANALYSIS – KEY TAKEAWAYS
POLITICAL ECONOMICAL SOCIAL 

• A politically sensitive area, 
since it is the external border 
of both the EU and NATO 
(as its eastern flank), which 
translates to a strong correla-
tion between the geopolitical 
situation and cyberthreats

• Russia treats the region as 
its very own sphere of influ-
ence. A growing interest 
from the PRC, seen in the 
dedicated 17+1 format, can 
be noticed. Brexit and the 
possible South China Sea con-
flict will contribute to a flag-
ging interest in the region 
from the UK and the US.

• As it undergoes extensive 
structural changes, the Central 
and Eastern Europe is devel-
oping various joint regional 
initiatives, the Three Seas 
Initiative and V4+ among 
them. Due to varying politi-
cal goals and determinants, 
ensuring coherence of current 
projects remains a challenge.

• Multidimensional offensive 
actions in cyberspace have 
become an important ele-
ment in hybrid activities, 
especially as regards disin-
formation, industrial espi-
onage, and attacks against 
critical infrastructure.

• Along with the planned 
increase in both quan-
tity and quality of troops 
stationed near the EU and 
NATO external border, 
multidimensional offen-
sive cyberoperations should 
be expected to increase.

• Twelve members of 3S 
include three former Soviet 
republics, six states formerly 
in the Warsaw Pact, and 
two countries that were 
part of former Yugoslavia.

• Total average GDP growth 
in the region for 2017–
2030 is projected to be 
around 2.4% per year (IMF). 
OECD forecasts a slightly 
lower value, putting the 
average growth at 2%.

• Demographic projections for 
the region are not optimistic. 
All states except AT are going 
to experience population 
decline and societal ageing.

• According to the DESI 2019 
indicator, most 3S countries 
– except EE and AT – demon-
strate innovativeness at 
levels lower than the EU-28 
average. RO and BG place 
last in the whole EU-28.

• In the 2006–2016 period 
R&D expenditure in the 3S 
region grew by 79.2% over-
all, whereas the figure for 
the EU was less than half 
of that as it reached 36.2%. 
The highest increase can be 
noted for BG (230.2%), SK 
(193.1%), and PL (173.5%).

• In all 3S countries the ICT sec-
tor employment share in total 
workforce is growing, with 
the percentage highest in EE 
(3.69%), LV (3.59%), and HU 
(3.51%). The lowest employ-
ment share of this sector was 
observed for RO (2.27%), 
PL (2.29%), and HR (2.34%).

• 3S states differ in terms of 
society’s potential for going 
digital. EE exceeds (13.3%) 
and RO is catching up with 
(10.6%) the EU-28 average 
(11%) for the share of ICT 
and science graduates. BG, 
LT, and PL are at the other 
extreme in this ranking.

• Six states (AT, RO, LT, PL, 
and CZ) boast a share of 
graduates in technical fields 
such as engineering, man-
ufacturing, and construc-
tion that is proportionally 
larger than the EU average.

• In 3S countries, much like 
in the whole EU, more men 
than women possess at 
least basic digital skills. The 
percentage of STEM gradu-
ates is rising. In PL and RO 
women are around 40% of 
graduates in technical fields.

• Among Internet users, in 
AT (41.2%), LT (41.1%), SK 
(40.5%), ET (39.5%), and 
SI (37.6%) basic digital 
skills are more widespread 
than in EU-28 (37.3%).

• The region has plenty of very 
talented programmers. In the 
International Olympiad in 
Informatics ranking based 
on the number of hard-won 
medals, up until 2018 the 
country right behind PRC, 
RU, and US was PL. Two 
other 3S countries ranked 
in the first 10: BG, and RO.

• EU states are struggling 
with the IT employee short-
age – 53% of employers in 
2018 had difficulties when 
trying to hire them. In the 
3S region, the problem is 
most acute in two countries: 
CZ (79%) and AT (78%).
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• 3S countries are character-
ised by remarkably fast inter-
net connections. LT, EE, and 
LV feature on the list of 23 
world countries with the high-
est connection speed – with 
27.42, 27.91, and 28.63 Mb/s, 
respectively – which may be 
part of their competitive edge.

• The AI sector is growing 
dynamically. In PL alone as 
many as 110 AI-focused start-
ups exist, in EE there are 46, 
in LV 26, in LT 29, and in RO 
32. National AI strategies 
gave rise to vitally important 
investments and government 
support. Despite European 
Commission setting the middle 
of 2019 as the target date for 
preparing an AI strategy, five 
among the region’s countries 
(AT, HR, PL, SI, and HU) did 
not manage to publish one.

• 3S countries are active in 
blockchain development, as 
is clear from the number of 
start-ups being established, 
dedicated events being held, 
and private sector invest-
ments being planned.

• The interest in quantum com-
puting is on the increase, yet 
due to the relatively early 
stages of this technology its 
mass-scale use in limited.

• The 2019 investment in the 
Internet of Things (IoT) is 
worth over USD 11.2 bil-
lion, representing a 19.5% 
growth on 2018. The aware-
ness of how significant IoT 
is and the demand for IoT 
solutions is growing, espe-
cially in HU and CZ.

• The dynamic of 5G rollout in the 
region’s countries varies widely; 
AT and Baltic states are blazing 
a trail, with RO, PL, and HU 
becoming increasingly active.

• The EU Network and 
Information Security (NIS) 
directive has been the first leg-
islation to be adopted across 
the 3S region, in line with the 
goals enshrined in the 2013 EU 
Cybersecurity strategy. It is the 
first piece of EU-wide cyber-
security legislation as well.

• Apart from RO, BG, and HU 
all 3S member countries took 
the NIS directive transposi-
tion as the opportunity to add 
more sectors under the defini-
tion of operators of essential 
services. EE added electronic 
communication and identifica-
tion, LV banking and finan-
cial infrastructures, and LT 
included several industries as 
well as civil safety and national 
defence. In addition, the 
region’s countries tend to pro-
tect a higher number of sec-
tors than elsewhere in the EU.

• As of 24 July 2019, three out 
of 28 EU member states had 
not updated their national 
data protection laws in line 
with EU rules. Despite hav-
ing started the parliamentary 
process to adopt a GDPR-
implementing law in April 
2017, SI is one of the coun-
tries that currently has none.

• Although not being formally 
part of legislation, cyberse-
curity strategies can reflect 
the attitude of countries or 
regions towards cyberse-
curity. All 12 states within 
our scope of interest pos-
sess such documents.

• Finally, the third and most 
recent legislative piece 
adopted at the EU level is 
the Cybersecurity Act, which 
entered into force in June 
2019 and adds to the harmo-
nisation efforts in the region.

• The overall situation in energy 
production and consumption 
in 3S countries is usually pre-
sented as quite poor regarding 
environmental standards. This 
is mainly due to two countries, 
PL and CZ, and their history 
of coal mining and burning.

• In 2020, the share of data cen-
tre and telecommunication 
networks in the total electricity 
consumption of the EU-27 will 
represent about 3.8% compared 
to 2.6% in 2011. Focusing more 
specifically on the CEE region, 
it is estimated that just the data 
centre market will grow at a 
compound annual growth rate 
of 5% between 2018 and 2024.

• Whereas the EU-28 final energy 
consumption by the industry 
decreased by 12.8% between 
2006 and 2017, the final 
consumption of energy from 
renewable sources and biofu-
els in the industry increased 
by 28.4%. In CEE countries, 
the increase in the share of 
energy from renewable sources 
and biofuels consumed by the 
industry is even more impor-
tant and reached 50.1% in 
2017 compared to 2006.

• The energy sector is included in 
various legislative frameworks 
on cybersecurity, however, its 
peculiarities make it a sepa-
rate issue in need of a specific 
legislative framework. To this 
aim, the European Commission 
adopted a recommendation 
document on cybersecurity in 
the energy sector in April 2019.

• The 3S region, due to its energy 
production and consumption 
which includes a high share 
of fossil fuels and due to the 
expected rapid growth of its 
ICT industry, should actively 
engage and take measures 
to green its energy sector.
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